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Introduction / Getting Started

1. Introduction / Getting Started

This Guide is designed to help get your company up and running with Smartware Studio.
It is intended for the people in your organization responsible for installing and
maintaining your servers and workstations, as well as for the people who organize the
data and files for your projects.

Server and Workstation Installation

Smartware Studio is a client-server based system. All the shared data is stored on your
servers, while the program is installed on each user’s workstation.

e The data on the server is stored in a shared folder on a file server and a SQL
Server Database. Refer to Chapter 4 (The Smartware Studio Server Elements) for
more information.

To begin you will want to set up the server elements directly on the server.

e Install Smartware Studio on your server, only for the purpose of using the ADMIN
menu tools. You DO NOT need to license it in order to use the tools available
from the ADMIN menu. You will only need to log into the Smartware server using
with a user account with administrative privileges.

NOTE: When doing the initial setup of the shared folder on your file server, several
folders will be created that must allow read permissions to all and write permissions to
some. Depending on your network, if you are logged into the server as an administrator
with too much permission (e.g. a Domain Administrator), the security levels on those
folders may be too high. It is recommended that you avoid doing the setup while logged
in as a Domain Administrator.

e Review Chapter 4: The Smartware Studio Server Elements and Chapter 5: Setting
Up and Configuring Microsoft SQL Server of this Guide and then configure the
Server Elements as detailed in Chapter 6: Configuring the Smartware Studio
Server Elements.

e Install Smartware Studio on your first workstation (Chapter 2: Installing
Smartware Studio on a Workstation). License the workstation (Chapter 3:
Workstation License Registration), which should automatically point the
workstation to the server.

e Create additional users as needed (Chapter 7: Administering Smartware Studio).

e Install, license and configure additional workstations as needed (Chapter 9:
Configuring A Smartware Studio Workstation).
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After the initial setup is complete and working property, you can setup and configure
these other features from any workstation (providing you have the appropriate
administrative rights):

e Permissions, which allow you to limit access to certain to data to certain groups
of people, are detailed in Chapter 10.

e The Parts Database, which is used extensively by the Designer Module
(Design360) and Estimating Module, and is also available for browsing from all
workstations, is detailed in Chapter 11.

e The Studio Windows Service, detailed in Chapter 12, allows for additional
features that need to be managed by a server, such as:

o Allowing your users to send emails and attachments directly to a
Smartware Studio project from Outlook or another email client.

o Allowing users to subscribe to and be notified of changes and additions to
individual files or entire folders.

o Sending administrators notifications of Network Tree passwords that have
been viewed or changed.

e The Studio Mobile Application and how to configure it is described in Chapter 16.

To Learn More about Smartware Studio

All of the Guides, including the Smartware Studio User’s Guide, are available on the
Help menu or on our web site.

To Contact Us

Our technical support team is available weekdays from 8 am to 5 pm eastern time at
(716) 213-2222. You may also visit our web site at www.smartwaretech.com or email us
at techsupport@smartwaretech.com.

Additionally, all Smartware support and contact information can be found in the HELP >
ABOUT SMARTWARE STUDIO / STUDIO 360 menu (depending on which version of the
software you have).
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2. Installing Smartware Studio on a
Workstation

Before you install Smartware Studio, please review the following sections that note a few
simple, yet very important prerequisites and configuration issues.

Workstation System Requirements

Smartware Studio will run on most any modern Windows-based PC. The following are
the minimum and recommended system requirements:

e Windows 7 (32-bit or 64-bit). It will not run on Windows XP.

e Windows 8.1 (32-bit or 64-bit).

e Windows 10 Version 1607 or later (32-bit or 64-bit) (recommended).
e 4GBRAM

e 5 GB Disk Space minimum

Certain features may also require one or more of the following:

e Microsoft Visio (2007 or later)
e Microsoft Excel (2007 or later)
e Microsoft Word (2007 or later)

The 2003 versions of Visio, Excel and Word are no longer officially supported, but
should still work. However, some newer features may not be available and future
versions of Studio may not support them at all.

Be sure to install all recommended Windows updates, including the Microsoft .NET
Framework Version 4.8 (or later).

Before You Install Smartware Studio

You should install or configure the following components and applications before you
install Smartware Studio.

Smartware Studio - Setup and Administration Guide Page 11



Installing Smartware Studio on a Workstation

Install Microsoft .NET Framework (Version 4.8 or later)

You should have installed on your machine all available updates and service packs from
Microsoft. Specifically, you must have Version 4.8 (or later) of the Microsoft .NET
Framework installed. The .NET Framework is a run-time environment for modern
Windows programs, and generally does not interfere with any other aspect of the
operating system.

Some versions of the .NET Framework are independent of others and installing a newer
one does not necessarily replace those older ones. You should NOT uninstall any older
versions manually, as they may be used by other software on your machine

At the time of this writing, this version of .NET should be an automatic update through
Windows Update.

You can also download and install Version 4.0 of the .NET Framework directly from
Microsoft’s web site. Do a search on the phrase “Download Microsoft .NET 4.8” to
quickly find the appropriate page.

To determine which versions of the .NET Framework are installed, go to PROGRAMS AND
FEATURES from the Windows Control Panel.

—ee [omRfme] = | B |t |
@leﬂ + Control Panel » All Control Panelltems » Programs and Features - |47 ‘ ‘ Search Programs and Features ol
Control Panel Home .
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
) Turn Windows features on or
Gl Organize *  Uninstall Change  Repair = ~ '@‘
Install a program from the =
network Name Publisher Installed On  Size Version .
‘-'@McAFae Virus and Spyware Protection Service McAfee, Inc. 7/15/2015 430 MB  6.0.4.135
=" Microsoft NET Framework 4 Multi-Targeting Pack Microsoft Corporation T/20/2015 835ME  4.0.30319
B Microsoft .NET Framework 4.5 Multi-Targeting Pack Microsoft Corporation 7/20/2015 418 MEB  4.5.50710
= Microsoft NET Framework 4.5.1 Multi-Targeting Pack ~ Micresoft Corporation 7/20/2015 433 MB 45500932
=7 Microsoft NET Framework 4.5.1 Multi-Targeting Pac... Microsoft Corporation T/20/2015 745MB 4550932
57 Microsoft .MET Framework 4.5.1 SDK Microsoft Corporation 7/20/2015 194 MB 4551641 =
=7 Microsoft JNET Framework 4.5.2 Multi-Targeting Pack  Microsoft Corporation T/20/2015 494 MB 4551209
5 Microsoft .NET Framework 4.5.2 Multi-Targeting Pac... Microsoft Corporation 7/20/2015 744 ME 4551209
--?-Micrnsn& MNET Framewark 4.6 Microsoft Carporation 7/20/2015 38EMB  4.6.00081
=7 Microsoft JNET Framework 4.6 SDK Micresoft Corporation T/20/2015 200MB  4.6.00081
57 Microsoft .NET Framework 4.6 Targeting Pack Microsoft Corporation 7/20/2015 403MB  4.5.00081
=7 Microsoft JNET Framework 4.6 Targeting Pack (ENU) Micresoft Corporation T/20/2015 659 MB  4.5.00081
ﬂMlcrosoft MET Version Manager (x64) 1.0.0-betas Microsoft Corporation 7/20/2015 68.0KE 1.0.106090
ﬁMicrnsn& ASP.NET MVC 2 Microsoft Corporation 4/3/2015 482 KB  2.0.60926.0
@Mlcrusuﬁ ASP.NET MVC 2 - Visual Studie 2010 Tools Microsoft Corporation 4/2/2015 225MB 20502170
ﬂMicrnsn& Help Viewer1.1 Microsoft Corporation 4/2/2015 387MB 1140218
ﬁMicroso& Help Viewer 2.2 Micresoft Corporation T/20/2015 121MB 2223107
(3 Microsoft ODBC Driver 11 for SQL Server Microsoft Corporation 7/28/2015 451 MB 12141001
a Microsoft Office Professional Plus 2010 Micresoft Corporation 4/3/2015 14.0.7015.1000
| Microsoft Report Viewer 2014 Runtime Microsoft Corporation 4/2/2015 257MB 12020008
» Microsoft Silverlight Microsoft Corporation 5/14/2015 153 MB  5.1.40416.0 -
3| Microsoft Corporation Product version: 4.0.30319
' Size: 83.0 MB
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Installing Smartware Studio

The latest release of Smartware Studio can be found on our web site at
www.smartwaretech.com. Click on the link for the Smartware Studio page and review
the Downloads list on the bottom half of the page. There you will find the latest setup
file, along with a number of documents regarding new features and other current topics.

e Download the SMARTWARE STUDIO SETUP_Vv4.x.xx.msi installation file.
e Run it and follow the instructions.

o Upon initial installation and setup, Smartware Studio will ask where you
would like to create the current workstation’s Local Project Folder. You
can either keep the default folder location in My Documents or specify a
custom folder location of your preference. This should be a location you
are familiar with and can access easily.

= |t is strongly recommended that this be a folder on a local hard
drive, and not a network server.

= This can always be changed later if needed. Refer to the later
section Local Files Folder, in the chapter Configuring a Smartware
Studio Workstation.

When Installing on a Server to use the Installation and Setup Tools

When doing the initial installation and setup of the shared folder and database, it is a
good idea to install Smartware Studio directly on the server to use the Administration and
Setup tools available on the Admin menu.

e You will not need to license the software on the server to use the Admin tools.

e Once the server setup is complete, you will need to install and test the first
workstation to ensure that the setup is complete. There are network settings and
firewall issues that won’t be apparent when connecting from Studio on the same
machine as the server folder and/or database.

When doing the initial setup of the shared folder on your file server, several folders will
be created that must allow read permissions to all and write permissions to some.
Depending on your network, if you are logged into the server as an administrator with too
much permission (e.g. a Domain Administrator), the security levels on those folders may
be too high. It is recommended that you avoid doing the setup while logged in as a
Domain Administrator.
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Automatic Updates

When you launch Smartware Studio, it will check to see if an updated version is
available. If you are an IT Administrator, you will be given the opportunity to download
the new release to your server so other users will be prompted to download it. If not, you
will be told to contact your IT Administrator.

Refer to the later chapter, Administering Smartware Studio for more information.

After Installing Smartware Studio

After you install Smartware Studio, you will need to license the software and optionally
configure some settings in other programs.

Register Your License

When you first run Smartware Studio, you will be prompted to register your license. In
order to do so, you will need a 9-digit pass code from Smartware Technologies or an
Account Administrator in your organization. Refer to the next chapter, Workstation
License Registration, for complete information on license registration, update and
transfer.

Configure the Workstation

When you register a workstation license after the server elements have been configured,
the workstation will automatically download all the information it needs to properly
connect to the server.

Most of the default settings for a workstation should suffice to get started, though there
are a few settings that may need to be updated. Many of these are referenced throughout
the various Guides. Refer to the later chapter on Configuring the Smartware Studio
Server Elements in this Guide for details on all the various workstation options.

Configuring Microsoft Visio and Excel

The Designer Module (Design360) works with Microsoft Visio drawings and Excel
spreadsheets. Some of these features require that you reduce their macro security settings
to work properly. Refer to the remaining sections of this chapter for details.

Install Microsoft Visio

The Designer Module (Design360) uses Microsoft Visio to view and edit drawing files.
You can use Visio 2007 or later (Visio 2003 is no longer officially supported, but may
still work. However, some newer features may not be available and future versions of
Studio may not support them at all).
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Either edition (Standard or Professional) will work the same.

After installing Visio, you should launch it once to answer any additional startup
information it requires. Specifically, you should make sure it is “activated” as required
by Microsoft. Inactivated software has a limited number of launches before being
disabled.

Reduce the Macro Security Setting in Microsoft Visio

Visio has security features that warn you when documents with macros are being loaded.
Since almost all of the Designer documents contain macros, the warnings messages will
become bothersome for most users. While we recommend that you lower the security
settings from their initial settings of Medium (ask before loading macros) to Low (allow
macros without warning), you must remain aware of the potential dangers of viruses in
macros from documents obtained from unreliable sources.

You cannot have the macro security levels set to High, as that prevents macros from
being run at all.

In Microsoft Visio 2003(no longer officially supported)
To change the Macro Security settings in Microsoft Visio 2003:

e Start Microsoft Visio.
e On the TooLs menu select MACROS / SECURITY....

Security Level 1| Trusted Sources |
" High. Only signed rmacros From trusted sources will be allowed
ko run. Unsigned macros are automatically disabled.

" Medium. You can choose whether ar nat ko run potentially
unsafe macros,

* Low {not recormmended), You are not protecked From
potentially unsafe macros, Use this setting anly if wou have
wirus scanning software installed, or vou have checked the
zafety of all documents you open,

K, | Cancel

e Select either Low (recommended) or MEDIUM Security.
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e Click the tab labeled TRUSTED SOURCES and check the box labeled TRUST ACCESS
TO VISUAL BASIC PROJECT.

e Close Microsoft Visio.

In Microsoft Visio 2007
To change the Macro Security settings in Microsoft Visio 2007:

e On the TooLs menu, select TRUST CENTER...
e Choose the MACROS SETTING tab

Trust Center, E]

Trusted Publishers

Macro Settings
Trustec Locations . i .
Far macras in documents not in a trusted location:
Adld-ins O Disable all macros without notification

i . (:) Disable all macras with notification
Activeld Settings

(:) Disable all macros except digitally signed macros

Macro Settings | (¥ Enable all macras (not recammended; patentially dangeraus code can run)

Message Bar Dreveloper Macro Settings

Privacy Options
¥ Trust access to the VBA project object model

QK l [ Cancel

e Select the ENABLE ALL MACROS setting

e Check the TRUST ACCESS TO THE VBA PROJECT OBJECT MODEL checkbox
e Close Microsoft Visio

In Microsoft Visio 2010 or Visio 2013
To change the Macro Security settings in Microsoft Visio 2010 or Visio 2013:

e On the FILE menu, select OPTIONS...
e Select the TRUST CENTER tab
e Click the TRUST CENTER SETTINGS... button
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e Choose the MACROS SETTING tab

Trust Center @

Trusted Publisher
rusted Publishers Macro Settings

Trusted Locations . . )
Far macras in documents not in a trusted location:
Aclcd-ins O Disable all macras without notification
L ) O Disable all macras with notification
Active) Settings ) o _
O Disable all macros except digitally signed macras

Macra Settings | (%) Enable all macras (nat recammended: patentially dangeraus code can runj

Message Bar Developer Macro Settings

Privacy Optians
FH Trust access to the VBA project object model

Ok l [ Cancel

e Select the ENABLE ALL MACROS setting
e Check the TRUST ACCESS TO THE VBA PROJECT OBJECT MODEL checkbox
e Close Microsoft Visio

Install Microsoft Excel

While earlier versions and older features of Smartware Studio used Excel more
frequently and required more settings, Studio now uses its own Excel file library to
generate reports and other documents, and only opens Excel when displaying the results.
You probably don't need to change the Excel security settings unless you encounter one
of the older features.

NOTE: The rest of this section is included for backward compatibility with those features

Smartware Studio uses Microsoft Excel for a number of important features, such as the
generating reports and editing Designer Valve Schedules. These features will not
function without Excel. You can use Excel 2007 or later (Excel 2003 is no longer
officially supported but should still work. However, some newer features may not be
available and future versions of Studio may not support them at all).

Either edition (Standard or Professional) will work.
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Reduce the Macro Security Setting in Microsoft Excel

For some of the Designer Module’s older versions of certain features (Valve Schedule
and Smart Chart) to work properly, you must reduce the macro security level in Excel.
For most other Excel-related features, the macro security level is not important.

Excel has security features that warn you when documents with macros are being loaded.
Since almost all of our documents contain macros, the warnings messages will become
bothersome for most users. While we recommend that you lower the security settings
from their initial settings of Medium (ask before loading macros) to Low (allow macros
without warning), you must remain aware of the potential dangers of viruses in macros
from documents obtained from unreliable sources.

You cannot have the macro security levels set to High, as that prevents macros from
being run at all.

In Microsoft Excel 2003 or earlier (no longer officially supported)
To change the Macro Security settings in Microsoft Excel 2002 or Excel 2003:

e Start Microsoft Excel
e On the TooLs menu select MACROS / SECURITY....

Security @@

Trusted Publishers | Prior Trusted Sources

(73 Wery High. Only macros installed in trusked locations will be allowed
o run, Al okher signed and unsigned macros are disabled,

(2 High. Only signed macros from trusted sources will be allowed to
run. Unsigned macraos are automatically disabled.

{7 Medium, You can choose whether or nok to run potentially unsafe
macros,

(%) Low (not recommended), You are not protected from potentially
unsafe macros, Use this setting only if vou have wirus scanning
software installed, or wou have checked the safety of all documents
ol OpEn.

[ Ok ][ Cancel ]

e Select either Low (recommended) or MEDIUM Security.

e In Excel 2002 only, click the tab labeled TRUSTED SOURCES (or TRUSTED
PuBLISHERS) and check the box labeled TRUST ACCESS TO VISUAL BASIC
PROJECT. This change is required to make full use of the Smart Chart features.

e Close Microsoft Excel
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In Microsoft Excel 2007
To change the Macro Security settings in Microsoft Excel 2007:

e Open the main menu by clicking the Excel icon in the upper left corner.

@@1 )

Recent Documents
)

7 Dpen

H Save

H SaveAs b
"‘El?‘] Frint 4
g Frepare F

.aé' Send 4
L/ Fublish ¥
N
_| Llose

] Excel Options | X Exit Excel
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e Click on the EXCEL OPTIONS button.

Excel Options

Fapular
: @ Help keep your documents safe and your computer secure and healthy.
Farmulas —
Froofing Protecting your privacy
Save Microsoft cares about your privacy, For more information about how Microsoft Office Excel helps to
protect your privacy, please see the privacy statements.
Advanced X X .
Show the Microsoft Office Excel privacy statement
Custamize Microsoft Office Online privacy statement
Customer Experience Improvement Program
Add-Ins
| Trust Center 4 Securnity & more
Resaurcas Learn more about proteding your privacy and security from Microsoft Office Online,

Microsoft Windows Security Center
Microsoft Trustwarthy Computing

Microsoft Office Excel Trust Center

The Trust Center cantains security and privacy settings, These settings

help keep your computer secure, We recommend that you do not change Trust Center Settings. ..
these settings. —

I OK l[ Cancel ]

e Choose the MACROS SETTING tab

Trust Center

Trusted Publishers
- Macro Settings

Trusted Locations . . .
Far macros in documents not in a trusted location:

Add-ins {:} Disable all macros without notification

. . {:} Disable all macras with notification
ActiveX Settings _

{:} Disable all macros except digitally signed macros

=1

Macro Settings ';| @ Enable all macros not recommended; potentially dangerous cade can runj

Message Bar Dreveloper Macro Settings

External Content
- Trust access to the VBA project abject model

Privacy Options

OK ] [ Cancel

e Select the ENABLE ALL MACROS setting
e Check the TRUST ACCESS TO THE VBA PROJECT OBJECT MODEL checkbox
e Close Microsoft Excel

Page 20 Smartware Studio - Setup and Administration Guide



Installing Smartware Studio on a Workstation

In Microsoft Excel 2010 or Excel 2013
To change the Macro Security settings in Microsoft Excel 2010 or Excel 2103:

e On the FILE menu, select OPTIONS

e Select the TRUST CENTER tab

e Click the TRuUST CENTER SETTINGS button
e Choose the MACROS SETTING tab

Trust Center

Trusted Publishers
Trusted Locations
Acld-ins

Activeld Settings

- Macro Settings
IMessage Bar
External Content

Privacy Options

-l

Macro Settings

For macros in documents not in a trusted lacation:
(:} Disable all macros without notification
{:} Disable all macros with notification

{:} Disable all macros except digitally signed macros

G} Enable all macros (not recommended; potentially dangerous code can runj
Developer Madao Settings

Trust access to the VBA project object macdel

OK ] [ Cancel

e Select the ENABLE ALL MACROS setting

e Check the TRUST ACCESS TO THE VBA PROJECT OBJECT MODEL checkbox
e Close Microsoft Excel

Smartware Studio - Setup and Administration Guide Page 21






Workstation License Registration

3. Workstation License Registration

Each copy of Smartware Studio needs to be licensed before it can be used (except for

Administrative and Setup functions, which will still operate without licensing). To

activate a license on a machine you will need a user account login (your email address
and a password) and a 9-digit passcode for a license account (from our sales and support

department or an Account Administrator in your organization).

You will need to be connected to the internet to register the license.

Licensing a New Computer

When you start Smartware Studio when it is unlicensed, the Product License Registration

dialog will automatically open:

IEN Procuc: License Reeran (S|

License Status

This computer is not cumently licensed.

Registered User:

Licensed Modules: Licensed DS Stencils:

Machine ID:  9825-1602
License Acct #:

Mext Expires:

License Online

| Licenses this computer when it is not cumently licensed, and connected to the intemet

Updates a license that will or has expired or when features have changed

Gives back the license on this computer for use on another

Change the registered user on this machine
Removes a damaged license (only for emergency repair)

Contact Smartware Technologies at:

4 Peuquet Paroway Timeout for connecting to license server:  (3.000 =~ seconds
Tonawanda, NY 14150
T16-213-2222
techsupport @smartwaretech .com
http.//www smartwaretech.com
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e You can also bring this form up at any time by selecting FILE->PRODUCT LICENSE
REGISTRATION.

Click on the REGISTER LICENSE button. You will be asked for your login information and
the 9-digit passcode.

] Login to Smartware Technologies " ﬁ

Flease log into the Smartware Technologies server.

Email Address:  jdoe@smartwaretech.com

Password: esesssssess

Forgot Your Password?

if you don't have an account please e-mail us at:

services@smartwaretech .com

Please enter the S-digit license passcode supplied by
Smartware Technologies or your Account Administrator:

Passcode:  123-456-785

oK || cancel

NOTE: The password here is associated with your Smartware Studio account, which is
the same as the one used by our Network 8000 Documenting Service. It is not the same
as the one used by the older Smartware Technologies web site for licensing our Designer
Suite 2005 or WorkPlace Pro Utilities (I/A SMART) packages. If you have any questions
or confusion, please contact our technical support department

Click OK and your license will be registered:

@ Smartware Studio ﬁ

Thank you for using our product Your license has been registered successfully.

e A passcode can only be used one time, though you can give back your license to
get a new passcode at any time.
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Moving a License to another Computer

To move your license from one computer to another (from an office desktop to a home
laptop, for instance), you simply give back the license from the first machine by clicking
the GIvE BACK LICENSE button in the License Registration dialog.

r@ Smartware Studio - == Iﬁﬂ

Your license has been removed.
The passcode is: 617-815-815

You can use this passcode to license any other machine.

e

This will deactivate the license on the first computer and return to you a new 9-digit
passcode. You can then use this new pass code to license a different computer using the
procedures detailed in Licensing a New Computer.

If you forget the code, it will still show in the Product License Registration form:

S Product License Registrati

License Status

This computer is not cumently licensed.
The license was given back. The passcode retumed was: 617-815-815
That passcode may have been used on another computer and so may no longer be valid.

Resetting a License from a Lost Machine

If a machine with a Studio license is lost due to a hard drive crash or other failure, contact
an account administrator to reset the license and issue a new passcode.

Refer to the section Managing Workstation Licenses in chapter Administering Smartware
Studio, later in this Guide.
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Updating a License

The license needs to be updated periodically. This allows us to automatically check for
system updates and to enable new features. In most cases, Smartware Studio will update
itself automatically, continually extending the license period out 90 days any time it can
connect to the internet.

If you add new modules or features to an existing license account, you may need to
update the license explicitly. Simply click the UPDATE LICENSE button.

Changing the Registered User on a Workstation

It is important that the correct user be associated with each workstation, as various
transactions (e.g., uploading files) are logged with the user of the machine. If a machine
is reassigned to a different user, you should update the license to reflect the new user.

To change the user, you can either:

e Give Back the license (which will give you a new passcode), then relicense the
machine using the new user’s email address and password.

Or

e From the ADMIN menu, select USERS AND LICENSES. You will be prompted to log
into the server.

e Select the LICENSES tab.

e Locate the appropriate license record and double-click it or right-click and select
EDIT LICENSE.
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e |nthe REGISTERED USER field, select the new user:

-

Bw License Account #72390

Current License Registration

Machine Code: | 3116-F161

Machine Mame:

Last Updated:

P
Mest Expiration D ate: l:l

Registered User Number: | 2650

Fegistered User

Werzion Mumber: |3.2.358 |

Usger Comments:

Update ” Cancel

Licensing a Computer not Connected to the Internet

At this time, it is not possible to license a computer if it is not connected to the internet.
If this poses a problem for you, please contact us to discuss the issue.
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4. The Smartware Studio Server
Elements

This chapter will discuss the various elements that are needed on the server side to allow
Smartware Studio to be work in a network environment. The chapters that follow discuss
these elements and their installation and configuration in detail.

What Does Smartware Studio Need on the Servers?
The minimal elements that Smartware Studio needs are:

e A Shared Folder on a File Server
e A SQL Server Database

In addition, there is a Studio Windows Service which can be installed and configured to
provide additional features:

e Notifications for changes in Subscribed Files and Folders
¢ Notifications about Tasks

e Notifications for Device Password actions

e Email Forwarding

o This feature also requires the setup and configuration of an Incoming
SMTP Server.

e Cloud Account Synchronization
e \Web Service support for the Studio Mobile Application
e Task Scheduler for Management Imports

e Outgoing Email for all other services
o The features of the Studio Windows Service also require an available
Outgoing SMTP Server, often available from an ISP or other commercial
provider.

The Shared Folder on a File Server

Smartware Studio is designed to store, manage, share and version all types of data. You
may choose to store any or all of your project related files in Smartware Studio, including
estimates, job booking data, engineering and submittal drawings, correspondence,
software program files, software backups and reports.
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All of this data, and all of Smartware Studio’s configuration information, is kept in a
single folder that will need to be accessible by all your users. It is highly recommended
that this folder be on a drive that is backed up regularly and that has enough capacity to
meet your needs.

The folder can be located on any file server, as long as it can be accessed by all
the workstations that will be using Smartware Studio. Refer to the later chapter
on Permissions regarding how the access can be restricted.

You should reference the folder by a standard UNC path (e.g. \\ourserver\Data).

Referencing the folder through a common mapped drive letter is not
recommended as some workstations may be set up differently.

The SQL Server Database

Smartware Studio will store data indexes, transactions and other metadata in a Microsoft
SQL Server Database.

You can use the free Microsoft SQL Server Express Edition or another licensed
version (refer to the later chapter Setting Up and Configuring Microsoft SQL
Server).

You will need to configure SQL Server to allow remote connections (refer to the
later chapter Setting Up and Configuring Microsoft SQL Server)

Smartware Studio will walk you through the automatic creation of its database
and tables (refer to the later chapter on Configuring the Smartware Studio Server
Elements).

There are features in Smartware Studio to help manage the updating and backing
up of the SQL Server Database.

The Studio Windows Service

The Studio Windows Service handles features that require server intervention or
scheduled tasks. Refer to the later chapter, The Studio Windows Service, for more
information on installing and configuring the service.

Deciding Where to Install the Server Elements

While there are no concrete rules for where the server elements should be installed
amongst your existing servers, there are some guidelines:

Page 30

The Shared Folder can be located on any machine that can be accessed by all the
users (local and VPN) as well as the other server elements. It should have
sufficient disk space to store all the files (including older versions of files) and
should be part of your regular backup procedures.
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The SQL Server should be installed so it can be accessed by all the users (local
and VPN).

Take caution if installing the Smartware Studio database on an existing SQL
Server being used by another application. You must configure certain SQL
Server settings, which might interfere with the other application’s operations.

The Studio Windows Service, if used, must be able to connect to the SQL Server
and the Shared Folder. It should not be an issue to install and run the Service on a
machine running one of the other Server Elements.

Using Virtual Machines

There are no known issues running any of the server elements on servers in a virtual
environment.

Using Hosted Environments

It is possible to use a hosted cloud server, such as Amazon's AWS, to host the Server
Elements.

In general, you would treat the cloud server as any other, installing SQL Server
Express, setting up the Studio database, and designating the shared folder for the
files.
You will need to establish a VPN connection between that server and the
workstations, such that the workstation can access SQL and the files as if they
were on a local server.
While you can use a Microsoft Azure Windows platform (essentially a hosted
Virtual Machine), you cannot use a Microsoft Azure hosted database as a
replacement for an installed version of Microsoft SQL Server.
o Instead, SQL Server (Express) must be installed on the VM.
o For reference, the issue has to do with incompatibilities between the
T-SQL language on the Azure hosted database and the native SQL Server
installations.
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5. Setting Up and Configuring Microsoft
SQL Server

Smartware Studio needs to create and maintain a Microsoft SQL Server database.
Almost all setup and communication with the database itself are handled by Smartware
Studio, but the initial installation and configuration of Microsoft SQL Server needs to be
done first.

This chapter will outline some important settings that are required to allow Smartware
Studio to communicate with SQL Server. It is by no means a complete description of
how to setup and configure that program. It will attempt to highlight key steps and note
troubleshooting issues that we have discovered in the real world.

NOTE: As with all software, especially sophisticated server systems such as SQL Server,
there are many variables that can affect its ability to work as expected in specific
scenarios, including other software that is installed on the server and other Windows
Server settings.

If you experience problems setting up SQL Server, we will make every attempt to help you
diagnose and resolve your problem. We cannot, however, guarantee that we can make
SQL Server function on every specific server. In some cases, our recommendations may
include using a different server machine.

What is SQL Server?

A Database Server (or Database Management System [DBMS]) is a software program
used by other applications to store and retrieve data. Most sophisticated software
packages, such as Accounting Packages, use a database server as their storage system.
There are a number of popular Database Servers on the market, including Oracle, IBM’s
Cloudscape, and of course Microsoft’s SOL Server.

SQL (pronounced S-Q-L, or very often “sequel’) is a language used by most modern
Database Servers to add and retrieve the data. In general, a SQL Server refers to any
Database Server that uses the SQL language. In common parlance, however, SQL Server
is most often used to refer specifically to Microsoft SQL Server.

From herein, the term SQL Server will likewise refer specifically to Microsoft SQL
Server.
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SQL Server Requirements

This section will help you determine which version and edition of SQL Server you should
use.

Which Version of SQL Server?
Smartware Studio is designed to work with Microsoft SQL Server (2008 or later).

e It will not work with Microsoft SQL Server 2000
e The current recommendation is SQL Server 2012 or later.

e We have found that SQL Server 2005 may have performance issues compared
with later version and should therefore be avoided.

e Ifinstalling on Windows Server 2012 or later, you must use SQL Server 2012 or
later.

Which Edition of SQL Server?

Microsoft SQL Server comes in many editions under a wide variety of licenses. For the
sake of this discussion, we will refer to them as:

e SQL Server Express (2008, 2008 R2, 2012, 2014, 2016, 2017, 2019)

A free version of SQL Server that Microsoft makes available to everyone to
download from their web site. While it does have some limitations regarding
the size of a single database or the amount of processing cores that the
software will utilize, it is quite sufficient for most Smartware Studio
applications, especially when beginning. A database created in SQL Server
Express can be used by the full version of SQL Server as well, so it will be
easy to upgrade as your needs evolve.

e SQL Server (2008, 2008 R2, 2012, 2014, 2016, 2017, 2019) (Full Version)

All other licensed versions of SQL Server.

Smartware Studio will work fine with the free SQL Server Express. As your database
grows, however, it may be necessary to upgrade to a licensed version of SQL Server.

SQL Server Express can also be installed on the same computer as another edition of
SQL Server.
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Should it be the 32- or 64-Bit Version?

As far as Studio is concerned, there should be little difference in how the two versions
operate. There are performance and resource utilization differences depending on what
else the SQL Server is used for, so if this is a concern you should search the internet for
further details.

Where Should SQL Server Be Installed?

SQL Server will run on most current versions of Windows Server, as well as on
workstations with Windows 7 or later. Although some people install it on its own
machine, SQL Server is often installed alongside other server components such as 1S or
other applications.

For the purposes of Smartware Studio, it is only necessary that the instance of SQL
Server be visible to all the machines that will need to access it, including workstations.
This connection can be made from a named machine on your Windows domain or VPN,
or through a publicly visible IP address.

Note: Unless you are an experienced IT professional, you should take great care before
installing any software on a server that is integral to your business. Specifically, you
should avoid installing new software on a server running:

e Microsoft Exchange
e An Accounting (or other Line-of-Business) software package
e Any software you can’t specifically identify but could be critical.

What Does Smartware Studio Need from SQL Server?

Smartware Studio will create a new database on the specified instance of SQL Server,
along with any tables and queries that it needs. As updates are made to Smartware
Studio, it will update the database structure as necessary.

What If SQL Server is Already Installed?

Smartware Studio’s database can certainly be created on an existing SQL Server and will
coexist with any other applications that are storing their data on it. The only
consideration should be whether any of the settings that are necessary for Smartware
Studio’s client to access the data will adversely affect any other programs using the same
SQL Server.
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If you are going to use an existing SQL Server, please make note of any other application
using it before you install Smartware Studio’s database or make any other changes to the
SQL Server configurations.

Note: If you are at all unsure about how an existing server is being used, do not install or
change any configurations without consulting your network administrator.

Installing SQL Server

In general, you will want to refer to Microsoft’s documentation on how to initially install
SQL Server.

Before you begin the install (and again after SQL Server is installed), you will want to
review the later sections in this chapter for information on configuring SQL Server to
work with Smartware Studio. Some of the settings can be made during the initial
installation, though they can usually be changed after the installation.

Installing Microsoft SQL Server (Full Edition)

If you have a license for one of the licensed versions of Microsoft SQL Server, refer to its
setup instructions for details on initial installation.

Be sure to install the optional SQL Server Management Studio, a separately installed tool
which is a front-end for viewing, editing and configuring the SQL Server databases. If
SQL Server came pre-installed and you can’t find the original installation disks, the
Express edition of SQL Server Management Studio can be installed instead (refer to the
next section).

Installing Microsoft SQL Server Express Edition

The installation files for the current versions of SQL Server Express as well as the SQL
Server Management Studio can be found on our web site.

You can also download the various Microsoft SQL Server Express editions from
Microsoft’s web site at www.microsoft.com. As the pages tend to move, you should do a
web search, such as "SQL Server 2017 Express Download" to find the current download
location.

You will also want to download and install the corresponding SQL Server_ Management
Studio Express (SSMS), which is a front-end for viewing, editing and configuring the
SQL Server databases. Its download can also be found on the Microsoft web site, and in
later releases it is included as a component of the SQL Server installation (be sure to
select it as an option to install).
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Configuring SQL Server

The default configuration of SQL Server is intended for it to be used only on the server
on which it is installed. Smartware Studio is designed to have each workstation
communicate directly with the SQL Server, so you will need to update some settings in
order to make this possible.

These settings include:

e Enable SQL Server Browser Service
e Enable TCP/IP

e Mixed Mode Authentication

e Allow Remote Connections

You may also need to configure your firewall to allow the following processes to pass
through:

e SqlServer
e SqlBrowser

Once you’ve made these changes, you may need to

e Restart the SQL Server (not the computer itself).

Refer to the following sections for step-by-step details on all these settings. In some
cases, the names of folders and menu items may or may not include the SQL Server
version (e.g. “2017” and/or “EXPRESS”).

The SQL Server Configuration Manager

Some of the SQL settings are accessed through a tool called the SQL Server
Configuration Manager, which is installed with SQL Server. The method to access it
varies between versions of SQL Server and Windows.

Older Versions

For Windows 7 and some Windows Server versions, it is installed onto the Start Menu.
Open the following program from the Windows Start Menu’s PROGRAMS group:

PROGRAMS—>
MICROSOFT SQL SERVER [2012]>
CONFIGURATION TOOLS>
SQL SERVER CONFIGURATION MANAGER
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e The "[2012]" in the menu name will vary, or may not be shown

Newer Versions

For Windows 10, and some other Windows Server versions, you need to explicitly run
the Microsoft Management Console snap-in, which is a file that ends in .msc.

Here is the path for the most recent versions of SQL Server, assuming it was installed on

the C Drive.

SQL Server 2017
SQL Server 2016
SQL Server 2014
SQL Server 2012
SQL Server 2008

C:\Windows\SysWOW64\SQL ServerManager14.msc
C:\Windows\SysWOW64\SQLServerManager13.msc
C:\Windows\SysWOW64\SQLServerManager12.msc
C:\Windows\SysWOW64\SQLServerManager11.msc
C:\Windows\SysWOW64\SQL ServerManager10.msc

e Depending on the version of Windows, you should be able to go to the Search box
on the Start Page and enter "SQLServerManager14.msc" (or the appropriate
version number) to open it.

B 0O &

Best match

@ SqlServerManager13.msc
M

search suggestions

O sqlServerManager13.msc

Filters ~

icrosoft Common Console Document

2 sqlservermanager13.msc - Search the web

O sqlservermanager13.msc download

2+ > ThisPC > Local Disk (C) » Windows » System32 v|®| | Search System32 £

Name
Loy sppuUn
[ sppsve

<) sppwinob.dil
= sppwmidl

4 spwmp.di

4 sqlcecompactdf.dil

2] sqlceoledbd0.dll
4] sqlceqpa0.dll

] sqlcesed0.dll

) salnelit.dil

& SQlServerManager13
5] SqiServerSpatial130.dil
(4] SqiServerSpatial142.dil
B videos 4 sqlsnaz.dil

%, Local Disk (C) [ sqlsrv32rli

< sqmapi.di

4 srchadmin.dil

¥ Network

4 srclientdll
& srcoredl
[1] srdelayed
4031items 1 item selected 25,6 KB

e If you right-click on the .msc file in the search results, you can open its folder in

File Explorer.

e If you right-click on the .msc file in File Explorer, you can pin it to the Task Bar
or Start Menu for easier access.
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Enable SQL Server Browser Service
To enable the SQL Server Browser Service:

1. Open the SQL Server Configuration Manager (as described in the previous
section).

2. Select SQL SERVER SERVICES in the left tree.

‘i Sql Server Configuration Manager

File Action View Help

e B &R &2 w @ e

“§& 5L Server Configuration Manager (Local) Mame State Statt Made Log On As Process ID Service Type
) 5L Server Services ) [Z8)50L Server (SOLEXPRESS) Running Aukomatic HT AUTHORITY\NET... 1016 SGL Server

5. 5Q server Hetwork Configuration [R5 Server Agent (SOLEXPRESS) Stopped Other (Book, System...  MT AUTHORITVNET,. O SCiL Agent

5. S0L Mative Client 10.0 Configuration s - Running Aukomatic HT AUTHORITY\LOC... 864 SGL Braws

owSEr

3. Select SQL SERVER BROWSER in the right pane.

4. Right click on the SQL SERVER BROWSER entry and select PROPERTIES:
5. On the SERVICE tab, change the Start Mode to Automatic:
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SOL Serwver Browser Properties

Log On | Service |.ﬁ.dvanced

=

Start Mode Manual -
Disabled
Manual
Start Mode
The start mode of this service.
[ (0]4 l [ Zancel ] [ Apply ] [ Help ]

o Ifyou receive an error message, refer to Step 7 of this sub-section for
troubleshooting information.

6. On the LoG ON tab, select the "Network Service" BUILT-IN ACCOUNT and click the
START button to start the service.
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SOl Server Browser Properties

Log On | Service | Advanced

Lag on as!
* Buitin account:;
|Netwark Service j

(" This account:

Account Mame: |

Passward: |

Confirm password: |

Service status: Stopped

s | | | |

[ Ok, H Cancel ]

7. If you receive an error, such as:

"The service cannot be started, either because it is disabled or because it
has no enabled devices associated with it. [0x80070422]

you may need to do the following:

a) Open the Windows Control Panel

b) Open the ADMINISTRATIVE TOOLS

c) Open the SERVICES tool

d) Double-click the SQL SERVER BROWSER service

e) On the GENERAL tab, change the STARTUP TYPE to AUTOMATIC
f) Click the START button.

Enable TCP/IP
To allow TCP/IP access to SQL Server:

1. Open the SQL Server Configuration Manager (as described earlier in this
chapter).
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2. In the left tree, under the SQL SERVER NETWORK CONFIGURATION, select
ProTOCOLS FOR SQLEXPRESS (or MSSQLSERVER).

‘il Sql Server Configuration Manager,

File  Acktion  Wiew Help

& B EFER 2

‘@ SCL Server Configuration Manager (Local) Protocal Mame Skatus
30L Server Services % shared Memary Enabled
=k &, SOL Server Network Configuration S~ Mamed Pipes Dicabled

&= Protocols for SQLEXPRESS

TCRIP Disabled
.. S0L Native Client 10,0 Configuration ¥R

SovIa Disabled

o The ‘SQLEXPRESS’ or ‘MSSQLSERVER’ in the name refers to the
default names of the SQL Server instance, as specified when SQL Server
was installed. This name may be different on your server.

o On 64-bit systems, you may also see two SQL SERVER NETWORK
CONFIGURATION items, one marked as “(32bit)”. Be sure to select the
correct one based on your SQL Server installation.

3. Right-click on the TCP/IP item in the right pane and select ENABLE.

NOTE: As you make changes and configure the SQL Server, changes will be saved,
however they will not be effective until the server is stopped or restarted. Refer to the
section, Restarting the SQL Server, for details on how.
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Connecting to the SQL Server using SQL Server Management Studio
The next settings need to be made using the SQL Server Management Studio tool.

To launch SQL Server Management Studio and connect to the SQL Server:

1. Open up the SQL Server Management Studio from the Windows Start Menu’s
PROGRAMS group:

PROGRAMS—>
MICROSOFT SQL SERVER [2012]>
SQL SERVER MANAGEMENT STUDIO [EXPRESS]

2. You will be prompted to connect to the SQL Server:

Microsoft*
ﬁ SQL Server2008r2

Server lype: Database Engine W
Server name: PSS OLERPRESS w
Authentication: Windows Authentication w

[ LConnect ] [ Caricel ] [ Help ] [ Optiang > ]

If you are on the same machine where the SQL Server is installed, you should see
the name of the server listed in the SERVER NAME list. If not, choose the BROWSE
FOR MORE... option from that list and find the server directly.

o Note the specific format of the Server name (in this case,

“XPVM\SQLEXPRESS”). You will need it when setting up the database
from Smartware Studio’s setup wizard.

Click CoNNECT to connect to the SQL Server.
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Mixed Mode Authentication

Smartware Studio will communicate with SQL Server using a built-in SQL Server
account that it will create. Allowing this along with the standard Windows
Authentication is called “Mixed Mode Authentication.”

To configure SQL Server to allow Mixed Mode Authentication:

1. Connect to the SQL Server using SQL Server Management Studio, as outlined in
the previous section.

2. Inthe left pane (OBJECT EXPLORER), right-click on the name of the SQL Server
and select PROPERTIES:

E. Microsoft SQL Server Management Studio

File Edit ‘Wiew Debug Tools Window  Community  Help

fs_.a_.Neruery EEI & = = @_

u tempdb

Object Explorer > 0 X
Connect - 43 &1 o E
ERRY 7 T (e e
= [ Databases Connect...
= Ca S_ystem Databases Disconnect
| master )
Reaqister...
U model SR
U msdb e Query

Lj Material Server 3-28 Activity Monitor
U Material Server 4-1
U Smartware Studio {0Id) Start
355 Stop
U st Pause
[ Security
[ Server Ohjecks Resume
[ Replication Restart
[ Management
Palicies
Facets

Skart PowerShell
Reports

Refresh

Properties

Ready

3. In the SERVER PROPERTIES dialog, select the SECURITY page:
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F Server Properties - XPYMASQL EXPRESS

Select 5 L . -
b Scrpt Help
5 General ‘;S Lj
1 Memony
% Processors o
_,%; [ Server authentication
=l Connections ) (%) 'windows Authentication mode
1 Database Settings
4 Advanced () S0L Server and Windows Authentication mode
1 Permissions
Logik auditing
() Mone

(%) Failed loging only
() Successful loging only
() Both failed and successful logins

Server proxy account

[] Enable server prosy account

Connec | |

Server

*PYMASOLEXPRESS Dptions

Eonnectinn:_ )

AP cministrator [] Enable C2 audit tracing

¢ Yiew connection properties [] Cross database ownership chaining

Ready

[ OF. ][ Cancel ]

4. Under Server authentication, choose the SQL Server and Windows Authentication
mode:

Server authentication

) Windows Authentication mode
*) S0L Server and Windows duthentication mode
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Allow Remote Connections to the SQL Server

This setting is generally configured correctly but should be double-checked if there are
issues.

To allow remote connection to the SQL Server:

1. Connect to the SQL Server using SQL Server Management Studio, as outlined in
the previous section.

2. In the left pane (OBJECT EXPLORER), right-click on the name of the SQL Server
and select PROPERTIES:

l' Microsoft 5QL Server Management Studio

File Edit ‘Wew Debug Tools Window  Community  Help
2 mew oery | Oy | 33| 25 (4|
Ohbject Explorer
Connect - ﬂ !E m T ﬁ
BT P\ SOLEAPRESS (SGL Server 10,50, 1617 pi e
= [ Databases Connect...
=3 System Databases Disconnect
u masker .
Reqister...
U model R
U msdb e Query
| tempdb
U Material Server 3-28 Activity Manitar
| )] Material Server 4-1
| )l Smartware Studio (Old) Start
| sss Stop
|Jf 5507
. Pause
[ Security
[ Server Objects Resume
[ Replication Festart
[ Management
Policies
Facets
Start Powershel
Reports
Refresh
Propetties
Ready

3. Select the CONNECTIONS page:
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F Server Properties - XPYMASQL EXPRESS

Seec ‘E._?S Scrpt L’_‘l] Help

A General

1 Memony

& Processors Connections

25 Security

el Conr Maximum number of concurrent connections [0 = unlimited]:

E} Databaze 5

e
5 Advanced

&4 Permissions . .
= [] Use quers governar to prevent lang-running queries

[

Default connection options:

[] implicit transactions S
[] cursar claze an commit

[] ansi warnings =
[] ansi padding

[] ANSIHULLS
[ arithmetic abart w
Remate server connections
S erver Allow remote connections to this server

HPVHMSOLEXPRESS
Remate quemn timeout [in seconds, 0 = no timneaut):

Connection:
PN dministrator
3+ Yiew connection piopetties [] Require distributed tranzactions for server-to-server communication

Read ) :
Y (%) Configured values () Bunning values

[ OF. ] [ Cancel

4. Under the Remote server connections heading, check the Allow remote
connections to this server checkbox:

Remote server connections

Allows remote connections to thiz server

Remaote guery imeout [in seconds, 0 = no timeout):

[] Require distributed transactions for server-to-server communication
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Restarting the SQL Server

Once you’ve applied these changes, you will need to restart the SQL Server service. You
do not need to reboot the computer itself.

Note: If other applications are or may be using the same SQL Server, the database will
become temporarily unavailable to them. This can cause unexpected or harmful results.
You may want to consult the application’s publisher before restarting the server.

To restart the SQL Server:

1. Connect to the SQL Server using SQL Server Management Studio, as outlined in
the previous section.

2. Inthe left pane (OBJECT EXPLORER), right-click on the name of the SQL Server
and select RESTART:

R Microsoft SQL Server Management Studio

File Edit Wew Debug Tools ‘window Community Help

Donewauery | [y |G |65 W 2| B

Chbject Explorer

[= [ System Databases
IJ master
IJ model Reqister...
|1 msdb
U tempdb

Disconnect

Mew CQuery

IJ Material Server 3-28
IJ Material Server 4-1
v

Ackivity Maonitor

[E=] Smarbweare Studio (Old) Skart
555 Stop
|Jl 5507
[ Security Pause
[ Server Chjects Resume

[ Replication

Restart
[ Management

Palicies 3

Facets
Start PowerShell
Reports

Refresh

Properties

Ready

Opening up the Firewall

Depending on your network configuration, you may need to open up your firewall to
allow the Smartware Studio workstations to communicate with the SQL Server.
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NOTE: Changes in the firewall settings for your network should only be done by an
authorized IT technician or administrator.

The specifics of each different type of firewall are beyond the scope of this document.
You will, however, need to allow access to the following two programs:

C:\Program Files (x86)\Microsoft SQL Server\90\Shared\SqlBrowser.exe

Note that the “90” part of the path may vary from version to version. 90’
is SQL Server 2008, etc.)

C:\Program Files\Microsoft SQL Server\MSSQL14.SQLEXPRESS\MSSQL\
Binn\SqlServr.exe

Note that the “MSSQL14.SQLEXPRESS ” part of the path for the
SqlServr.exe file will vary from server to server.
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6. Configuring the Smartware Studio
Server Elements

You can configure and administer Smartware Studio’s Server Elements from any
workstation on your network with Smartware Studio installed on it. The Server Setup
Wizard will guide you through the process step-by-step.

e For the initial setup, however, it may be easier to use the Server Setup Wizard
directly from your server. In this case, you can install the software and run it
without licensing. The tools on the ADMIN menu will still be available in an
unlicensed mode, though you will still need a user account with IT Administration
privileges. Refer to the earlier chapter on Installing Smartware Studio on a
Workstation, specifically the sub-section on When Installing on a Server to use
the Installation and Setup Tools.

e Once the Server Setup Wizard has been run successfully, additional workstations
will automatically be configured to point to the server when they are licensed.

Using the Server Setup Wizard

To start the Server Setup Wizard, select SERVER CONFIGURATION AND TOOLS... from the
ADMIN menu.

Follow the instructions for each step and click the NEXT and PRevIOUS buttons to move
between them.
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Step 1: File Server Setup
In the first step, you will tell Smartware Studio where the Shared Folder is located.

Server Setup Wizard

Step1 | Step 2 || Step 3| Step 4| Step 5| Step 6

File Server Setup: Specify the Server Files Root Path

Specify the falder on your netwark. file server where Smartware Studio should store all infarmation and files far shared projects and server
configuration data

It iz strongly recommended that vou use the network file path (e.g. YhourseveriD ata\Smartware Studio] format instead of a mapped drive [e.g. F:AQur
D atahSmartware Studia), though either is acceptable. ‘when you browse for a mapped dive folder here, it will be converted for you automatically.

If you are setting up wour server for the first time, this folder should be an empty folder (sub folders will be created automatically).

Metwork Path: | “sMyServersData FHrowse.

Folder Mame: | Smartware Studio Data

Proposed Path: - \\MyServer\Data\Smartware Studio Data

[ Mext »> ] [ Cancel ]

It is highly recommended that this folder be on a drive that is backed up regularly, and
that has enough capacity to meet your needs.

e The folder can be located on any file server, as long as it can be accessed by all
the workstations that will be using Smartware Studio. Refer to the later chapter
on Permissions regarding how the access can be restricted.

e You should reference the path by a standard network path (e.g. \\ourserver\Data).

e Although you can reference the folder through a common mapped drive letter,
this method is not recommended as some workstations may be set up differently.
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Step 2: Select the SQL Server
Next, tell Smartware Studio which SQL Server you will be using.

Server Setup Wizard

Step 1| Step2 |Step 3| Stepd | Step | Step 6

SQL Server Setup: Select the SQL Server

Specify the SOL Server that will be used to store Smartware Studio data.
The database and tables for Smarbware Studio will be created [and updated] on the SOL Server automatically.

The SGQL Server must already be installed. If you do not aleady have an installed SOL Server, vou can install and use Microsaft's SAL Server
Express Edition for free

(®) Connect over the Local Area Netwaork or a WP Connection anly

Server Mame: | MYSERVERMNSQLEXPRESS [e.g. MYMACHINELSOLEXPRESS)

() Connect over the Intemet, Local &rea Network or¥PN Connection

IP Address or URL: [e.g. 245.111.35.16 or smartware, ourcompan. com)

[ 134 F‘revious] [ Mext »> ] [ Cancel ]

e The format of the SQL Server name will vary from system to system but is often
MACHINENAME\SQLSERVER or MACHINENAME\SQLEXPRESS. It will
be the same name as the one used when connecting to the database using SQL
Server Management Studio.

o For easy access or to copy and paste the server name, it is located in the
SQL Server Management Studio tool.
=  Open SQL Server Management Studio, right-click on the topmost
node in the left panel tree and click on PROPERTIES. There, you
can copy find and copy your server name.

Smartware Studio - Setup and Administration Guide Page 53



Configuring the Smartware Studio Server Elements

Step 3: Specify How to Log into SQL Server to Create the Database

Smartware Studio will need to log into the SQL Server to create the database. You can
use Windows Authentication or SQL Server Authentication. The descriptions under each
option will help you determine which to use.

Server Setup Wizard

Step 1 Slep2| StBD3|Slep4 Step5 || StepB

SQL Server Setup: Specify Howto Log Into SQL Server to Create the Database

Smartware Studio will need to log into the SOL Server to initially create the databaze and its tables.  Thiz information iz not saved and will not be
uzed again.

(%) Use Windows Authentication

Wwindows Authentication means that the SGL Server will use the User ID of the person who logged into the computer [or network] to grant rights
ta the SOL Server as well

Usze thiz option if your SOL Server uses “Windows Authentication mode and you have administrator rights to the SOL Server.

) Use SAL Server Authentication

SOL Server Authentication means that the SOL Server maintaing its own set of User IDs and Passwords to grant rights to the databases. It
does not ook at the currently logged in Windows user for any permissions. SAL Server User 10s and Pasewords must be created in SEL
Semver explicitly.

ou must specify an existing SOL Server Uzer |0 and Password for an account that has administrator rights to the SOL Server

84 Previous] [ Mext »» ] [ Cancel

Step 4: Test the SQL Connection

If SQL Server is configured properly, you should now be able to connect to the SQL
Server.

Server Setup Wizard

Step 1| Step 2 Step3| 9t9D4|Step5 Step B

SQL Server Setup: Test Connection

Smartware Studio now has enough information to test the connection to your SOL Server
Test Connection... | Check that you have a valid connection to the SAL Server before beginning

The SOL Server must be configured to allow both SOL Server and Windows Authentication mode. ‘Tou can et this from the SGL Server
Management Studio by right-clicking on the Database Server name, selecting Properties from the menu, and selecting the Security tab:

F Server Pro perties

S Seript = L’j Help

Server authentication
— =" o () windows Authentication mode
& Database Settings =
& Advanced ( (%) S0L Server and Windows Authentication mode )
1 Permissions

<4 Previous][ Next »> ] [ Cancel
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Click the TEST CONNECTION button to test. If the connection fails:

e Review the error message for an explanation of the problem.

e Ensure that you have full rights to the path where you are creating the shared
folder.

e Review the SQL Server settings outlined in the previous chapters.
e Have your IT staff contact our technical support team for one-on-one assistance.

Step 5: Specify the Database Name and SQL Account to Create
The default settings should suffice for most users.

Server Setup Wizard

Step1| Step 2 || Step 3| Step 4| Step5 | StepR

SQL Server Setup: Specify the Name of the SQL Server Database to Create

& new Database wil be create on the SOL Server. You should avoid special characters in the database name [spaces ae allowed).

Database Mame:  |Smartware Studio

SQL Server Setup: Specify the SQL Server User Account for Smartware Studio To Use

Al Smartware Studio users [on a local network and on the intermet] will connect ta the SOL Server uging the same SOL Server account. The
Uszer ID and Password for this account will be stored in an encrypted format on each person's computer.

If the User Mame does not exist on the SQL Server, the account will be created automatically.

Uszer Name:

Password:

Usze a Default User Name and Password

<« F‘revious][ Hest »> ] [ Cancel {
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Step 6: Create the SQL Database
Smartware Studio now needs to create and set up the SQL Server database.

Server Setup Wizard

Step1| Step 2| Step 3| Step 4 StepS| StED5|

SQL Server Setup: Create the Database

‘Y'ou are how ready to create the database on the SOL Server.

Create Database | Create and install the database tables on the SOL Server

Status:

e Click the CREATE DATABASE button to begin.

The results of the installation are shown:

Database Installation

Completed Successfully

Creating Database -~
Creating databasze Smartware Studia F
Creating User
Creating user SmartwareftudioUser for database Swartware Studic
Changed database context to 'Smartware Studioc'.
Creating Tables —
Creating Table SwQtEmails
Creating Table SwQtFiles
Creating Table SwOtFileWVersions
Creating Table SwiltlGraphModes
Creating Table SwltProjects
Creating Table SwiltProjectCheckoutHistory
Creating Table SwiltTasks
Creating Table Swiclsers
Creating Stored Procedures
Changed database context to 'Smartware Studio'.
Creating Stored Procedure AddFileVersion
Creating Stored Procedure AddMNewEmail
Creating Stored Procedure AddMNewFile
Creating Stored Procedure AddNewTask
Creating Stored Procedure AddProject
Creating 2tored Procedure CheckInProject
Creating 2tored Procedure CheckOutProject
Creatdine Stnrved Procedare DhByists

Digplay in Motepad ” Dizplay in Excel
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You will then be given the opportunity to initialize the Parts Database (a set of tables in
the SQL Database) used by the Designer (Design360) and Estimating Modules.

Smartware Studio

\‘:{I/ Your Server Setup was completed successfully, Do you want bo download and initialize the Parts Database?

| Tes | [ Mo ]

e [t is strongly recommended that you do this initialization. If you don’t, you will
need to do it later from the ADMIN->PARTS DATABASE MANAGER tool.

Smartware Studio will then restart itself.

Smartware Studio

If your Server Setup did not complete successfully:

e Open the SQL Server Management Tool and delete the unsuccessful Server Setup
by right-clicking on the topmost node in the tree, or the Server Name, and click
Delete.

e Refer back to Step 6 to create and setup the server again.

Configuring Additional Workstations to Point to the

Server

Once the server is configured, additional workstations will automatically be configured to
point to the server when they are licensed.

e There is a file named site.ini which contains the connection information for the
folder and SQL server. It is stored on your server folder in the System Config sub
folder.

e When you set up the server, your network folder path is stored in the Smartware
licensing database.
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When you license a workstation, the site.ini file is copied from your server to the
workstation’s root folder (usually C:\Program Files\Smartware
Technologies\Smartware Studio).

The workstation uses this file to access your server.

Moving the Server Elements to a New Location

There may come a time when you need to move the Shared Folder or the SQL Server to a
new location or server machine. If so, you will need to use the following procedures to
ensure all your users are updated accordingly.

We recommend that you contact our support team before doing these procedures.
We will be happy to walk through them with you online to ensure a smooth
transition.

Whenever you make these types of changes, ensure that all your users are out of
Smartware Studio.

If you have the Studio Windows Service configured and running, you must stop
and restart the service after either of these changes.

Moving the SQL Server Database
To move the database to a new SQL Server:

1.

3.

As long as you are logged in as the SQL Server Administrator, you should delete
the SQL server user created for Studio users (the default is
SmartwareStudioUser). This needs to be recreated anyway on the new server, so
removing it first is helpful and prevents inadvertent user changes to the database
during the transition.

Backup the SQL Database from SQL Server Management Studio, or in Studio
(but only on the machine running SQL Server) by going to ADMIN-> SERVER
CONFIGURATION AND ToOOLS, selecting the SQL SERVER DATABASE tab, and using
the BACKUP DATABASE utility. The backup file will be stored in your Shared
Folder in the SQL DB Backups sub-folder.

Copy the backup file to a location visible to the new server.

On the new SQL Server:

4.
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Set up and configure the new SQL Server. Refer to Chapter 5 for specific details
on the required SQL Server settings.

In SQL Server Management Studio, connect to the new SQL Server.

Right click on the DATABASES folder and select the RESTORE DATABASE
command.
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. Restore Database - Smartware Studio

&4 General S Script v m Help

4 Options

Destination for restone

Select or type the name of a new or existing database for your restore operation.

To databaze:
Taa point in time: st recent possible | D

Source for restore
Specify the source and location of backup sets to restare.

() From database:
(%) From device: | D

Select the backup sets ta restore:

Restore | Mame @ Component | Type | Server | Database | Posiion | First LSM | Last LS

Server
HPYRWSOLEXPRESS

Connection:
FHPR \Administrator

Qj iew connection properties

Progress

Feady

Ok, l [ Cancel

7. Inthe To DATABASE (DATABASE in later versions) field, enter “Smartware
Studio”.

8. Select the FRoM DEVICE radio button. Click the ... button to the far right of the

radio button to specify the backup location.

== 5 pecify Backup E]

Specify the backup media and itz lacation far your restare operation,
Backup medis: [ -
Backup location:
Add
oK l ’ Cancel ] ’ Help
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9.

10.

11.

12. From the root of the SQL Server Instance (e.g., XPVM\SQLEXPRESS), open the
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Click the AbD button and browse to the backup file. Click OK.

B Restore Database - Smariware Studio D@E|

Y g Script - Lj Help
E"' Options
Destination for restore
Select or tppe the name of a new or existing database for your restore operation.
To database: Smartware Studio £
To a pairnt in time: Most recent possible D
Source for restore
Specify the source and location of backup sets ta restare.
() From databage;
(=) From device: C:\Smartware Studio Data\50L DB Backups\DbB ack D
Select the backup sets to restore:
Hame Comporent | Type | Server
Smarkware Studio 1-Full Database Backup  Database Full  =PYMNSOLEXPRE
Server
HPYMASOLEXPRESS
Conmection:
FP M hAdministrator
& View connection properties
Feady
< >
l oK ] [ Cancel ]

Check the RESTORE check box and click OK. The database should now be
recovered successfully.

You will need to recreate the user account originally specified for Smartware

Studio to access the database (SmartwareStudioUser by default) and ensure that it

has db_owner rights to the database.

o If you did not delete the user before the backup, the reference to the user
account will import with the database, but this is actually a reference to a
user in the old SQL Server instance. Therefore, we need to delete the old
reference, create a new SQL Server Login (that has the same name), and

then add security permissions to this new login.
= In SQL Server Management Studio, open the tree view for the

Smartware Studio database, and go to the SECURITY/USERs folder.

= Right-click on the account (e.g. SmartwareStudioUser), select
DELETE, then click OK.

Security Folder, right-click on the Logins folder, and select NEw LOGIN.
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13. On the General Tab:
a) Fill in the Login name (e.g. SmartwareStudioUser)
b) Select SQL Server Authentication.

c) Enter and confirm the SQL Server Password. If this is not the same password
as the original account, you will need to update it in the Configure Database
Connection dialog in Studio (a few steps from now).

d) Uncheck the Enforce password policy checkbox.
e) Click OK to save the changes, and then reopen the user record.

- N
Select a page c =
Script * Hel

gl General ; # H .
127 Server Roles
f User Mapping Login name: Smartware Studio User Search
| # Securables
|4 Status

Password: sEssssRRERERRES

Confirm

[ Specify old password

[] Enforce password policy

[] Mapto Credertial

Connection
Server: Mapped Credentials Credential Provider
TVME4BIT\SQLEXPRESS
Connection:
“wmb4 Bt Administrator
3 View connection properties
Progress
Ready Default database [ITIEStEF v]
Defautt languzge [English v]
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14. Go to the User Mapping tab:

a) In the upper box labeled Users mapped to this login, check the box next to the
Smartware Studio database.

b) In the lower Database role membership for: Smartware Studio list, check the
db_owner checkbox.

|ﬂ Login Properties - SmaﬂwarESdeoUs_Elélg.‘
}f“(’;:n:':?!"’ 5 serpt + [ Help
|2 Server Roles
ﬁ‘ User Mapping Users mapped to this login:
| Securables Map Database User Defautt Schema
|4 Status [ master
] model
[ msdb
| SmatwareStudioUser  dbo &
O

D role membership for: S Studio
Connechion _
(] db_accessadmin
Server: [7] db_backupoperator
TVME4BIT\SGLEXPRESS [ db_datareader
Connection: [] db_datawriter
TwmBE4Bit \ Administrator ; db_ddladmin
. . [ db_denydatareader
_‘!} View connection properties : db_denydatawriter
[¥] db_owner
Progress [C] db_securityadmin
[¥] public
Ready

[ ok || Cancel

15. Click OK.

Page 62 Smartware Studio - Setup and Administration Guide



Configuring the Smartware Studio Server Elements

Back in Smartware Studio:

16. From the Admin menu, select SERVER CONFIGURATION AND TOOLS.
17. Go to the PROJECT DATABASE SERVER (SQL SERVER DATABASE) tab.

18. You will see the current Project Database SQL Server settings. Click
CONFIGURE... to edit them.

Bw Co nfigure Database Connection g|

SOL Server Mame: |[#PWkMSHLE=PRESS
Databaze Mame: |Smarbware Studio
D atabaze User Mame: | Smarbwares tudiol) ser

Pazzword: eessssss

[ Test I:::unnectiu:un] [ Ilpdate ][ Cancel ]

19. Update the connection parameters as necessary. Click TEST CONNECTION to test
the connection and UPDATE when complete.

20. Smartware Studio will restart. You should verify that you can see your project
data in the Project List. You should also verify that other users’ workstations are
updated when they restart.

21. If you have the Studio Windows Service configured and running, you must stop
and restart the service to affect these changes.

Moving the Shared Folder
Relocating the Shared Folder to another path or file server is a somewhat manual process.

e We recommend that you contact our support team before doing these procedures.

We will be happy to walk through them with you online to ensure a smooth
transition.

e Before making these changes, be sure you have a good backup of the entire
Shared Folder.

e If you have the Studio Windows Service configured and running, you must stop
and restart the service after either of these changes.
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For the purpose of this example, assume the following:

Old Path: \\FS01\Data\Smartware Studio Data
New Path: \\FS02\Data\Smartware Studio Data

Ensure that all your users are out of Smartware Studio.
Copy the shared folder, in its entirety, to the new location.

On the old server, in the System Config folder, open the Site.ini file in a text editor
(in this case \\FSO1\Data\Smartware Studio Data\System Config\Site.ini).

[ Site.ini - Notepad E] Q@@

File Edit Format Wiew Help

[5ite]

SiteInfu:pvaﬁvtdEmuBKﬁvaSutdEngLwnerqlwﬁi?Pwsw‘deQEMmHmGGOseongFS/

SiteConnection=s2xEY02SF quthxmv/BHkHIOOnfjHr+39r/vosq7 KFUbYIZ04RTITL] /PrkOxvBk BCNgZyGEY PO CCFWY JD 5
Impersonate=KUCompsI3c7DEXcdNed2ZN0 ] ORHMKZV Iy Ny OhkGGLUTMT o0 1 IMKL7dsdabakas 9GvIT3s X JE2 ULE KV pWy P

[sertings]
MetworkRootPath="FsOl\Data‘\smartware Studio Data

Update the network path in the NetworkRootPath setting to the new path and save
the file.

Copy the modified Site.ini from the old folder onto the new folder (e.g.,
\\FS02\Data\Smartware Studio Data\System Config\Site.ini)

If you have the Studio Windows Service configured and running, you must stop
and restart the service to affect these changes.

Contact Smartware Technologies’ technical support and provide us with the new
folder path. We will update our database with this information. This path is
stored in our central licensing database and is used to help your workstations find
your server when they are licensed.

The next time each user starts Smartware Studio they will get the updated Site.ini from
the old folder, and then automatically start looking at the new folder. When all your
users have been updated, you can remove the old folder.
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Until all the users have started Smartware Studio, the System Config sub-folder in
the old folder needs to remain. The other folders, particularly the Projects folder
(where most of the data accumulates), can be removed immediately (be sure your
new copy of the data is working properly).

If the old folder is removed before a user has been updated, go to the
FILE>PRODUCT LICENSE REGISTRATION dialog and click UPDATE LICENSE to
reestablish the connection to the server.
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/. Administering Smartware Studio

Once the Server is configured, there are some Administrative tasks that you will need to
do on an ongoing basis. These include:

e Installing Additional Workstations

e Adding and Managing Users and Licenses
e Viewing Workstation Licenses

e Application Updates

e Upgrading the Project Database

e Backing up the SQL Database

There are also separate chapters on the following administrative tasks (amongst others):

e Managing Server Files and Projects
e Setting up Permissions
e Managing the Parts Database

Most of these functions are available from the ADMIN menu and will not appear unless
you have the required administrative privilege. These privileges are specified in the Edit
User record from the USERS AND LICENSES administrative tool.

User Privilege Administrative Tools

Smartware Studio Account Manager e Users and Licenses
e Permissions

IT/Server Administrator e Server Configuration
e Studio Windows Service

Parts Database and Customization e Parts Database

Administrator e Libraries and Templates

Installing Additional Workstations

When you configure the Server Elements, Smartware Studio stores the information in the
Shared Folder on your file server. It also sends the path of the Shared Folder to
Smartware’s licensing server. When you install the program and register the license on a
new workstation, Smartware Studio automatically looks at that folder on your server and
gets all the file server and database configuration information.
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Thus, licensing a workstation should automatically configure the workstation to work
with your server with no additional configuration required.

Adding and Managing Users

You can add, modify and disable your users from within Smartware Studio.

e From the ADMIN menu, select USERS AND LICENSES to bring up the Account
Manager.

e You will be prompted to login to the Smartware server.

e Only users with SMARTWARE STUDIO ACCOUNT MANAGER permission for their
company can add or change users.

The Account Manager has tabs for Users, Remote Users, Groups and Licenses.

B Account Manager |’._| |.E| rz|
Uszers | Groups | Licenses
Lazt Mame First Mame E mail Office Extenzion Active Aot kgr IT Admin Partz DB hgr
& Bumns Larry Testd 1 @smartwaretech. com S ES ®
rtwaretech.com
£ Smith John smartwaretech. com ®
A williams Sally Testdd@smartwaretech. com "
’ Add User... ] [ Edit User... ] ’ Deactivate ser ] Hide Inactive Users

Page 66 Smartware Studio - Setup and Administration Guide



Administering Smartware Studio

Adding a New User

To add a new user, click the AbD USER button. You will be prompted for the following
information:

B Add User %]
First Marme: Roles and Permizzions
Smartware Studio | Groups | Sign Me In/Out
Laszt Mame:
[ Smartware Studio Account Manager
Email Address: . . .
Can add or madify Uzers and Licenses and Permiizsions.
Password. [ 1T #5erver Administratar
Ermail Pazsward ta Lser Can install, update or configure the server elements,
Windows Usemame: [] Parts Database and Customization Sdministrator

Can add to and maintain the Company's Partz Databaze and

Phone E =tension: !
cuzton reports and template files,

Cancel

e |If the WiINDOWS USERNAME field is specified, the user will be authenticated by
being logged into your network and will not be required to log into Smartware
Studio explicitly.

e |If the WINDOWS USERNAME is not specified, the system will assume the user is
the one who logged in when licensing the workstation.

e The OFFICE AND PHONE EXTENSION fields, if shown, are used for the Sign Me
In/Out service. The list of offices for your company is currently managed by
Smartware Technologies.

e The SMARTWARE STUDIO ACCOUNT MANAGER, I/T SERVER ADMINISTRATOR and
PARTS DATABASE AND CUSTOMIZATION ADMINISTRATOR checkboxes grant the
administrator privileges described in the previous section

e The GRouPs tab allows you to select the permission groups to which the user
belongs. Refer to the later chapter on Setting up Permissions for more
information.

Managing Users
All of the other User maintenance actions are available on the Users tab as well.

e To edit an existing user, select them and click EDIT USER, or right-click and select
EDIT USER.

o When editing a user, you can email them their password or change it
explicitly.
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e To deactivate a User, edit the user and check the DISABLE USER checkbox.
Deactivated users are hidden from the user list by default, so you must check the
HIDE INACTIVE USERS checkbox to make them appear to edit and reactivate them.
There is no way to permanently delete a user, as historical records such as file
uploads, may be kept indefinitely.

e Click the EXPORT TO EXCEL button to generate a complete list of your users.

e For Enterprise Administration environments, there are additional management
options such as remote logins detailed in the section, Configuring a Multi-Server
Enterprise, of the later chapter, Enterprise Management and Reports.

Managing Workstation Licenses

You can view a list of your Smartware Studio license accounts, including information on
which are used and by whom, which are available and what the passcodes for those
licenses are.

e From the ADMIN menu, select USERS AND LICENSES
e You will be prompted to login to the Smartware server.
e Select the Licenses tab.

e Only users with SMARTWARE STUDIO ACCOUNT MANAGER privilege for their
company can view license information.

Ew Account Manager Q@E|
Users | Groups | Licenses
License doct # A User Mame tachine Mame Machine Code Passcode Next Expires WVersion Last Updated = Features |
72390 X Bums.Lamy  RPWM 67161 08/04/2Mm2 3.2.368 05/06/2012  Core Module, Estimating, Designer
7261 X 355-740-638 04/08/201 Core Madule, Designer
< *

e You can generate a report of all your license information by clicking EXPORT TO
EXCEL.
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Resetting a License

If a user’s hard drive crashes or a license is otherwise lost on a machine, you can reset
that license and generate a new passcode to use on another machine.

e Toreset a license, right-click on it and select RESET LICENSE.

If you reset a license on an active machine, that license will deactivate itself the next time
Smartware Studio starts.

Smartware Studio Application Updates

Smartware Studio is designed to automatically check for and update itself when new
releases are available.

e When a regular user starts Smartware Studio and an update is available from our
web site, they will be told to contact their IT or Account Administrator.

e When an IT Administrator starts Smartware Studio when an update is available,
they will be given the option of downloading and installing the update
immediately.
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You can review and manage the application updates by selecting SERVER
CONFIGURATION AND TooLs from the ADMIN menu and going to the APPLICATION
UPDATES tab:

El.m Server Configuration

Files and Projects | S0L Server Database

Here you can control which version of Smarbware Studio iz made awailable for your uzers to download.  This ensures that all pour
uszers are using the same wersion that remains compatible with vour database.

When pou download a new werzion, pou will want to publizh it 2o all the users on vour netwark will be prompted to download and
install the update.
Application Updates
Currently Published Yersion: | [Moke]
Last Downloaded Version: | 3.2.366
Yerzion Available from Smartware: | [None]

Yersion Installed on this Machine: | 3.2.368

Inztall Beta Version

In some circumstances, you may want to download a beta wersion that has not et been posted for automatic
dovload. “You will uzually do this when it's suggested by our Technical Support tearn.

You can find the latest Beta Wersions on our web site http:/Ywww. smartwaretech. corn/S marbware S tudio, asps.

Once downloaded, copy the Setup [msi] file into this folder on wour server.

Cloze

e If anew version is available, the DowNLOAD button will be available.
e Click DOwWNLOAD to copy the new version to your local workstation.
e Once downloaded, the PuBLIsH button will be available.

e Click PusLIsH to copy the new version to the System Config folder on your
Shared Folder.

e Once published, all other users will be prompted to download and install the new
version the next time they start Smartware Studio.
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Installing and Publishing a Beta Version

As new versions of Smartware Studio are created, they may be made available as Beta
versions on our web site before being posted for automatic download for all users.

e You can generally install a Beta version on a single workstation without affecting
other users.

e Occasionally such an update could update the system database in such a way that
all users will need to upgrade as well.

To make a Beta version available to all users, simply download it and copy it into the
appropriate server folder (System Config). You can open the System Config folder on
your network using the link on the APPLICATION UPDATES tab in the INSTALL BETA
VERSION section.

Prompt for a Different Login During Installation

If a user’s workstation is “locked down” such that the user doesn’t have administrative
rights to install programs, you can configure the workstations to prompt for a different
user account when it downloads and runs updated versions of the Studio installer.

e New versions of the installer’s MSI file are downloaded and launched by the
Background Updater, which normally runs once on the first launch of the day.

To force the installer to prompt for a new Username and Password, open the Smartware
Studio.ini file found on the user’s workstation.

e This file can be found in the [APPDATA]/Config folder.

o You can access the APPDATA folder from a link in the TooLS=> OPTIONS
dialog on the Local Files tab.

o You can also open the file by going to HELP-> ABOUT SMARTWARE
STuDpI0/ STUDIO360 and pressing CTRL+ALT+SHIFT+I

Find the section marked [Application] and add the following line:

[Application]
MsiPromptForUser=True
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Upgrading the Studio SQL Server Database

New releases may require that the structure of the Studio SQL Database be upgraded.
This usually involves adding fields to existing tables or new tables or queries.

NOTE:
e In most cases the Database structure will be upgraded automatically as necessary
the first time any user runs a new version of Studio.

e After an IT Administrator installs an application update and runs it, they will be
informed if a manual database upgrade is required.

If a manual database upgrade is required:

e Back up your database before you apply the upgrade (refer to the next section)
e From the ADMIN menu select SERVER CONFIGURATION AND TOOLS
e Go to the SQL SERVER DATABASE tab:

Bw Server Configuration E|

5

Application Updates | Files and Projects |

The Project Databaze iz the data stored in the SOL Server databage. |t containg liste [indexes) of pour server projects, their nodes
and their files. |t alzo containz your company's customized version of the Partz Databaze.

With some new releazes of Smartware Studio, the Project D atabase’s structure needs to be updated by clicking the Upgrade
Databaze button below. ‘rou will generally be notified if thiz is needed after the new version is installed.
Project D atabase SOL Server
SOL Server Mame: | *PWMASOLEXPRESS
[ratabaze Mame:  |Smartware Studio

Databaze Uzer Mame: | SmartwareStudiollser

Configure... ] [ Test Connection

Project D atabase [nformation Backup SOL Databaze
Current Wersion: 1.1.3 The S50L Backup files are stored on your server in this folder.
Available Version: 1.1.3 -
Upagrade D atabase Backup Date Backup Size
Status:
Backup Database

Close

e Click the UrGRADE DATABASE button.
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Backing Up the Studio SQL Database

For best practice, you should set up an automated regular backup of your SQL Server
Database.

e One method is to create a SQL Server Maintenance Plan in SQL Server.

e Another is to ensure that all the files on the SQL Server are being backed up to a
remote location

Note: If you are using and relying on backup software that backs up files on your SQL
Server, be sure that it is actually getting a good backup of the database. The SQL files
may be viewed as “open” at all times and be continually ignored by the backup software
if not configured properly. You should test a sample backup file by restoring it onto
another SQL Server Express installation on a spare workstation (and NOT back onto a
server)

For manual backups, Smartware Studio can generate a quick backup.

Note: This procedure only works when running Studio on the same machine as the SQL
Server. You can install Studio on a server to run the Administration tools without
needing to license it.

e From the Admin menu, select SERVER CONFIGURATION AND TOOLS.
e (o to the SQL SERVER DATABASE tab.

e Click the BAckur DATABASE button to create a new backup. Previous backups
will be shown in the list.

e The backup files are stored in the Shared Folder in a sub-folder called SQL DB
Backups. You can open this folder by clicking the link above the backup list.
o Note: If you do not see the SQL DB Backups sub-folder, then you haven’t
successfully backed up your database.
e You may need to configure the SQL Server to have write permissions for the
Backup Folder.

e Refer to the earlier chapter on Configuring the Smartware Studio Server Elements
for information on how to restore or move the SQL database.
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8. Managing Server Files and Projects

You can review and manage the projects and files on your server by selecting
ADMIN->SERVER CONFIGURATION AND TOOLS and going to the FILES AND PROJECTS tab.

Managing Server Files
There are a number of tools and utilities for managing the files in the server projects.

Viewing Server File Sizes and Purging Older Data

To view a list of projects and the number and size of its files, select ADMIN—>SERVER
CONFIGURATION AND TOOLS, go to the FILES AND PROJECTS tab, and click the MANAGE
SERVER FILES button:

Bw Manage Server Files E@@
Current Project File Usage
Praject Ma... Total Size File Count Previous Yersion Count Total Active File Size . Total Previous Version Size  Percent Previous Yersion ~
&21211=012 5t 1619.0 MB 467 18 276.9 MB 1340.6 MB 62.8%
&21211=013 Erie... 308.2MB 177 g1 2354 MB T2.6ME 236%
21211017 Be. 4937.2MB 7% 582 1451.6 MB 3485.4 MB 70.6%
&21211=019 Fo... 5501 ME 1328 527 433.9ME TIE2ZME 211%
21211021 Wa.. 2951 MB B2z 268 1825 M 125 ME 3|1%
&9 1211=023 Mil 4832 MB 360 116 3793 ME 1025 ME N.2%
69 1211=024 Klsi 4780 MB 453 173 2E9E MB 208.4 ME 43E%
£91211=025 0e 1138.4 ME 486 174 6204 MB E17.1 ME 64.2%
91211=032 Ge 19.2 B 48 14 1E5MB 25 MB 132%
21211=0%7 Ra.. 13681 ME E10 198 633.2ME TI49ME B3.7%
&21211=045 Lan... 25.0MB a4 14 136 MB .4 ME 45.8%
21211046 Sw... 1598.2 MB 724 i) 979.3MB E18.6 MB 3|7%
&21211=047 Mar... 1130.2 M8 452 252 455.3MB E74.6ME 59.7%
21211054 Cly... 4026 MB 2n 69 275.2MB 127.5MB 3T
21211062 Sef E.OME 12 0 5.7 MB 0.0ME 0.0%
21211065 Ra... 17.7 M 57 15 11.4ME E2ME 30.4%
21211067 Ra... 100.6 ME 182 56 E4.7 MB 0.9ME 307%
9 1211=072 Al 8824 MB 219 a1 2780 ME ED4.2 ME BB.5%
§91211=074 Co 1018.2 ME 978 am BBOE MEB 3665 ME 36.0%
&21211=079 Hin 16857 MB 533 305 4414 MB 12144 MB 733%
€21211=080 Ne 13926 MB 575 103 1064.8 MB 3278 ME 235% A
Server File Summary Delete Older Previous Yersions of Files Purge Deleted Files
Total File Size: 307.82 GB For sach file, keep at least |2 % | previous versions Purge files deleted more than |30 = days ago
Tatal File Count: 418,404 AMD those less than |45 % | daysold
Tatal Previous Version File Count 87.922
Totallive e Size 1922068 Total Count of Previous Yersions to Delete: 29,602 TotalFie Count To Purge: R
Total Prevous Versian File Size 13308 Total Size of Previous Versions to Delete: 56 62 GRB iaLEl B (B s SR el
Percent Previous Yersion Files: 36.8%

e The Total Active File size and count represent only the current version of each file
in the project or system. The Total Previous Version size and count represent the
total of all the previous versions of the files in the project or system.

Purging Older Previous Versions

By default, the system will keep all previous versions of practically all the files stored on
the server. With this tool you can purge older, previous version of active files selectively.
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To calculate which files will be purged, choose the minimum number of versions
and days and click CALCULATE VERSIONS TO DELETE. For example, in the image
above it has calculated that the total size of the previous files, not including the
most recent two versions or any version less than 45 days old, is 55.62 GB.

Once you are satisfied with the amount to delete, click DELETE OLD PREVIOUS
VERSIONS to permanently delete these older versions from your server

Once purged, the history of the previous versions and the users that uploaded
them will remain (as the indexes are stored in the SQL database), but the previous
versions of the files themselves will be unavailable.

Purging Deleted Files

By default, when a user deletes a server file it is still available to be restored from the
Studio Recycle Bin. With this tool you can select the range of deleted files to delete
permanently.

Page 76

To calculate which files will be purged, select the number of days for which
deleted files should not be purged and click CALCULATE FILES TO PURGE. In the
example, it has calculated that purging any file deleted more than 30 days ago will
free 9.97 GB.

Once you are satisfied with the amount to purge, click PURGE DELETED FILES to
permanently delete these files from your server.
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Searching Server Files
You can do an advanced search of all the files in all the projects on your server.

e From the ADMIN->SERVER CONFIGURATION AND TooLs dialog, go to the FILES
AND PROJECTS tab, and click the SEARCH FILES button:

[ m Advanced File Search EIEJ @

Search Text: VAV®
Wildcard Characters: ~and 7

Modffied Ater:  [] 2/15/2015 [El+
Modfied Before:  [] 8/15/2015 [

Status: [¥/] Nomal Deleted Purged

Size: | v|

File Type: | vl

Document State: | - |

Quality Record: -

Library GUID:

Library Properties...
Clear | Search || Cancel |

e The Search Text can be found in the File Name or the File’s Description property.

e You can search for files that came from a specific Multi-File Library (MFL)
based on a piece of its ID (GUID)

e You can also search for files that came from MFLs with specific filter properties
by clicking the LIBRARY PROPERTIES button and selecting the options.

Viewing File Download History

For audit trail purposes, Studio tracks each time a user downloads a version of a file from
the server.

e You can view the download history for one or more files by selecting them in the
Files tab, right-clicking and selecting ADMIN=>VIEW DOWNLOAD HISTORY. You
can filter by User, Computer Name, Download Date and File Name.

e You can view the download history for a single user across multiple projects by
selecting ADMIN—> SERVER CONFIGURATION AND TOOLS, selecting the FILES AND
PROJECTS tab, and clicking the FILE DOWNLOAD HISTORY button.

Smartware Studio - Setup and Administration Guide Page 77



Managing Server Files and Projects

8 View File Downlosds.

User: Bromwen Devid

Compuer - Donrlosd Date.

Coee

e This feature was introduced in Build 3.4.426. No records will be available before
that version was installed on the machine where the file was downloaded.

Server File Update Utility

The Server File Update Utility is designed for very specific cases where an organization
or enterprise wants to manipulate (add, update, delete) common files that exist in the
same folder on multiple projects. For example:

e Files that were part of a New Project template at some point but are no longer
wanted

o A file that should be added to every project that has a ‘Sales’ folder.

The utility is driven by specifying a set of actions in a spreadsheet and then running those
actions on a server.

e From the ADMIN->SERVER CONFIGURATION AND TooLs dialog, go to the FILES
AND PROJECTS tab, and click the SERVER FILE UPDATE UTILITY button.

e Follow the instructions to generate a template, editable command file spreadsheet.
e Import and Run the commands from the file.
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Managing Server Projects
There are other tools that can be used to manage Server Projects.

View Project Statuses and Purge Deleted Projects

Only an Administrator can delete a project from the server, and even then, it is only
marked as deleted and can be restored. To view a list of all the server projects and their
status, select ADMIN->SERVER CONFIGURATION AND TOOLS, go to the FILES AND
PROJECTS tab, and click the MANAGE SERVER PROJECTS button.

B Manage Server, Projects g@@|
Show Projects with Status: | All -
Project Mame Project Id Project Status Deleted By Deleted Date Purged By Purged Date
j»’-\cme Corparation 1 MNormal
[T&cme Factaries 9 Mormal

€3 Bulfalo Contracting

Q Cazper Mechanical
[TChelsea C5D

[T Customer Site Template
Q Great Rapids Upgrade

@

Marmal

Narmal
Normal
Marmal

(SR N

Narmal

Pestore Deleted Project... Deleted Test Installer? 4472012 12:43.25
chKinI Deleted Test Inztaller2 4172002 30737 PM
Pleasal Purge Deleted Project... MNarmal
€3 Test Upaad T Deleted Test Installer2 4502012 32624 PM
Warehousa Upgrade Estimate 10 Mormal

e To restore a deleted project, right-click the project name and select RESTORE
DELETED PROJECT.

e To permanently delete a deleted project, right-click the project name and select
PURGE DELETED PROJECT.

Viewing Previous Versions of Projects

As with files, Studio keeps a copy of every version of a Project as it’s checked in. You
can access:

e The check-in history of a server project.
e Any previous version of a server or local project.

To access the history and previous versions:

e Bring up the Open Project dialog (FILE->OPEN PROJECT)
e Right-click on the project in the Local Projects or Server Projects List
e Select VIEW PREVIOUS PROJECT VERSIONS.
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Studio will create a list of all available versions of a project, both locally and (for server
projects) on the server.

e You can view any of them in a temporary, read-only instance of Studio. You will
not be able to make any edits, or view any files, emails, tasks, permissions or
passwords.

e You can set one of the previous versions to be the current version. You must
have proper permission, and the project needs to be checked in at the time

e If the project is an Estimate, or contains one or more Estimates, you can select
two or more versions and compare the values in the Estimates in each version by
clicking the Compare Estimates button.

Reporting on Server Projects

There is a separate tool for generating reports that includes data from all the projects on
the server. Refer to the later chapter on Enterprise Management.
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Configuring a Smartware Studio Workstation

Workstation

There are a number of configuration settings for each Workstation that you may want to
adjust, depending on the features and modules of Smartware Studio that each person is

using.

e To access the Smartware Studio Options dialog, select OpTIONS from the TooLs

menu.

Workstation Options

There are some Workstation-specific options that you can select:

m Smartware Studio Options

omEHme]

=

‘workstation
Local Files
Server Settings
Connectivity
Parts Datzbase
Designer Module
Template Files
System Librany
PDF Files

PDF Generator
Estimating Module

Prometheus

3rd Party Software

Workstation Options

Open Project Options Display Options
[] Show Open Project Dialog on Startup [] Dont show descriptions as popup test in trees
Recent Projects to Show on File menu:  [10 £ In Title: Bar, show Job/GQuote Number BEFORE Project Name

Files Tab Auto-Synch
Autosave Options m Auto-Sync files on Files Tab when folder selected
{high speed connection recommended)
Autosave Frequency: |2 5| minutes
Autorefresh Files Tab every &0 2 seconds

Studio Clipboard Folder

There is a dedicated folder called the Clipboard Folder which can be used to transfer files to and from outside programs when
Studio is not running. You can open it with View->Clipboard or the Clipboard toolbar icon. You can also map it to a Windows

driver letter here:
Map Clipboard Folderto Drive Letter: |N: = Apply

e
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Studic360 Options ®

Workstation Workstation Options

wrelFil= Open Project Options Display Options

Server Settings Show Open Project Dialog on Startup [] Dont show descriptions as popup text in trees

Connectivity [] Dant Prompt to Check Out Projects [ In Title Bar, show Job/Quate Number BEFORE Project Name

Pars Datsbase Recent Projects to Show on File menu: |8 |5 Files Tab Auto-Sync

. . Auto-Sync files on Files Tab when folder selected

Design360 Module Autosave Options O thigh speed connection recommended)

Template Files Autosave Frequency: |2 3| minutes Puto-efresh Fles Tab every [0 ~| seconds

System Library

Studio Clipboard Folder
FOF There is a dedicated folder called the Clipboard Folder which can be used to transferfiles to and from outside programs when
Studio is not running. You can open it with View->Clipboard or the Clipboard toolbar icon. You can also map it to a Windows

PDF Generator driver letter here:

Estimating Module Map Clipboard Folderto Drive Letter: ~ Apply

Software Module Region

iz Region: | United States ~

3rd Party Software

Import / Export Options

0K Cancel

e By default, Smartware Studio will display the Open Project dialog when it starts
up. To suppress this behavior, uncheck the SHow OPEN PROJECT DIALOG ON
STARTUP checkbox. This is useful if you access projects through the
FILE->RECENT PROJECTS or FILE-> FAVORITE PROJECTS lists.

Setting a Workstation Region

Depending on where you are located, you may need to change the region of your
workstation to reflect the correct units, numbers, currency, and dates displayed and

calculated within Studio.

e To specify a region, simply choose from the drop-down list as shown below.
e Setting a region will not affect the language of the text in Studio.

Region

Region: |United States bt

Australia

Canada

Canada (French)
France

Gemary
Methedands

United h’]nidnm
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Local Files Folder

Whenever a user opens a project from the server or accesses a file from within a project,
a copy of the relevant data is copied from the server onto the local workstation. These
local versions of the project files are stored in the Local Files Folder.

e You can view information about the Local Files Folder on the LocAL FILES tab.

r 5
] Smartware Studio Options &J

‘wlorkstation

Local Files

When you are editing fles on your computer, or f you need to work with files when you are not connected to the network, copies of the
files are stored on your computer in your Local Files Folder.

Server Settings

Connectivity Local Files Folder:  C:\Users'\Administrator.Documents*.Smartware Studio Projects

Parts Database Change/Move Local Files Folder |

Designer Module Certain other data files (such as PDF Files and System Library Files) are also stored in this folder.
Template Files Local File Size Quota

Smartware Studio can alert you when your local files are nearing a pre-set limit. Setting this value will NOT reserve the space or otherwise

iy prevent you from using this hard drive space for other applications.

PDF Files Cumert space available on C:\ Drive: 5.2 GE
PDF Generator Quota for Local Files: 00 |2 GB

Estimating Module
3rd Party Software Application Data

There are a number of folders where you can put customized resources, such as Templates, Reports and Designer Stenicls. They are
stored on your local machine in your Application Data folder.

Open [Application Datal Folder

Downloadable Resources

*ou can control which files are automatically downloaded and updated automatically. Go to Tools—->Check for Updates for more details

Download Options...

0K Cancel

e By default, this folder is created in the user’s Documents and Settings folder.

e Be aware that this data can take up considerable space on your hard drive. If the
computer has a small C:\ partition, you may want to relocate the folder to a
different partition or drive.

e You can move the folder by clicking the Move LocAL FILES FOLDER. When you
move the folder, you can choose to just point to a new folder or to move the
existing data as well.

e You can specify a quota that is shown on the user’s Open Project dialog to help
warn them if they have downloaded a large amount of data and may need to clean
up some local files. This quota is for information purposes only and is not
enforced.

e Downloaded PDF files for part data and System Libraries are also stored in the
Local Files Folder.
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Server Settings

The SERVER SETTINGS tab shows you how the workstation is connected to the server.

m Smartware Studio Options

S

Parts Datsbase

Designer Module

Sz liice [ Prompt for User Login

3rd Party Software
Emergency Server Recovery Tool

‘workstation Server Settings

srllFEl= Server Configuration

Server Settings Your workstation automatically corfigures itself to your server when you register your license. Server settings can only be changed by
_— an Administrator from the Admin-=Server Configuration and Tools menu command.

Connectivity

File Server Path:  M:A\Smartware Studio Data
S0L Server: | 7VME4BITNSQL

Template Files
Proxy Server Settings
System Library
[] Enable Proxy Server
PDF Files Address
PDF Generator
Login Options

This toal is anly used when doing an emergency recovery of server file information in the case of a significant server failure. You will not
need this tool unless instructured to by your administrator.

Collect Local Server File Data

e If you need to use a Proxy Server, check the ENABLE PROXY SERVER and fill in

the Address and Port Number.

e If you are using a machine that is shared by multiple users (e.g., a machine for
Presenting in a conference room), check the PROMPT FOR USER LOGIN option to
be prompted for a Studio User Name and Password each time Studio is opened.
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Connectivity
The CONNECTIVITY tab allows you to adjust how the workstation connects to the server.

r ~
] Smartware Studio Options &J
‘workstation Connectivity
el Optimize Connectivity
Server Settings If, when using a slower connection, you find that Smartware Studio often opens in Disconnected Mode or generates other emor

messages relating to timeouts', try specifying or increasing these values

[ Custom File Server Timeout (seconds):  |0.750

[ Custom SGL Server Timeout seconds):  [3.000

Designer Module [ Custom Smartware Server Timeout (seconds): (3 000

Template Files [ Custom Project Upload Timeout (seconds):  |5.000 =

System Library Check Connectivity...
PDF Files

High Speed Connection

If the connection isnt fast enough to be considered "High Speed’, Smartware Studio may treat it as disconnected to avoid
POF Generator " " iy Ny
downloading larger files. ou can adjust this to use lower speed connections amyway.

EmEE L Minimum connection speed needed to be considered High Speed: 300 = Kbps

3rd Party Software

e If your normal connection is slower or unreliable, or if Studio often opens as
Disconnected, you may need to specify a custom timeout for one or more of the
connection types.

Checking Connectivity

To help diagnose connectivity issues, you can bring up the Connectivity Management
dialog.

e From TooLs—>OPTIONS, select the CONNECTIVITY tab and click CHECK
CONNECTIVITY.

e If you are currently disconnected, click yellow warning icon in the lower-left
corner of the Status bar.
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The Connectivity Management dialog will let you test different custom timeout values,
and show you detailed error messages that can assist IT staff or Smartware in diagnosing
the problem.

m Connectivity Management [ﬁj
. File Server Custom Timeout {seconds): |0.750 =
Connected »
| . Database (SGL Server) Custom Timeout {seconds): | 2.000 = Check Connection |
Connected -
. Smartware License Server Custom Timeout {seconds).  |2.000 = Check Connection
Connected -
Recheck Connections Every (300 |2 seconds Beconaeciil | | e

Parts Database

The Parts Database used by Smartware Studio’s Core Module (e.g. Browsing Parts,
adding parts to an Estimate, etc.) is managed separately and automatically downloaded to
each workstation. Refer to the later chapter on The Parts Database Manager for more
information.

e There are options on this tab to configure the part browsing and searching
features.

Designer Module

You can select specific template files to use with the Designer Module, such as a blank
drawing file or valve schedule. Refer to the Designer Module User’s Guide for more
detail.

Page 86 Smartware Studio - Setup and Administration Guide



Configuring a Smartware Studio Workstation

PDF Files

The PDF Files tab helps you manage the PDF files associated with the parts in the Parts
Database.

e The Parts Database Manager is used to download the latest PDFs from the
Smartware server to your Company’s server.

e The latest PDFs are downloaded automatically by the Background Updater.
e Refer to the later chapter on The Parts Database Manager for more information.

PDF Generator

For some features, such as reporting and the Submittal Generator, Smartware Studio can
convert generated files and reports into PDF files. This requires two additional
configuration items:

e Installation of the free Ghostscript driver
e Installation of the CutePDF Writer printer drive.

To configure these settings, go to the TooLs—>OPTIONS dialog and select the PDF
GENERATOR tab:

&l Smartware Studio Options *

R PDF Generator Setup and Configuration

Tl Some modules can generate their reports as PDF Files. You must configure the Ghostscript and Post Script drivers to
i enable this feature. Refer to the Setup and Administration Guide for more details.
Server Settings
Ghostscript
Connectivity
—_— Ghostscript is a free, open-source program for generating PDF files. k needs to be installed on your computer befare you
Parts Datsbase can generate PDF files with Smartware Studio.
Designer Module

Gh ipt 8.64 needs to be installed on your computer Install Ghostscript 8.64
Template Files

System Library PostScript Printer Driver

A PostScript printer driver needs to be installed on your computer. We recommend CutePDF Whiter.

PDF Files CutePDF Writer allows you to print directly to a PDF from any document
PDF Generator

CutePDF Writer needs to be installed on your computer Install CuteP DF Writer
3rd Party Software

PostScript Printer Driver: w Refresh List

Import / Export Opti
S ST Add a Printer Driver...

oK Cancel
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Installing Ghostscript

Ghostscript is a free driver that converts postscript printer files into PDF files. You can
install it by clicking the INSTALL GHOSTSCRIPT 8.64 button:

.

Install Ghostscript

You can try to download Ghostscript from one of the following:

| Download from Smartware Web Site |

[ Download from Sourcefonge Web Site ] If the server is unavailable, please try again.

Cancel

A

You can download Ghostscript from either server. Once downloaded, the installation
process will begin:

WinZip Self-Extractor - gs864w32.exe

~& Thiz inztalls GPL Ghostscrpt 8.64.
GPL Ghostscript dizplays, prints and converts PostScript

and PDF files.
Cahcel

_ Carcel |
&baut

b

Click the SETuP button and follow the instructions to complete the installation.

Installing the CutePDF Driver

Regardless of any printers connected to the computer, you will need to install a
PostScript-specific printer driver on the machine. This driver will not point to a physical
printer but will only be used to create the PDF files.
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The simplest choice is the free CutePDF Writer driver that also allows you to create
PDFs from any application that can print. You can install it from the PDF Generator tab
on the TooLs = OpTIONS menu by clicking the INSTALL CUTEPDF WRITER button:

Post Script Printer Driver

A PostScript printer driver needs to be installed on your computer. We recommend CutePDF Writer.
CutePDF Writer allows you to print directly to @ POF from any document.

CutePDF Writer needs to be installed on your computer Install Cute PDF Writer

PostScript Printer Driver: e Refresh List

Add a Printer Driver...

e After installation, click the REFRESH LIST button as needed
e Select CutePDF Writer as the PostScript Printer Driver.

Additional Configuration Settings

Depending on the features and specific modules of Smartware Studio that each individual
user or company has purchased or licensed, there will be additional configuration tabs
visible.

Estimating Module

e The Estimating Module tab enables users to transfer local Estimate templates to
their server for all users, set default Estimate templates and customize Task Sheet
templates and rules.

e Refer to the Estimating Module User’s Guide for more detail.

Prometheus
e The Prometheus tab allows users to set the location of the Prometheus Systems as

well as configure document generation and diagnostics settings.
e Refer to the Prometheus Module Guide for more detail.

Import / Export Options

e The Import / Export Options tab allows users to import and export the configured
settings of a workstation using the UserSettings.ini file. Additionally, admins can
globally set a company’s default workstation settings via this tab.
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3" Party Software

e The 3" Party Software tab helps you manage the integration settings of 3™ party
software associated with Smartware Studio, such as WorkPlace Tech, XPSlI,
Microsoft Visio Viewer, and PDF editing and annotation software.

Template Files

e The Template Files tab gives you access to the Windows File Explorer folder
where your Custom Templates are stored on your workstation, as well as
additional useful information about Custom Templates.

System Library

e The System Library tab gives you access to the Windows File Explorer folder
where the two different types of System Libraries (Single-File Visio Drawings
and Multi-File System Libraries) are stored on your workstation, as well as some
additional info on Standard System Libraries.
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Setting Up Permissions

Setting up Permissions

Smartware Studio provides the ability to restrict access to certain projects, files, data or
functionality on a per-user and group basis.

Overview of Permissions in Smartware Studio

Smartware Studio allows you control which users can do which actions to which data.
These rules are collectively referred to as Permissions.

Permissions are always used to grant access. For example, a user or group can
be given permission to edit a type of file. However, there is no permission to
deny someone that ability. For anyone to do anything, they need to be explicitly
given that permission.

Permissions in Smartware Studio are completely independent of any rights and
user groups created in Windows.

There are two types of Permissions:

Project-Level Permissions specify what users can do on each Project based on its
type (Customer Site, Job, Estimate), and are effectively global settings. Examples
of Project-Level Permissions include Opening a Project, Editing a Network Tree
and Deleting Files from the Project Tree.

Folder-Level Permission Sets allow you to restrict access to portions of your
project and network tree (e.g., Pricing data) to specific users (e.g. Salespeople and
Project Managers), essentially restricting all others.

To get started with Permissions, you should do the following tasks:

Create User Groups

Assign Users to the Groups

Specify Project-Level Permissions for each Group
Enable Permissions in the System

NOTE: By default, Permissions are not enabled in a Smartware Studio environment. You
will want to set up your Groups and Project Permissions before enabling the feature.
Any users who are not in a group with some Permissions will effectively be locked out of
all projects.
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After you have configured your initial Permissions, you can also optionally do the
following:

e Create Permission Sets for Restricted Folders
e Assign the Permission Sets to the Folders in the Projects
e Lock Down the Projects Folder on the Server using Impersonation

Managing Permissions

Permissions are global to the system and only affect projects on the server. In order to
manage Permissions:

e You must be a SMARTWARE STUDIO ACCOUNT MANAGER, as specified in the
Account Manager form (ADMIN->USERS AND LICENSES). Refer to the Adding
and Managing Users section of the earlier chapter Administering Smartware
Studio.

e You must be connected to the server.
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You can access most of the Permissions settings by selecting ADMIN->PERMISSIONS:

m Permissions Management

Enforce Project and Folder Pemissions
* When the Pemmissions are Tumed Off, all users have full rights to all projects and files.
* When the Permissions are Enforced, all restrictions are Enforced.
* Management Data pemissions are always enforced, regardiess of this setting

Enforce Permissions

Project-Level Permissions

These pemissions grant users the ability to take specific actions based on the different project
types. These permissions are global and affect all projects.

Edit Pemmissions by Project Type...

You can also grant these permissions on a per-project basis. Right-click on the project in the Open
Praoject list to access this feature

Folder-Level Pemission Sets

These permissions grant users the ability to add, edit or delete files in specific folders in a project. A
Folder Permission Set specifies which users can take what actions. You can then "lock down" a
folderin a project by selecting a Permission Set from its Permission tab.

Edit Folder Pemission Sets

This Utility will search for and assign a Permission Set to all the folders in all the projects with a
specific name (g.g., assign the "Salesman’ pemission set to all folders named 'Sales’)

Assign Folder Permission Sets...

En ) x

Restrict File Server Access to Specified Domain Account

This allows Smartware Studio to access the project files on the file server using
the specfied domain account, preventing unauthorized access to sensitive files
on the file server using Windows Explorer.

Corfigure File Server User Accourt ...

Management Data Pemmissions

These permissions grant users the abilty to view and edit the data from the
Management Module {e.g., Contacts, Customers, Quotes, etc.)

Edit Permigsions for Management Data. .

m Permissions Management

Enforce Project and Folder Pemissions
* When the Permissions are Tumed Off, all users have full rights to all projects and files.
+ When the Permissions are Enforced. all restrictions are Enforced.
* Management Data pemissions are always enforced, regardless of this setting

[] Enforce Pemissions

Project-Level Pemissions

These permissions grant users the ability to take specific actions based on the different project
types. These pemissions are global and affect all projects.

Edit Permissions by Project Type

‘You can also grant these pemmissions on a perproject basis. Right-click on the project in the Open
Project list to access this feature.

Folder-Level Permission Sets

These permissions grant users the ability to add. edit or delete files in specific folders in a project. A
Folder Permission Set specifies which users can take what actions. You can then "lock down" 2
folderin a project by selecting a Pemmission Set from its Permission tab.

Edit Folder Pemmission Sets...

This Lkility will search for and assign a Pemission Set to all the folders in all the projects with a
specific name (2.g., assign the "Salesman’ permission set to all folders named "Sales’)

Assign Folder Permission Sets..

Restrict File Server Access to Specified Domain Account

This allows Smartware Studio to access the project files on the file server using
the specified domain account, preventing unauthorized access to senstive files
on the file server using Windows Explorer.

Configure File Server User Account....

Management Data Permissions

These pemissions grant users the ability to view and edit the data from the
Management Module (e.g., Contacts, Customers, Quates, stc.)

Studio Mabile Applications
‘You must enable or can disable the Studio Mobile Applications globally for each
server
] Projects (Studio Mabile Core)
[ Schedule
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Creating User Groups for Permissions

For the purposes of assigning Permissions, you can organize your users into any number
of User Groups that you define.

e To create and manage users and groups, select ADMIN—>USERS AND LICENSES and
select the GRouPs tab.

[ Account Manager [cm | @ - [m] X

Users Remote Users Groups  Licenses

There are two sets of groups:

* Pemission Groups control which users can view, open or edit Studio Projects, the folders and files within them, and Management forms.
* Management Module groups are used to create selection lists {e.g., Service Technicians) forManagement Module forms.

Show Permission Groups for Projects. Files, and Folders) [ Show Management Module Groups

Group Mame Group Type Description Member Court
™ Everyone Project/Folder Permissions All Users (Updated Automatically) 18
T Project/Folder Permissions 3
v} Project Managers Project/Folder Permissions 6
™ Salespeople Project/Folder Permissions 10
Add Permission Group Edit Group Delete Group
Export to Bxcel Close

e Toadd a new group, click the ADD PERMISSION GROUP button.

e To edit or delete a group, select the group and click the EDIT GRouP or DELETE
GRouP button, or double-click to edit.

When you are adding or editing a group, you can select the users that are in that group
from a list.

e You can also choose the groups that a user belongs to by selecting the user in the
Users list, selecting the GRoups tab, and the choosing the groups of which the
user is a member.
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Project-Level Permissions

Project Level Permissions specify what users can do on each Project based on its type
(Customer Site, Job, Estimate). You specify the permissions by building up a list of
Groups and Users, and then choosing the actions that each can do.

e Ifauserisin more than one group, they can do an action if any of their groups
can also do that action.

Creating Project-Level Permissions for a Group or User
To create Project-Level Permissions for a Group or User:

e From the PERMISSIONS MANAGEMENT dialog, click the EDIT PERMISSIONS BY
PROJECT TYPE... button.

@ Edit Permissions by Project Type Bl M X

Aszsign permissions to users or groups based on project type.

Users / Groups

All Project Types  Customer Sites  Jobs  Estimates  Designer  Libraries
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e Click the ApD... button to select a Group (or individual User)

Add User / Group

Groups  |sers

Mame Description
™ Everyone Al Users {Updated Automatically)
|

ey Project Managers

[ Selespeople |

OK Cancel

Select the Group (or User) to add and click OK. The Group (or User) will be
added to the list and selected and you will be able to edit its Project-Level

Permissions

Editing Project-Level Permissions
Once you’ve added a Group (or User) or the Project-Level Permissions list, you can edit
the actions the Group (or User) can perform by selecting the Group (or User) and clicking

EDIT.

e When you add a new Group (or User), you will automatically be put in a mode to
edit their Permissions.
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The Project-Level actions are listed for each Project Type:

m Edit Permissions by Project Type o] =2 >

Users / Groups

2 Solespeople |

All Project Types Customer Stes  Jobs  Estimates Designer  Librares
Cpen Project
Checkout Project
View Project Tree
Add Cr Edit Project Tree Files
Delete Project Tree Files
Edit Project Tree Structure
View Network Tree
Add Or Edit Network Tree Files
Delete Network Tree Files
Edit Network Tree Structurs
Add Project To Server
Set Project Group And Templates
Delete Project

Rename Project

Ooogooooooooooogoo
Ooogooooooooooogoo
Ooogooooooooooogoo
Ooogooooooooooogoo
Oogoooooooooooogooo
Ooogooooooooooogoo

Upload Templates To Server

Select Al Unselect Al Save Cancel

e Check the boxes to indicate the actions that the Group (or User) can perform on
each type of project.

e To grant permission for all project types, check the box in the ALL PROJECT
TYPES column.

e When you are done assigning permissions, click SAVE.

Individual Project Permissions

There may be instances where you want to restrict or otherwise control access to a
specific project differently than the other projects of its type in the system. If so, you can
specify distinct Project-Level Permissions for that project.

e From the Open Project dialog, select the project in the Server Project list.
e Right-click the project and select EDIT PROJECT’S PERMISSIONS... from the menu.
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There are two ways to specify how the permissions will be applied:

e |f the OVERRIDE THE PERMISSIONS FOR (PROJECT TYPE) checkbox is checked then
the permissions specified here are the only ones that apply. All other permissions
for this type of project are ignored. This is useful if you want to limit access to a
sensitive project to a limited number of users.

e |If the same OVERRIDE checkbox is not checked, then the permissions specified
here are in addition to the ones for this type of project. This is useful if you want
to expose a project to a Group or User that normally wouldn’t have access to this
type of project.

Enforcing Permissions

Once you have the Groups and Project-Level Permissions established, you must tell
Smartware Studio to enforce the permissions. To enable permissions for all users in the
entire system:

e Select ADMIN=>PERMISSIONS

Bu Permissions Management

Enforce Permissions

+ When the Pemmizsions are Tummed Off, all users have full rights to all projects and files.
= When the Permissions are Enforced, all restiictions are enforced.

Enforce Pemissions

e Check the ENFORCE PERMISSIONS checkbox

Folder-Level Permission Sets

Folder-Level Permission Sets allow you to restrict access to portions of your project and
network tree (e.g., Pricing data) to specific users (e.g. Salespeople and Project Managers),
essentially restricting all others.

Overview

The most common use of Folder-Level Permissions is to control access to specific types
of folders which likely appear in many projects. For example, you may commonly have
a folder called “Sales” where you get sales data that not all users should be able to see.
Instead of having to go to each folder and repetitively list the groups or users and the
permissions they should have on that folder, Smartware Studio defines and names these
permissions globally as Folder-Level Permission Sets.
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A (Folder-Level) Permission Set is a set of Groups (and/or Users), and the folder-
level actions that they can perform (e.g., View Folder Contents, Move Child
Folders).

A Permission Set can consist of a single Group (or User), or multiple Groups
(and/or Users) each with its own permissions.

This named Permission Set is then assigned to any number of folders in any
number of projects.

If you change the members or permissions in a Permission Set, the change
automatically affects all folders in all projects that use that Permissions Set.

Folder-Level Permissions are automatically inherited from parent folders unless
the IGNORE PARENT PERMISSIONS checkbox is explicitly checked.

There is a utility for searching all folders in all projects (by folder name) and
assigning a Permission Set to one or more of them (see the sub-section later in
this chapter).

Creating a Permission Set
Permission Sets are created globally, and not within a single project.

Select ADMIN—=>PERMISSIONS
Click the EDIT FOLDER PERMISSIONS SETS... button

Bw Edit Folder-Level Permission Sets

A, Permigsion Set defines a list of groups and users, and the folder-level permissions that each has.

Permizsion setz can be assigned to specific folders in specific projects by opening the project and going ta the
Permrizzions tab on each folder.

Set Mame Dregcription
Iﬁl Az Built Folder for DS Crawings
Iﬁ Billing Billing Folders
Iﬁ Service Service Folder

[ Add [ Edt. | Deles |

To create a new Permission Set, click the ADD button.

To edit or delete an existing Permission Set, select it and click the EDIT... or
DELETE button.

Smartware Studio - Setup and Administration Guide Page 99



Setting Up Permissions

Specifying the Permissions in a Permission Set

Once the Permission Set has been created, you can add Groups and/or Users to it and
select the permissions for each one.

To edit a Permission Set:
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Select ADMIN—>PERMISSIONS

Click the EDIT FOLDER PERMISSIONS SETS..
Select the Permission Set from the list
Click the EDIT button

. button

Edit Folder Level Permission Set

Fermizzsion Set Properties

N

Degcription: |Bi||ing Folders

Azzign folder-level permissions to ugers or groups

Uszer / Group
m Project Administrators
)

o Project Managers

[ add. Edit

J

H Remove ]

Diezcription

Allowe adding and editing of folder contents
7| &llows deleting of folder contents

[ Aove adding, moving and deleting o child folders

Allow viewing of folder and folder contents [files, e-mails, etc.]

1| lov editing of properties. such az name and description, of the folder

To add a Group (or User) to the Permission Set, click the ADD... button.
To edit the permissions associated with a Group (or User), select it in the list and

click EpiT. Click SAVE when done.
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Assigning a Permission Set to a Folder in a Project
To apply a Permission Set to a single folder in a project:

e Open the Project, but DO NOT check it out. Permission Sets cannot be assigned
to a folder if the project is checked out.

e Select an item in the project or network tree
e Select the PERMISSIONS tab (only visible to administrators)
e Click the SELECT PERMISSION SET... button to select the Permission Set

Comments | Permizsions

These Permizssions cannot be modified if the Project iz Checked Out.

Folder Permizssion S et

A Pemigsion Sets defines a set of ugers and groups and the file and folder-related actions they can take, You define the Pemmiszion Sets in the Admin-> Pemissions
Management tool, and set them here for each folder in each project.

There iz alzo a utilty in the Admin-:Permizzions Management tool for doing a bulk assignment of a Permission Set to multiple folders acrozs multiple projects [e.g..
azzign the zame Permission Set to all 'Sales’ folders).

Assign Permission Set

Current Permizsion Seb: | | “Wiew Permission Set Details.. il Sl 3
[ Select Permizsion Set... ] Unassign Permizzsion Set
[ Azzign ] [ Cancel ]

lgnore Parent Permizzions

By default, this folders automatically inherits the permissions of itz parent. Therefore, anwone who can access the parent can similarly access this folder, even if you
specify a different Permizzion Set for thiz folder [the list of allowed ugers from the parent and thiz folder are combined).

To override thiz behavior, check 1gnore Parent Settings' below. “ith this active, only the users and groups explicitly granted permission on this folder will have access
tait.

lgnore Parent Settings

e By default, the Permissions associated with a folder’s parent are automatically
inherited by its child folders. To override this behavior and have the permissions
in the specified Folder Set be the only ones that are applied, check the IGNORE
PARENT PERMISSION checkbox.
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Assigning a Permission Set to Multiple Folders in Multiple Projects

A common scenario when working with Permissions is to need to assign the same
Permission Set to a number of folders, usually with similar names, in a number of
projects. To handle this case, use the Bulk Assign Folder-Level Permission Sets utility.

e Select ADMIN=>PERMISSIONS
e Click the AssIGN FOLDER PERMISSION SETS... button

Ew Bulk Assign Folder-Level Permission Sets

This Utility witll search for folders by name in all the server projects. Once found, you can select from them and assign or
remaove Folder-Level Permission Sets.
Search for Folders with Mames containing: | Sales
[You canuse the _ [match character] and % [match any] wilzards)
Select Name vy PemivamnSel e |
[0 |Praoject and Sales Fonzasting 1 i
Sales 8 a
Sales Folder 1 a
[ Salez Presentation 2 O
1 Sales Presentations 1 O
[ SalesCycle 2 O
[l Salezman Documents 1 O
1 Salesman Information 1 1
[1 T Holland Sales 1 1
[ | VAV Boses by HEY Sales 1 ] v
Permizsions to Azzign to Checked Rows
Fermission Set to Assign: v Azzign Permizsions to Checked Rows ]
Set the |gnare Parents' flag to: [ |gnore Parents

e Enter a search string and click SEARCH FOR FOLDERs. You will be presented with
a list of folders from all the projects on the server with names that match the
search.

e Select the folders you want to affect by checking the boxes in the SELECT column.

e Choose the Permission Set to assign to each of these folders from the list. If
required, also check the IGNORE PARENTS checkbox.

e When your selections are complete, click the AsSIGN PERMISSIONS TO CHECKED
Rows to apply the selected Permission Set to all the selected folders.
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Using Impersonation to Lock Down the Server Folder

When Permissions are enabled, Smartware Studio limits the users’ access to projects and
files. However, the Projects sub-folder in the shared folder on the file server is, by
default, accessible by all users. In order to close this back-door access, you can:

e Create a Windows domain-level account (e.g., SmartwareStudioUser).
e In Windows, grant full access to the Projects folder to this account
e In Windows, remove access to the Projects folder for all other regular users.

Once this new account is created and configured, you must give these credentials to
Smartware Studio, which will use them for all file access to the Projects folder.

e Select ADMIN=>PERMISSIONS
e Click the CONFIGURE FILE SERVER USER ACCOUNT... button

ﬁ File Server User Account (Impersonation) e (= X

When Pemissions are enabled, Smartware Studio will restrict the access of server files by the users to only those who
have the proper permission. Howewver, a knowledgeable user could still access the files directly from the file server (f they
really wanted to).

You can add an extra layer of security by using Windows Security features to lock down the "Projects’ sub<older in the

Smartware Studio server folder so that nomal users cannot access it. You must then create a new domain accourt that
has full control of the folder. Smartware Studio will use this account to copy files to and from the server.

User Account for File Server Access Restrict File Server Access to Specified User

Domain: |OURCO |
| Enable Impersonation

|Jzemame: |SrnartwareStudi0|

Passward: |-vuuu----uu |

Test Impersonation Save Cancel

e Fill in the DOMAIN, USERNAME and PASSWORD fields.

e Check the ENABLE IMPERSONATION checkbox

e Click the TEST IMPERSONATION button to make sure the settings are correct.
e Click SAVE

If the configuration is correct, users should be able to open files from and save them to
the server (if they have the appropriate permissions).
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11. The Parts Database Manager

Smartware Studio includes a detailed Parts Database with a full-featured Database

Manager. The parts in this database are used:

The Parts Database Manager

e For browsing of parts, prices and PDF cut sheets (TOOLS—>PARTS—>BROWSE ALL
PARTS, etc.)

e For selecting parts for a System when using the Estimating Module.

e For associating physical parts with Designer stencil shapes in engineering

drawings and reports.
e For creating Designer Valve Schedules.

There are a few steps you must take to initialize, update, customize and distribute the
Parts Database to all users.

Accessing the Parts Database Manager
You open up the Parts Database Manager by selecting ADMIN->PARTS DATABASE. The

Parts Database manager will open in a separate window with its own set of menus.

If you do not see the ADMIN menu, or don’t see the PARTS DATABASE command on the

ADMIN menu:

e Ensure that you, as a user, have the rights to manage the Parts Database. This is
specified in the Add/Edit User dialog in the ADMIN—>USERS AND LICENSES tool.

Ew Edit User

Firgt Mame:
Last Mame:
Email &ddrezs:

Password:

Wwindows Usemname:

Phaone Extenzion:

John
Smith

jsmith(Bacme. com

Email Pazzwiord to User

JSHITH
123

[] Diizable Lger

Roles and Permissions
Smarbware Studio | Groups | Sign Me In/Out

[] Smartware Studio Account b anager

Can add or modify Users and Licenses and Permizsions.

[T 1T /S erver Administrator

Can inztall, update or configure the server elements.

Party Database and Custornization Adminiztrator

Can add to and maintain the Compary's Parts Database and

custom reports and template files.

X

[

oK ” Cancel l

e You will need to restart Smartware Studio after giving yourself this permission
for the change to take effect.
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Keeping the Parts Database Up to Date

The Parts Database lives in three places:

e The Master Parts Database resides on Smartware’s server.

e Your Company’s version of the Parts Database resides on your Company’s SQL
Server.

e A copy of your Company’s version is converted into a Microsoft Access file that
is stored on your file server and automatically downloaded to each of your users’

workstations.
Access
.MDB File

Workstation
Cache
Versio

Publish to Users

Synch to Smartware

Smartware
Master
Database

Company
Database

The Dashboard

When you start the Parts Database Manager, it will automatically contact Smartware’s
server and see if there are any updates available to the Parts or the PDF Library. If so,
you will be greeted by a message such as:

Smartware Studio

There are updates to the Parts Database and the POF Library available For download.

and the Dashboard will come up automatically.

e You can also bring up the Dashboard at any time by select FILE-> DASHBOARD.

e |f the Dashboard opens automatically (as it will if there are updates to make), in
order to access the FILE and other menus options, you might need to close the
dashboard window.
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The Dashboard shows you the status of your part and PDF data and allows you to make

any updates:

[ Parts Datab

Parts Database Manager - Dashboard

oo SN wie) =

Smartware
Master
Database

Your Server

Users'
Workstations

The Worddwide Master Database of parts is maintained by Smartware Technologies for third
parties such as Schneider Hectric

This database is updated periodically by Smartware from information obtained from the
Wendors

Available Version
50 7/6/2015

Synchronize Your Company's Database with Smartware's @

Your Company’s SQL Server Database contains a copy of all the relevant parts from the
Smartware Master Server PLUS any parts that you or cther Parts Database Administrators
have added.

You will want to synchmoize your database to Smartware’s periodically when updated parts
and prices are made available

Curmrent Version:
50 /772015

Publish Your Company's Database to Users @

A copy of all the parts data from your Company’s Database is put into a file called the Cache
Database. This file is then copied to each workstation when a user starts the program.

“You will want to create a new version of the Cache Database any time you Synchronize with
the Smartware Master Database OR after you add or update your own parts.

Last Published for All Users:

Version on this Workstation:

@ Al Users

) Just Me ffor testing)

7/6/2015 3:13:16 PM
7/6/2015 3:13:16 PM

Status:

e If the version and/or date of your server is older than the one available from the
Smartware Master Database (as it is above), click the button next to
SYNCHRONIZE YOUR COMPANY’S DATABASE WITH SMARTWARE’S to update your
server with the latest parts and pricing.

e After you synchronize with Smartware or make any additions or customizations
to the parts, you will need to click the button next to PUBLISH YOUR COMPANY’S

DATABASE TO USERS to get those changes to your users.

e The PDF Files and Part Images tab is described in the later section on Managing

PDF Files.
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What Does Synchronizing to the Smartware Master Database Do?

When you Synchronize, all the tables and master part data records are copied from the
Smartware Master Database into your SQL Server database. This will give you the latest
parts and pricing information.

e Any custom records (such as Parts, Discount Multipliers, Companies or
Categories) that are in your Company database will be left alone when you
synchronize.

e If you receive a timeout error when synchronizing to the Smartware Server, select
OPTIONS = OPTIONS and increase the timeout value.

@ Parts Database Manager Options [EEI | DE‘J l&J

Custom Timeout for synchronizing tables with Smartware Parts Database

100> seconds

0K || Cancel

What Does Publishing to Users Do?

The Company’s copy of the Parts Database resides on the SQL Server, but each
workstation uses a cached copy of the database converted to a Microsoft Access database
file (named PzCache.mdb). This allows them to work equally well offline and
disconnected.

Any time you make changes to the Company’s Parts Database (i.e., re-synch to the
Smartware version, add custom parts, change multipliers, etc.) you will want to publish a
new version for the end users.

Subscribed Parts

The parts in the Smartware Master Parts Database are organized into groups called
Recordsets, which usually represent a specific product line or vendor.

e Our central Customer Database determines which recordsets (and therefore parts)
you download when you synchronize to the Smartware Master database. If you
feel you do not have all the part data you would expect, please contact our
technical support department.
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Quick Start Setup of the Parts Database

To get started with the Parts Database, you should do the following steps. Later sections
of this chapter explain some of these tasks in more detail.

Open the Parts Database Manager

Synchronize your Company’s Parts Database with Smartware’s

Update the Discount Multipliers to reflect your pricing with the vendors
Publish the Parts Database for your Smartware Studio Users

Open the Parts Database Manager
e From the Smartware Studio ADMIN menu, select PARTS DATABASE.

e Refer to the section at the beginning of this chapter, Accessing the Parts Database
Manager, if you are unable to access the Parts Database Manager.

Synchronize the Company’s Parts Database with Smartware’s
e Select FILE®>DASHBOARD

e Click the SYNCHRONIZE YOUR COMPANY’S DATABASE WITH SMARTWARE’S
button.

e Refer to the earlier section on Keeping the Parts Database Up to Date for more
details.

Update the Discount Multipliers

While there are many elements of the Parts Database that you can customize, the ones
that are most critical are the Discount Multipliers used for calculating net prices. You
will want to update these to reflect the values in use by your company.

e In the Parts Database Manager, select DATA TABLES—>DISCOUNT MULTIPLIERS...
e Select and double-click the Vendor and Discount Code you want to change.

e Select the CusToMm FOR OUR COMPANY radio button and enter the appropriate
multiplier for your company. The multiplier will show with a light blue
background in the Discount Multipliers list after you update it.
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e You may need to update several multipliers for the same vendor.

8« Smartware Studio - Parts Database Manager [Company Server]

Eile  DataTables Options  Windows

Bw Discount Multipliers |ZHEHX‘

[ WewMuliplier.. | [ EditMulipler.. | | Delete bulpler

“endar Mame “Wendar 1D Discount Code Descriptian Multiplisr Database

Conduit Provider [Generic] 3018 Generic Conduit Mulitplier 0.250 Smartware

Encelium k77 Encelium Multiplier 0.850 Smartware
Schreider Electric 3244 SCHNEIDER MAIN MULTIPLIER 0275 Smartware
Schneider Electric 3244 SCHMEIDER LEGACY MULTIPLIER Smartware

schiic (Invensy & SCHNEIDER MAIM MULTIPLIER
Schieider Electric [Invensys) SCHMEIDER LEGACY MULTIFLIER A Smartware
Schreider Electric [P53) SCHNEIDER MAIN MULTIPLIER Smartware

Tubing Provider [Generic) Generic Tubing Multiplier A Smartware

Wite: Provider [Gereric] Generic Wire Multplier Smartware

Edit Discount Multiplier

Vendor: | Schneidsr Electric (Invensys]

Dissount Cade

Description: ‘SEHNEIDEH MAIN MULTIPLIER

Discount Multiplier

) Defaultin Database: 0,275

(&) Custam for Dur Campary: 0.4E 3

Publish the Parts Database for Smartware Studio Users

The Company’s copy of the Parts Database resides on the SQL Server, but each
workstation uses a cached copy of the database converted to a Microsoft Access database
file. This allows them to work equally well offline and disconnected.

Any time you make changes to the Company’s Parts Database (i.e., re-Synch to the
Smartware version, add custom parts, change multipliers, etc.) you will want to publish a
new version for the end users.

e Select FILE®> DASHBOARD
e Click the PuBLISH YOUR COMPANY’S DATABASE TO USERS hutton.

e Refer to the earlier section on Keeping the Parts Database Up to Date for more
details.
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Adding and Updating Individual Parts

There are numerous ways you can add and modify the parts in the database. This section
will cover the following customization tasks:

e Selecting Top Parts

e Adding a New Part

e Adding a Manufacturer or Vendor

e Updating or Adding a Discount Multiplier
e Duplicating an Existing Part

Note: Remember to publish the Parts Database for all Smartware Studio users after any
updates. Refer to the previous section Keeping the Parts Database Up to Date for more
information.

Selecting Top Parts

To help your users make their way through the tens of thousands of available parts, you
can flag a subset of the parts as your Top Parts.

e In most places in Smartware Studio where the user can select a part (e.g.,
TooLs>PARTS—>BROWSE ALL PARTS), there is a checkbox that can be used to
filter the list to show only the Top Parts.

e There are also reports in the Estimating Module that allow you to compare a list
of parts in a system to see if any of them are not Top Parts.

e Your Top Part selections will not be overwritten when you resynchronize your
Parts Database with Smartware’s.
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To select your Top Parts:

e In the Parts Database Manager, select DATA TABLES—>PARTS

Show Parts From
Clear Fiers
Database: | Smartware and Company &[] Show Only Top Parts Show Only Curent Parts

Menufacturer. | wire Provider [Generic] v | PatCategor, [ Also Show Pas in Sub Categories
Show 7] Feal Pats [5] Labor Dr Parts Extended Progery Calegon: v
Part Number Kepmords:

Fart Number Manufacture! Descrption UOW  PatiD Database Vendor UstPice et Price FOF Sbmital | Top Status &
18G4 1PR CON-CDT ‘ite Provider (Reneiic] | 16.GA 1PR SHLD. PLENUM (100 Each 1004703 | Smatware ‘Wite Piovider (Rsnsiic] §3880 $320 Cunent
16GA 1PR EXPOSED ‘Wite Provider (Generic] | 16.GA 1PR SHLD, PLENUM (100) Each 1004710 | Smanware ‘Wite Provider (Geneiic) 3580 4320 Cunent
18/22 A 1PR EXPOSED Wire Provider (Reneiic] | 2218 PR TSHLD. PLENUM[100) Each 1008713 | Smarware ‘Wite Provider (Bsnsiic] §2103 §5.28 Cunent
18/22 GA 2PR CON-CDT Wire Provider (Generic] | 2218 2PR TSHLD, PLENUM(100) Each 1004714 | Smartware Wire Provider (Gensic) 4500 Cunent

g T e e 2 HLD. PLENUM100) = ) Fiovider [Generic] | $600)  $1138) | % | Cument |

18/22 GA 3C CON-CDT Wite Provider (Geneiic] | 22183 COND. TSHLD, PLENUM[100 Each 1004716 | Smarware Wi Provider (Genic) 2957 $7.39 Cunent
18/22 G4 3C EXPOSED ‘Wite Provider (Reneiic] | 2218 3COND. TSHLD, PLENUM(100 Each 1008717 | Smarware ‘Wi Provider (Reneiic) §2957 47.39 Cunent
18/22 GA 4C CON-CDT Wire Provider (Geneic] | 22-18.4 COND. SHLD, PLENUM(100 Each 1008718 | Smarware Wi Provider (Gensic) 3514 879 Cunent
18/22 GA 4€ EXPOSED ‘Wite Provider (Generic] | 22184 COND. SHLD, PLENUM (100 Each 1004719 | Smanware ‘Wite Provider (G eneiic) 3514 4879 Cunent
18/22 GA 6C CON-COT Wirs Provider (Geneiic] | 22-18 6 COND. SHLD. PLENUM(100 Each 1008720 | Smatware Wi Frovider (Gensic] §6423 $1356 Cunent
18/22 GA BC EXPOSED ‘wite Provider (Generic] | 22185 COND. SHLD, PLENUM (100 Each 1004721 | Smanware ‘Wite Provider (G eneiic) 45423 1356 Cunent
18/22G4, PR CON-CDT ‘Wirs Provider (Reneic] | 2218 PR TSHLD, PLENUM [100] Each 1008722 | Smatware ‘Wite Frovider (Gensiic] 2103 §5.28 Cunent
FIBER-1-COND Wite Provider (Generic] | FIBER CABLE (1]- INSTALLIN C 1008725 | Smanware Wie Provider (Geneic) 48200 $2050 Cunent
FIBER-1-MR ‘Wire Provider (Reneiic] | FIBER CABLE [1]- INSTALL IN M 1006728 | Smarware ‘Wite Provider (Bsnsiic] $8200 $2050 Cunent
FIBER-1-0PEN Wire Provider (Geneiic] | FIBER CABLE [1]- INSTALLIN O 1005727 | Smarware Wi Provider (Genic) 8200 2050 Cunent
FIBER-2.COND ‘Wite Provider (Reneiic] | FIBER CABLE [2]- INSTALL N T 1005728 | Smarware Wite Frovider (Geneiic) $15400 $3850 Cunent
FIBER-2MR Wire Provider (Geneiic] | FIBER CABLE (2] INSTALL IN M 1005723 | Smarware Wi Provider (Gensic) $154.00 3850 Cunent
FIBER-2.0PEN ‘Wite Provider (Geneiic] | FIBER CABLE (2] INSTALL N 1005730 | Smanware ‘Wite Provider (G eneiic) 15400 3850 Cunent
FIBER-CONN Wire Provider (Geneic] | FIBER OPTIC CONNECTOR 006731 | Smatware Wi Provide (Genic] $1050 5263 Cunent
FLEX3FT ‘wite Provider (Generic] | 1/2" ALUMINUM FLEX (3./1M) 1005732 | Smanware ‘Wite Provider (G eneiic) 200 4050 Conen
o o v PO YR PP ——— prore P— F TR — PRV E——— CREI

Matches: 22 Export List to Excel [] Include Labor Factors in Export

e Filter to find your part and select it in the list. An ‘X’ in the Top column indicates
if the part is already a Top Part.

e Click the SET As Top PART button or right-click on the part and select SET As Top
PART from the menu.

Adding a New Part

You can add a single part directly to the database. Your parts are segregated from the
Smartware parts.

e When you resynchronize your Parts Database with Smartware’s, your custom
parts are not affected.

To add a new part:

¢ In the Parts Database Manager, select DATA TABLES—>PARTS
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e Click on the NEw PART button

Add New Part

Part Information | Yendor | Sort Fields | POF Files | Labor Factors | Desigrer | Estended Properties | Additional Fields | Schreider Electric

Part Tupe
(®) RealPat O Labor Only Part (used only to specify labor hours for Estimating)

Fart Mumber:
D atabase:
Shart Description: [30 characters maximum)
Long Description: [100 characters masimum)]

Same as Short Description
Manufacturer's Information

Manufacturer: v
Mfg Part Number: [] Same as Part Mumber
Unit of Measure: |Each v
Fart Status
Part Status: | Current Part b

Added: |[M] 6/ 72012 %
Obzoleted: D hd Alternate Part Mumber:

Cancel

e |If the Manufacturer or Vendor is not available in the list, you will need to add a
new record to the Manufacturers and Vendors table. Refer to the later sub-
section.

e Ifthe Vendor’s Discount Code does not appear in the list, you will need to add a
new record to the Discount Multipliers table. Refer to the later sub-section,
Updating or Adding a Discount Multiplier.

e For the PDF Documentation Files, enter only the filename (without any path or
drive information). Refer to the later section on Managing PDF Files.

e Refer to the later section on Part Properties for more details on the individual part
fields.

Updating a Part

You can show the part detail for any part by selecting it from the DATA TABLES—>PARTS
list.

e If you open one of your custom parts, you can modify all the fields and make all
changes.

e If you open the parts from the Smartware Master Database, you will only be able
to change a few specific fields.
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e You can also use the UPDATE EXISTING PARTS tool to update or modify part
information individually or in bulk through importing a spreadsheet.

o Refer to the later section, Exporting and Updating Multiple Parts for
details.

Custom Vendors

You can specify custom Vendor information for a part in the standard database. When
editing a part, there is a Custom Vendor tab where you can choose a new Vendor and
specify the Vendor Part Number, List Price, Discount Code or Individual Discount
Multiplier, and Price as of Date.

@) Edit Part 1041028
Part Information  Vendor Custom Vendor  Sort Fields PDF Files  Labor Factors  Custom Labor Fact

Use Custom Vendor

Vendor Information

Wendor: | Smartware Technologies ~

Discount Code: | A: Smartware Main Mutiplier ~

Cost Multiplier: 0.250

List Price: asof: [ 4/13/2020 ~
Net Cont

Vendor Part Number: |DDDE?25'E'I | Same as Part Number

e This does not apply to parts added by your Company or by individual Users, as
the main Vendor is already specifiable by you.

e Users cannot override the Vendor for any parts, as this can only be done by a
Parts Database Administrator.
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Adding a Manufacturer or Vendor
There is a separate table of information in the database with a list of companies that are

the Manufacturer or the Vendor for one or more parts.

To view the Manufacturers and Vendors list:

The Parts Database Manager

e Select the DATA TABLES=> MANUFACTURERS AND VENDORS menu command

Bu Manufactures and Vendors

[ Mew Company... ] [ iew Company...

Company Hame

Air Products and Controls

AirSensze Technology

AirT est Technalogies
Alerton

Autornated Logic
EBarantec

Eslima Air Controls
Bioscrept

Building Automation Products
Building Controls & Services
Cleveland Controls
Colurmbus Electic Mfg.
Conduit Provider [Generic)
Connect-Air

Contractor Instruments
Core Components
Danfozs

D ata Industrial

Datacard Group

Dell Computer

Drwaver Instruments
Echelon

Encelium

FieldServer Technologies

Company 1D

3002
elilnic}
A
HEn
3263
amn
3264
Hnwm
3003
amz
3m4
ams
3Me
3
3ma
anzz
3023
3265
3026
3038
it}
3277
an4g

Database

Smarhware

Smarbware
Smarhware
Smarbware
Smarhware
Smarbware
Smarbware
Smarbware
Smarbware
Smarbware
Smarbware
Smarbware
Smarbware
Smarbware
Smarbware
Smarbware
Smarbware
Smarhware
Smarbware
Smarhware
Smarbware
Smarhware
Smarbware

Smarhware

Manufacturer?

]HHHHH!H!H!H!H!H!H!HDDHHH

AIRSENSE
AIRTEST

BARAMTELC
BELIMO
BIOSCRYFT
BAPI

BCS
CLEVELAND
COLUMBUS E
COND
CONM-AIR
Cl

CORE
DANFOSS
DAaTa
DATACARD
DELL
O'w'YER
ECHELON
ENCELILIM
FIELDSRYR

Vendor? | Vendor ID

N I T s

II0EEEEOQOCDREOEOERRODOEODEREREZO

ATST
ALER
aLC

EEL

EAR
ECS
CLEV

COWD

Cl
CORE

DELL
Dy’
ECHE
ENCE

‘web Site

w, airsenzetechnology com
w, sitesttechnologies. com
iy, alerton, com

w, automatedlogic. com
v harantec. com

w. belimo,. com

. binscrupt. com

wwv. bapibyac. com

w. bosco, com

Wi, connect-air.com

WA, COrecamponents. com
wwy. dantoss. com

vy, datsindustrial com
vy, datacard. com

v, dell. com

iy, dyeringt com

wu. echelon com

wy. encelium, com

wu fieldserver. com

e The Company ID (in the 3000 range for the companies in the Smartware set of
data and the 21000 range for the companies that you added to your Company
version) is used as the ManufacturerUID and VendorUID values when importing
and exporting parts.
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To add a new Company, click the NEw CoMPANY button:

Add New Company

Compary 10

Company Hame: | Acme Supply

"Web Site Address: | www. acme.com

Is a Manufacturer. [

Iz aendor:

Degigner Compatibility [not normally ueed)

tanufacturer 1D;

Yendor |D:

[ (]9 ][ Cancel ]

e The Company ID will be assigned after the record is created and shown in the
Company List.

e Check the Is A MANUFACTURER and/or the IS A VENDOR checkbox to make the
company available to select in the Manufacturer and Vendor lists when adding,
editing and importing Parts.

Updating or Adding a Discount Multiplier

The Parts Database calculates the Net Price of a part by multiplying the List Price by the
Discount Multiplier. The Discount Multiplier can be 1.000 (which indicates that the Net
Price equals the List Price, or no discount), or a smaller value such as 0.750 (indicating
the Net Price is 75% of the list price or discounted by 25%).

Each part can have its own Discount Multiplier, but it is much more common to use a
Discount Code to represent the multiplier. This allows the multiplier on a whole set of
parts to be updated at once.

e For each Vendor you can specify as many Discount Codes as you want.
e Discount Codes can be any text or numeric string.

e You can override the Discount Multiplier values for the Discount Codes specified
for Smartware parts.

To edit an existing Discount Multiplier:

¢ In the Parts Database Manager, select DATA TABLES—>DISCOUNT MULTIPLIER
e Select and double-click the Vendor and Discount Code you want to change.
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e Select the CusTom FOR OUR COMPANY radio button and enter the appropriate
multiplier for your company. The multiplier will show with a light blue
background in the Discount Multipliers list after you update it.

e You may need to update several multipliers for the same vendor.

8 Smartware Studio - Parts Database Manager [Company Server]

Fle Datalsbles Options  Windows

B Discount Multipliers

[ MNew Multiplis... J[ Edit Multiplier... ] Delete Multiplier

[ [=]%]

[- [B]%]

Wendor Name

Wendor 1D

Discount Code

Description

Multiplier

Database

Conduit Provider (Generic)

3ams

Generic Conduit Mulitplier

0.z2s0

Smartware

Encelium

3277

Encelum Mulliplier

0.850

Smartware

Schneider Electric

3244

SCHNEIDER MaIM MULTIPLIER

oz

Smartware

Schneider Electric

Schheider Electric (Invensys)

S chneider Electic [Invensys)

3244

SCHMEIDER LEGACY MULTIPLIER
SCHMEIDER MAIM MULTIPLIER
SCHMEIDER LEGACY MULTIPLIER

0.267

Smartware

Smartware

Schneider Electic [F53]

SCHMEIDER MaIM MULTIFLIER

Smartware

Tubing Provider (Geneic)

Generic Tubing Mulipler

Smartware

wire Provider (Generic)

Generic Wire Multiplier

Smartware

Edit Discount Multiplier

Vendor. | Schneider Electic (Invensys)

Discount Code:

Deescription: ‘SCHNEIDEH MaIN MULTIPLIER

Discount Multiplier

O Detaultin Database 0.275

(&) Custom for Dur Company:

0AE 3

e To add a new Discount Multiplier, click the NEw MULTIPLIER button.

Duplicating an Existing Part

If there is an existing part, either from the Smartware Master Database or one you created
for your company, that is very similar to a new part you want to create, you can duplicate
the existing part to use as a new part.

o Select DATA TABLES>PARTS to display the parts list.

e Select the part you wish to duplicate.
e Click the DupLICATE PART button, or right-click on the part and select DUPLICATE

PART.
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The Add New Part dialog will appear with all the same information as the selected part.

e You will want to change the Part Number field and update any other fields that
differ.

e When you are done, click OK to create the new part. If you click Cancel, the part
will not be created.

Importing Multiple New Parts

If you have a number of parts to add at once, you can create a spreadsheet with all the
relevant information and import them all together.

e From the FILE menu, select IMPORT NEW PARTS.

Ew Database Manager, - Import New Parts

Step 1: Fill in the Part Import Spreadsheet
The information for each part should be entered on & separate row in the spreadshest,

The list of column names and details about the values that are expected can be found in the import template.
‘rou should save the 'worksheet on pour computer and then browse to it in Step 2.

Get Import Template

Step 2 Import Parts from Spreadshest

‘workbook File M arme:

Worksheet Narme: v

Detault Yendor Price As OF D ate: B/ 722 %

Step 3 Preview and Verfy the Imported Parts

Part Count: E=port Preview to Excel

Step 4: Add the Parts to the D atabase

Step 1: Create the Import Spreadsheet
The part data need to be imported from a template worksheet:

e Click the GET IMPORT TEMPLATE button to get the latest template Excel
workbook.

e The workbook contains two worksheets: (1) a description of all the importable
fields; and (2) the worksheet on which to enter the part data fields. The Import
Parts worksheet contains a sample row of information.
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e You can save the template anywhere on your workstation, but it is saved by
default in an appropriate Application Data folder.

e You may need to create a custom Manufacturer or Vendor to enter the appropriate
MfgUID or VendorUID. Refer to the earlier section in this chapter.

e If you have part data in a workbook from the vendor or manufacturer, it is
recommended that you copy and paste it into and Import Template to ensure that
the column names are correct.

Step 2: Import Parts from Spreadsheet

Once you’ve entered the part data in the workbook, you can import the data into the Parts
Database Manager.

e Click BRowsE and select the saved import workbook.
e Select the worksheet with the parts (e.g. Import Parts)
e Click the GENERATE PREVIEW button

Step 3: Preview and Verify the Imported Parts

A preview of the import will be shown. If there are warnings or errors, they will be
displayed as well.

e You can still import the parts even if there are warnings.
e You cannot import the parts if there are any errors.

e When the data has been reviewed and any issues resolved, click ADD PARTS TO
DATABASE to actually import the parts.

Once you have added the parts, be sure to publish the database to your users from the
Dashboard. Refer to the early section in this chapter.
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Exporting and Updating Multiple Parts

There will be times when you need to update a set of parts at one time. The most
common example is when you receive a pricing update from a vendor whose parts you
have imported into your Company database.

The general concept for doing this type of update is:

e First export the parts from the parts database into a standard format with all the
current values filled in, including the PartUID (the unique number that identifies
each part in the database).

e Next, make any changes to any of the data values in the spreadsheet. You can
easily paste in information from other sources or use Excel functionality such as
Fill Down or formulas to make it easier.

e Finally, import that spreadsheet back into the Parts Database Manager. It will
find any new or changed values and update the database accordingly.

To begin the process, select FILE>UPDATE EXISTING PARTS.

Step 1: Create a Part Import Spreadsheet by Exporting Existing Parts

The Export Parts for Update utility is actually separate (FILE>EXPORT EXISTING PARTS),
but you can access it from the Update Parts dialog by clicking the EXPORT PART
SPREADSHEET button.

Bw Export Parts for Update @

This Utilty wil generate a sprearshest, populated with existing part information, that you can modify and then reimport inta the Parts Database:

Fiber Pants Calumis ta Inchide
Detabass: | Compary Orly +|  Estendsd Property Category. | Relan v PartStatus ]
Manfocturer Vers Indtrios =5 Fiter by Categary [7] Add Categary Froperiies as Columns L] RecordSelist
Vendor v
Keywards: |15AMP [ MigUiD
S PoiS ubmiltal
Felnstal
R ge— Selont = FaF
[Alo Show Parts in SubCategories EEE"RE’
15T
Additional WHERE conditions: [ IsLaberOnly
[ PatbddDate v
Includes (7] Real Parts  [2] Labor Orly Parts
Clea Filters Y Select Al Unselect Al
1Ol Top Parts (] Orip Tested Parts [2] Ol Cunert Pants

Description
RELAY KIT SPDT 15AMP 24VAC

RELAY KIT SPDT 15AMP 24VDC 20000004
RELAY KIT SPDT 15 AMP 120VAC 20000005 | Company
RELAY KIT SPDT 15AMP 12VDC 20000006 | Company

aVER-CI It L2484,
AER-CKITVMD1B-L24D
aVER-CKITVMD1B-F1204
aVER-CKITMD1B-F12D

$3000 $8.25 wmbld d04211
Electric $33.00 41045 | ymbld d04211

Relays / Fower

Fielays ¢ Power

chin Electric $34.00 $3.35 | ymbld d04211 Relays / Power
aVER-CKITMD1B-F2404 Weris Industries RELAYKIT SPDT 15 AMP 240WAC 20000007 | Company Schineider Electric $33.00 410.73 | ymild d04211.. Current Relaps / Power
aVER-CKITMD1B-F244 Weris Industries RELAY KIT SPDT 15 AMP 24vAC 20000008 | Company Schineider Electric $38.00 410,45 | ymbld d04211.. Current Relaps / Power
SVERFKITWMD1B-C244 Weris Industries RELAY KIT SPDT 15 AMP 24vAC 20000023 | Company Schineider Electric $33.00 $9.08 | ymb1d d04211. Current Relays / Power
SVER-FKITWMD1B-C24D Weris Industries RELAY KIT SPDT 15 aMF 24VDC 20000024 | Company Schneider Electric $33.00 $9.08 | ymbld d04211.. Current Relays / Power
SER-FKITWHMD1B-F1204 Weris Industries RELAY KIT SPDT 15 4MP 120&CLED 20000025 | Company Schneider Electric $35.00 $10.73 ymbld d04211 Current Relays / Power
SER-FKITWMD1B-F248 Weris Industries RELAY KIT SPDT 16 AMP 24VACLED 20000026 | Company Schneider Electric $35.00 $10.73 ymbld d04211 Current Relays / Power

<

>

Matches: 10 [ [ cancel Export List to Excel

e The Export Parts tool allows you to filter the parts in any number of ways.
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e Be sure to include the columns that you want to update in the export, even if the
current values are empty. This will give you a place to fill in new values.

If you really want to, you can also use your own spreadsheet format for updating the data.
Just be sure the column names match exactly. You must also have a PartUID or
PartNumber column, as that is the key that is used to find the part when updating.

Step la: Update the values in the Spreadsheet using Excel

After you export the existing data, fill in new values or overwrite existing values that you
want to change.

e When re-importing, the utility will match the parts on the PartUID number, so do
not modify the PartUID values.

o You can change the Part Number if the PartUID is also available as a
column in the spreadsheet being imported.

e You cannot add new parts by adding rows. You must use the IMPORT NEW PARTS
tool instead.

e |f the part is in the Smartware database (e.g., you did not add it to your company’s
database), most of the fields are not changeable. Exceptions include IsTopPart
and SellPricel.

e The Excel VLOOKUP function can be very useful for merging values from
another spreadsheet into the generated import spreadsheet.

Step 2: Import the Updated Values from the Spreadsheet

Next you will open the Excel file with the updated part data and indicate the data to
reimport and update.

e Click the BRowsE button and select the Excel file with the updated part data.
e Select the appropriate Worksheet Name.

e If all the parts are in a specific Extended Property Category, select it to have these
properties included.

e If you want to filter the list of parts that will be updated, you can specify a
WHERE clause in the standard SQL format (e.g., PartNumber LIKE ‘A%’
or ImportThis = ‘X')

Click the IMPORT DATA button and the two lists of columns will be filled in with the
names of the columns that correspond to database fields.

e Check the Columns to Update. The values in these columns will be compared to

the current values for those parts in the database and will be updated if they are
different.
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Optionally check the Columns to Preview. The current database values for these
columns are added to the Preview table for your reference. They will not be
modified in the database.

Columns without header names or with header names that aren’t a database field
will be ignored.

Step 3: Preview and Verify the Updated Part Values
Click the GENERATE PREVIEW button to import the data and preview the changes.

Each row will indicate if any changes were found.
Warnings and Errors will be noted in the Status columns

Values will be color coded in the grid: Changed (green), Warnings (yellow) and
Errors (red)

You can filter the results with the radio buttons: Show All Parts, Show Only
Changed Parts, Show Only Errors, Show Only Warnings

You can export these preview results to Excel for offline review.

Step 4: Update the Database with the Changes
When you have addressed all the issues, you are ready to post the changes to the database

If there were any errors in the Preview, you cannot update the database. You can,
however, update the database if there are only warnings.

Click the UPDATE PARTS IN DATABASE button to apply the changes permanently
to the database.

Once you have updated the parts, be sure to publish the database to your users from the
Dashboard. Refer to the early section in this chapter.
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Part Properties

There are numerous pieces of information associated with every part in the database.
Many are discussed at various places in this chapter, others are self-explanatory, and
some are associated with specific modules of Smartware Studio (e.g. only Estimating or
only Designer).

e You can see the lists of fields with notes about using, importing and exporting
them by selecting HELP—>PART FIELD REFERENCE.

Extended Properties

For use with the Designer Module, some categories of parts have additional properties
that provide technical details used to provide detailed part filtering and selection, and to
draw and fill in information in the corresponding Visio shapes for the part.

e Examples of the Extended Property Categories are: Relays and Sensors.

e These category names are distinct from and essentially unrelated to the Part
Category field discussed earlier in the context of Labor Categories.

The Extended Properties are specified on the Extended Properties tab of the Add/Edit
Part form.

Edit Part #1018900
Part Infarmation | Wendor | Sort Fields | PDF Files | Labor Factors | Custom Labaor Factars | Designer | Extended Properties | Additional Fields | Schneider Electric

Extended Property Category:

Extended Properties

Shape Properties

Felay Type: | Enclosed/RIE Has Signal Input; |Mo  »
Mumber of Relays: | Single A4 Signal Yoltage: -
Contact Configuration: | DFDT Has |ndicataor: w
Single Pole Type: v Hasz Override: v
Coil Voltages: | Twa  w
Coil Woltage: | 24 WAC.24 WDC 120 VAC v

ok ] [ Cancel
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e When you select the Extended Property Category, the Extended Properties sub-
tabs (Filter Properties and Shape Properties) will repopulate with the specific
properties of that category.

e The Filter Properties are generally used in category-specific part selectors (when
editing the Designer shape, or from the TOOLS—>PARTS—>BROWSE PARTS menu):

Hw Select a Part

Manufacturer. | &ny v Show Only Tested Parts [] Show Only Top Parts ] Show Only SE Strategic Parts

Part Mumber: Fepwords:

Fart Filters

Relay Type: |Enclozed/RIB Haz Signal Input: -
Mumber of Relays: | Single - Signal Woltage: Ev3
Contact Configuration: | DPDT = Has Indicatar:
Single Paole Type: v Hag Dveride:
Coil Yoltages: v
Coil Yaoltage: »
Part Mumber Mfg Mame Description Wendor Mame Wendor List Price b
FUN-RIBOTP Functional Devices RELAY EMCLOSED Schneider Electric $38.00
FUUM-RIBD2P Functional Devices RIE Felay, DPDT, 208-277 VAC, 20 Amp Resistive @& 30 Schreider Electric $106.00
FUM-RIEO4P Functional Devices RELAY EMCLOSED Schneider Electric $37.00
FUN-RIEZ401D Functional Devices RELAY ENCLOSED Schneider Electric $66.00
FUN-RIB24020 Functional Devices REL&Y EMCLOSED Schneider Electric $70.00
FUN-RIBZ24-P Functional Devices ONE DPDT FORM 2C RELAY, 20 AMP CONTACTS @ 3 Schneider Electric [P53) $93.00
FUM-RIE24P30 Functional Devices RELAY ENCLOSED Schreider Electric $119.00
FUM-RIBET 240D Functional Devices RIE Relay, DPDT, 24WAC/DC 120VAL, 10 Amp Resisti Schneider Electric $77.00
FUM-RIBT 24P Functional Devices RIE Relay, DPDT, 24 VAC/DC, 20 Amp Resistive 3 300 Schreider Electric $101.00
FUM-RIBTE24P Functional Devices RIE Relay, DPDT with H / L Separation, 24 ¥ACADC, 20 Schneider Electric $119.00
WER-Y300 Weris Industiies RELAY ENCLOSED DPDT 20-30V Schneider Electric $60.00
WER-Y3IZ0 ez Industries REL&Y EMCLOSED DPDT 24 Schneider Electric $36.00
——an e g - - -

The Shape Properties provide information into the Designer to customize the
corresponding Visio shape when the part is selected in Visio.
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Here are the Shape Properties for a specific relay:

Edit Part #1024315

Part Information || Yendor | Sort Fields | PDF Files || Labor Factors | Custom Labor Factors Designer|ml.¢dd\liunal Fields | Schneider Electric
Extended Property Categony:
Extended Properties
Filter Properties
,
DS Shape Mame: ‘ | Coil Carnr: |CDmm |
A1 Comm:  Corm | Coll & [120Vac |
RIND: MO | Coil B: |24 Vao/ds |
RING: | | Coilvolt & [120as |
Ri2 Comm:  Comm | Coil Valt B: |24 Vac/de |
R2NO: ND | Cail 2 Comm: | |
RINC: | | Coil28: | |
A3 Comm: | | Coil 28: | |
RIND: | | Coil 3 Comm: | |
RINC: | | Cail 34 | |
R4 Comm: | | Cail 38: | |
R4ND: | | Coil 4 Comm | | 1
R4NC: | | Coil 44: | |
ot ap. | 1 4

And here is the corresponding relay when selected in the Relay Shape in Designer:

R1

Comm

3

elo[elo |z
| || 2 E
FUN-RIBME2401B
RELAY PANEL

e When creating your own parts in an extended property category, you will want to
refer to the Designer shape’s Properties form and view (or duplicate and edit)
existing parts from the Smartware Master Database that are in the category and
are similar.

e You should also refer to the Part Field Reference list available from the Part
Database Manager’s Help menu.
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Importing and Exporting Extended Property Values

Since each Extended Property Category has its own properties, you cannot import the
extended property values at the time you import the parts. Instead, you must first set the
ExtPropsCategory field to the name of the extended property. You can then Export and
Update the parts.

The Export Parts for Update tool allows you to specify the Extended Property Category.
This can filter the selection down to only parts in the category. It can also automatically
add all the extended properties as columns in the exported spreadsheet.

Bw Export Parts for Update

Thizs Utility will generate a spreadsheet, populated with existing part infarmation, that you can modify and then reimpart into the P

Filter Parts
Databaze: | Compary Only w Extended Property Categany: | Relay w
WManufacturer “ Filter by Categary &dd Category Properties as Columnns

ardar s

Many of the extended properties must be selected from a list of choices. The generated
spreadsheet will have these values available from a drop-down list.

[ Microsoft Excel - Parts to Update 5.xls

iE] Fle Edt Wew Inset Format Tooks Data  tindow  Help
NEE RS RIFE SR S 9-e-8 -] E] S e - @ e -0 -/B I U|ES=ES
EB hd A& SPOT
A B | C | D I E [ F | G H
| 1 | PartUID PartNumber RelayType  NumberOfRelays ContactConfiguration SinglePoleType NumberOfCoilVoltages CoilVoltage
| 2 | 1004852 AE-304 Contactar Single DPOT One 124 VA
| 3 | 1004893 AE-314 Contactor Single One 120 WVAC,
| 4 | 1005114 APC-MR104-T Track Mount  Single One 128 VDG, 120 VAC230 VAT,
| 5 | 1023588 APC-MRE01-C Track Mount  Single One 124 WAL 24 VDC;
| 6 | 1023588 APC-MRBO1-5 Track Mount  Single One 124 WAC, 24 VDC;
| 7 | 1023580 APC-MRGD4-C Track Mount  Single One 124 WA 24 VDG,
| 8 | 1023531 APC-MRED4-5 Track Mount  Single One 124 WA, 24 VDG,
| 9 | 1023582 APC-MRE01-C Track Mount  Single Two A WACA WDC,20 VAL,
| 10| 1023593 APC-MRB01-5 Track Mount  Single Two 4 WACA WDC;20 WAL,
| 11| 1023684 APC-MRBO2-T Track Mount  Single Two 4 WACA WDC;20 WAL,
| 12| 1023585 APC-WMRB08-5 Track Mount  Single Two 4 WACA WDC;20 VAC;
| 13| 1023596 APC-MRS01-T Track Mount  Single One 124 VA 24 VDG,
| 14 | 1005716 APC-PAM-2 Encapsulated Single Two 112 DC,24 wDC,
| 15| 1005117 APC-PAM-4 Encapsulated Single One \9-40 WDC;
TR 1 AN242A7  FUN-RIAM1 3P Fnrlnzed Sinala e AN AAL

Some extended properties allow more than one value to be specified from a list. They
must be formatted as a semi-colon separated list of the allowable values (as in the
CoilVoltage field above).
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If you specify the Extended Property category when importing the data back in to update
using the Update Existing Parts tool, the extended properties for that category will be
available in the CoLumNS To UPDATE and COLUMNS TO PREVIEW list. You can also
choose to update all the extended properties by clicking the SELECT EXT PROPS button.

Step 2 Import the Updated Yalues fram the Spreadsheet

Wiorkbook File Mame: |C:%.5 5 \Smartware StudiohPart [mportsParts to Update 5.1z
Worksheet Mame: | Parts to Update b
Extended Property Category: | Relay hd
Additioral \WHE RE Carditior:
Step 2a: Select the Columng to Preview and Update
Colurmng to Update: Columng to Presview:
[] RelayType S [ PartStatus ~
[] Mumber0fR elays [] Description
[] CantactCanfiguration Select Ext | |[] DescriptionShart
[] SingleFoleType Props [] CategoryClass
[] MumberDfCailvaltages [ MegUID
[] Coilaltage [] PdiS ubmittal
[] HasSignalingut [ Pdfinstal
[] Signatvoltage b [] PdiProgramming v

Multiple Configuration Sensors

For the Sensor shape, it is possible for a part to define multiple configurations of the
properties and allow the end user to choose between them when they create the sensor.

To manage this, there is an Extended Property called ExtPropConfigurations, which itself
is a set of lists of property values with names. For example:

ConfigName=Voltage 5, OutputSignalRange=0-5 VDC;
ConfigName=Current, OutputSignalRange=4-20 mA, ShowResistor=True;
ConfigName=None;

ConfigName=Voltage 10, OutputSignalRange=0-10 VDC

In this case, there are four configurations:

e "Voltage 5", which as the first is the default, sets OutputSignalRange to 0-5 VDC.
e "Current", which sets OutputSignalRange to 4-20 mA and ShowResistor to True.
e "None", which leaves the OutputSignalRange unchanged.

e "Voltage 10", which sets OutputSignalRange to 0-10 VDC

If multiple configurations are specified, then the Sensor's Part Properties will offer the
user a list of these choices and set the properties accordingly as they switch between
them.
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Part Groupings

There are three user-definable Group fields that are available in the Parts Table. These
group codes are carried forward to an Estimate and can be used as a reporting Group
field.

e The three User-defined Group fields are UserGroupl, UserGroup2 and
UserGroup3.

You can specify them explicitly with each part you add or edit on the SORT FIELDS tab:

| Part Infomation [ Vendor | Sort Fields | PDF Files [ Laber Factors | Custom Laber Factors | Designer | Exended Properties | Additional Fields | Schneider Electric |

Compary Defined Top Parts

Is Top Part

Parts Categary

The Part Category is a multidevel classification used for browsing and one of the methods for assigning labor to parts for use in the
Estimate module. You can create and modfy Part Categories from the Data Tables menu.

Part Category:  Automation Devices—=1/A BACnet—=Controllers Select...

Custom Groups

The Group fields can be used to group parts together for reporting in
Estimates and Designs Projects.

Group 1: | i:

Group 2 pan

Digital Poirt Card
Group 3

Farsign

Home Made
WebSensor

e You can specify values for these fields on all parts, including those maintained by
Smartware.

e You can import these values using the Parts Database Manager’s Import New
Parts or Update Existing Parts tools.

e There are no pre-defined values for the Smartware parts.

e When selecting a value for these fields in the Parts Database Manager or a part
item in a System in an Estimate, the user will be presented with a list of all the
values for the existing parts in the database, but can enter custom values.

Page 128 Smartware Studio - Setup and Administration Guide



The Parts Database Manager

You can also pre-define the set of values for these fields.

e In the Parts Database Manager go to DATA TABLES—>PART GROUPINGS

ﬂ Part Groupings

Part Grouping allows you to create a custom Grouping of parts in an Estimate for the purposes of reporting (2.0. a custom Booking Sheet)

* Each Part item in an Estimate has a "Grouping” field that the user can specify as the parts are added to the Estimate.

* There are 3 pre-defined sets of Group values.

* You can define a value for each Group field for each part in the database when adding, editing, importing or updating parts through the Part Database Manager
* For each Estimate you can define which of the three groups to use as the default list of Group Values (go to Estimate Settings and select the Cthertab)

* When adding parts to an Estimate from the Parts Database. the value forthe Grouping field is filled in with the part’s comesponding Group value.

* You can pre-define the set of values for each Group field below.

the list of values specified below.

Pre-Defined Values

You can pre-define values for the Group fields. Enter the values for each group, separated by semicolons (2.
"Hardware; Software.Components”)

Group 1:  Domestic;Foreign;Home Made
Group 2: Cat A;CatB; CatC

Group 3:

* When selecting a value for the Grouping field for a part. the pre-defined values are a combination of all the existing values for that Group from all the parts in the database. plus

e

Labor Factors and Part Categories

One way in which the Estimating Module calculates the amount of labor needed for a
system is to look at each part for its labor factors. The Labor Factors specify the number

of hours of labor for each task associated with a part.

e The Designer Module does not utilize the Labor Factors in the database.

The tasks are specified as Labor Codes:

ENG Engineering

SOFT Software

GRAPH Graphics

PM Project Management

CTS Check/Test/Start (includes installation)
ELEC Electrical work (often subcontracted)
MECH Mechanical work (often subcontracted)
PANEL Panel Building

COMM Commissioning

TRAIN Training
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You can create your own Labor Codes for use with the Estimating Module. This requires
some changes in the Part Database Manager and some in the Estimate's Model.

e For full details, refer to the Estimating Module User's Guide in the section Using
Custom Labor Codes.

Some of the Smartware parts in the database have labor factors specified. Since the
concept requires a certain amount of guess work (e.g. how many hours of Project
Management time do you attribute to an individual sensor?), the populated data may not
match your needs. If you utilize this feature of the Estimating Module extensively, you
may want to review and update these values.

Specifying Labor Factors for a New or Existing Part

When you create or edit an individual part, the Labor Factors are specified on one or two
tabs (Labor Factors and/or Custom Labor Factors)

Edit Part #20000007

Part Information | Wendor | Sort Fields | PDF Files | Labor Factors | Designer | Extended Properties |
() Use Labor Factors from Part Categaony:
[Mo applicable Categony Labor found)
() Use Custom Labar Factars for this Part:
Labor Code... Drescription Fart Hours | Categorg Hours
EMG E ngineering 020
SOFT Software 0.40
GRAPH Graphics 0.35
P Project Management 0.0z
CTS Check/Test/Start 010
ELEC Electrical
MECH Mechanical
PAMEL Parel
COkM Commizziahing 0.20
TRAIM Training
T N

e For parts that you add to the database, you specify the labor factors (in hours) for
each labor code on the Labor Factors tab.
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e For Smartware parts, the Labor Factors tab is read-only. Instead, you can specify
your own labor factors on the Custom Labor Factors tab.

Edit Part #1006314

Part Information | Wendor | Sort Fields | PDF Files | Labor Factors | Custom Labor Factors | Designer
Y ou can define CustomLabor Factors for this Smartware pat.
() Use Pre-Defined Labor Hours [az shown on Labor Factors tab)
(") Use Labor Factors from Customn Part Categony:
(#) Use Custom Labor Factors:
Labor Code. . Dezcription Part Hours | Cateqaory Hours
EMG Engineering
SOFT Software
GRAPH Graphics
P Project Management
CTS Check/Test/Start
ELEC Electrical
MECH Mechanical
PAMEL Parel
COkdM Carnrisgioning
TRAIN Training
o |

Specifying Labor Factors when Importing and Updating Multiple Parts

When using the Import New Parts or Update Existing Parts utilities described earlier in
this chapter, you can specify labor factors for new parts and existing Smartware parts.

e When Importing New Parts, there are columns in the Import Template for each
labor code (ENG, SOFT, GRAPH, etc.). Fill in the hours for each labor code for
each part (in hours, or fractions of hours).

e When Updating Existing Parts that you added, you would again fill the values in
using the labor code columns (ENG, SOFT, GRAPH, etc.).

When Updating Existing Parts that are part of the Smartware Master Database, you need
to update a different set of fields that correspond to the parameters on the Custom Labor
Factors tab.

e To activate the custom values, you will need to set the UserUsePartLabor column
to ‘X’ or True in the update spreadsheet.

e The column names for the custom labor factors themselves are UserENG,
UserSOFT, UserGRAPH, etc. Any labor codes you do not specify explicitly will
default to O (i.e., they will NOT use the existing values in the part, so you would
need to copy in values you want to keep).
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e If you want to set a new Category for Labor (as described in the next sub-
section), import the UserUseCategoryLabor field as ‘X’ or ‘True’ and fill in the
UserCategoryClass field (set to the new category).

Specifying Labor by Part Categories

The parts in the database are classified into a hierarchical Category Tree. This tree is
available during parts browsing to help locate specific types of parts:

Bw Browse Parts g@@

Manufacturer: v [] Only Shaw Tap Parts Only Shaw Current Parts ] Only Shaw Tested Parts
Part Mumber: Kewwords:
Show Categories  [V] Also Show Parts in Sub-Categaries
= Categaories Fart Mumber M anufacturer D ezcription Wend:
= Actuators ADDA-902-02 Schneider Electric (INVEN-COM) ELECACT PRT POTENTIOMETER KIT Schneider Ele
H- Accessories ADDA-302-04 Schneider Electric [INVEN-COM) ELECACT PRT POTENTIOMETER KIT Schneider Ele
: E'ed”c ; ADDA-S02-05 Schneider Electric INVEN-COM) | ELEC ACT PRT POTEMTIOMETER KIT Schneider Ek
: Autor::t:;:a[)'cevices ADDA-902-06 Schneider Electric (INVEN-COM) | ELECACT PRT POTENTIOMETER KI Schreider E
Dampars & Lickages ADDA-902-08 Schneider Electric (INVEN-COM] ELECACT PRT POTENTIOMETER KIT Schneider Ele
5 Electrioal Materials ADDA-902-09 Schneider Electric (INVEN-COM) ELECACT PRT POTENTIOMETER KIT Schneider El
Manuals & Infarration ADDA-902-10 Schneider Electric (INVEN-COM) ELECACT PRT POTENTIOMETER KIT Schneider Elk
4 Metwarking ADDA-903-01 Schneider Electric (INVEN-COM) ELECACT PRT CaM KIT: TwiO-POSI Schneider Ele
© Parel ADDA-903-02 Schneider Electric (INVEN-COM) ELECACT PRT CaM KIT: PROPORTI Schneider Ele
- Preumatics ADDA-SI3-04 Schneider Electric (INVEN-COM) ELECACT PRT CAM KIT: MP-2000 Schneider Ele
- Security ADDA-904-01 Schneider Electric (INVEN-COM) ELECACT PRT TRANSFORMER KIT: Schneider Ele
+- Senzing & Monitoring ADDA-904-02 Schreider Electric [INVEMN-COM) ELECACT PRT TRANSFORMER KIT: Schreider El
- Software ADDA-905-09 Schneider Electric (INVEN-COM) ELECACT PRT MOTOR & PINION KI Schneider El
+- Tools & Accessories ADDA-G2 Schneider Electric (INVEN-COM) WaLVE POINTER FOR AY-300 Schneider Ele
UL264 Devices ADDH-180 Schneider Electric [INVEN-COM) ELECTROMIC POWER SUPPLY FOR MP | Schreider El
Un Classified ADDH-257 Schneider Electric (INVEN-COM) ELECTROMIC SPRING CANISTER 91 Schneider Ele
R ADDH-257-10 Schneider Electric (INVEN-COM) ELECTROMIC SPRING CANISTER 11- Schneider Ele
#- Yalve & Linkages ADDH-279 Schneider Electric (INVEN-COM)] | ELECTRONIC UPFER DIAFHRAGM & F Schneider Ele
ADDXA2 Schreider Electric (INVEN-COM] GEARTRN ACT 2 POS SR Schreider El
ADDH13 Schneider Electric (INVEN-COM) GEARTRM ACT 2 POS SR Schneider Ek o
3 >
Matches: 944 Marufacturer's Web Site:  wiwe tac. com

Submittal

Another feature of Part Categories is that you can associate a set of labor factors to each
category and sub-category. These values can then be used to either override the values
specified in the parts, or to specify them in cases where the part does not have any of its
own.
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To view and modify the categories in the Part Category tree, select DATA TABLES—>PART
CATEGORIES.

Bw Part Categories g@@

=

- B

¥

= Categaories
H Actuators
+- AutomationD evices [Automation Devices]
D amperskLinkages [Dampers & Linkages)

Electricald aterials [Electrical Materials) Category Mame: | ULBG4Devices
Manuals?&lnfnrmahnn [Manuals & Informatio Class Path: | ULEG4Deviess
Metworking

Panel

Prieumatics Displap Mame: | ULBG4 Devices
eeuly . Display Path: [ULBS4 Devicss
Sensing&Monitoring [Senzing & Monitoring]

Software

Tooktbcoersones (Took & Acceszories)
UL864Devices [ULB64 Devices]
UrnClassified [Un Classified) (%) CATEGORY IF NO PART LABOR: Use the Category Labor Factar shown here OMLY if the part has no Labor Factars of its own.

Unikniown (XXX) . (O PART LABOR OMLY: Use only the Part's Labor Factors [if specified] and nothing ekse. Ignore any Labor Factors listed here.
#- ValvekLinkages [Valve & Linkages]

Category Properties

Category Mame and Path

‘Wihere to Find Labor Factars for Parts in this Categony

(O CATEGORY ALwWAYS: Use the Categony Labor Factor shawn here ALWAYS - EVEM IF the part doss have Labor Factors of ite own,

Category-Based Labor Factors For Parts in this Categany
The following table shows the labor factars found for this category.

() Use Custom Labor Factors specifically for this Categary
(%) Use the Labor Factors aleady specified in the Smartware Database

Category Clasz | ENG | SOFT | GRAPH PM | CTS  ELEC | MECH | PAMEL | COMM | TRAIM
Thiz Category [Custom] ULEES Devices
This Categaory [Smartware D atabase) | ULBE4 Devices | 0.20 0.05 015 | 060

Save Changes ] [ Cancel Changes

< >
e Some of the Part Categories are defined by Smartware and cannot be removed or
renamed.
e You can add your own categories and sub-categories for use with any of your
parts.
e Categories with labor factors specified are shown in bold in the tree.

If a part is in a specific category, these rules are used to determine the Labor Factors for
the part when it is added to a system:

The first set of options (WHERE TO FIND LABOR FACTORS FOR PARTS IN THIS

CATEGORY) determine whether the category labor factors overrides the labor
factors specified with the part, or whether the category labor is a “catch-all”

default for parts in the category that do not have their own labor factors.

The second set of options (CATEGORY-BASED LABOR FACTORS FOR PARTS IN THIS
CATEGORY) determine the category-based labor factors to use (in the cases where
they are to be used). If there are category labor factors in the Smartware
Database, they will be shown. If you select USE CuSTOM LABOR FACTORS, you
can specify your own.

If there are no labor factors for a specific category (e.g. Actuators.Electric.Forta),
the labor factors for the closest parent category (Actuators.Electric or Actuators)
will be used instead.
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Using Custom Categories for Labor Codes

Even if a part is from the Smartware Master Database, you can still use Part Categories to
specify a set of labor factors for one or more parts.

When editing a single part from the DATA TABLES—>PARTS list, the Custom Labor
Factors tab has an option for selecting a Custom Part Category to use for labor:

Edit Part #1016607

Part Information | Yendor | Saort Fields | PDF Files | Labor Factors | Custom Labor Factors | Decigner | Extended Properties | Additional Fields | 5

You can define CustomLabor Factors for this Smartware part.

() Uze Pre-Defined Labor Hours (a5 shown on Labor Factors tab)

(®) Uze Labor Factors from Custom Part Categaony: Security / Cameras]

() Usze Custom Labor Factors:

Labor Code... Description Part Hows | Category Hours
SOFT Sofhware

GRA&PH Graphics

P Froject Management
CTE Check/Test/Start
ELEC Electrical

MECH Mechanical
FAMEL Panel

COMM Cormmissioning
TRAIN Training

TOTAL

e You can choose an existing labor category or create a custom one from DATA
TABLES—>PART CATEGORIES.

e This category field does not affect where the part is shown in the Category tree of
when browsing for parts. It is only used to get the labor factors.

You can use the Update Existing Parts tool to fill in the Custom Part Category on a group
of parts at the same time.

e To activate the custom values, you will need to set the UserUseCategoryLabor
column to ‘X’ or True in the update spreadsheet.

e Fill in the UserCategoryClass column of the spreadsheet with the name of the
category.

When importing the class name, or path, it must be in a specific format that is different
from how it’s displayed. For example, the Air Quality sub-category under Sensing &
Monitoring is displayed as:

Sensing & Monitoring / Air Quality
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But the class name to specify during importing is:

Sensing&Monitoring.AirQuality

The exact format of the category Class Path (which uses dots between levels and

excludes many spaces) can be seen when using THE DATA TABLES—>PART CATEGORIES

tool

Part Categories

=

=2

-

=]

= Categories

Actuators

AirCuality [ir Quality)

Automation Devices [Automation  Devices)
174 Micronet |44 Micranet]

Roaom Caontrollers (Room  Contrallers)

AutomationD evices [Automation Devices)

DamperstLinkages (D ampers & Linkages]

Electrical b aterials [Electical Materials)

ElectricalM aterials [Electrical Materials]

Manualstdnfarmation [Manusals & Infarmation)

Metworking

Panel

Preumatics

Fielays

Security

Sensingih [Sensing & Monitaring]

: ty)

BTUMeter [BTLI Meter)

co

oz

cT

CTHRelayCambo (CTE& Relay Camba)

Cumentharitars [Current Monitars)

CurrentSensor [Current Sensor]

CurrentSwitches [Curent Switches)

CurrentTranzducers [Curent Transducers]

CurrentTranzformers [Current Transfarmers]

Electrickonitaring [Electric Monitaring)

Enthalpy

Flowtonitoring [Flow b onitoring)

Grouped

Hurridistats

Lighting

"

Category Properties

Categary Name and Fath
Category Name: | Aifuait

Class Path ‘Sens\ng&MomtoringAuQuahw I |
|

-

Display Path: ‘Ssns\ng £ Monitoring 7 &ir Guality |

‘Where ta Find Labar Factars for Parts in this Categomy
(3) CATEGORY IF NO PART LABOR: Use the Categary Labor Factor shown here OMLY if the part has no Labor Factors of its own
() PART LABOR OMLY: Use only the Part's Labor Factors (if specified) and nothing else. |gnore any Labor Factars listed here.
() CATEGORY ALWAYS: Use the Category Labor Factor shown here ALWEYS ~ EVEN IF the part doss have Labor Factors of its own

Category-Based Labor Factors for Parts in this Categary
The following table shows the labor factars found fior this categany.

() Use Custom Labor Factors specifically for this Category
(3) Don't use any other Labor Factars

Category Class ENG | SOFT | GRAPH | PM | CTS | ELEC | MECH | PANEL COMM @ TRAIN

Sensing & Monitoring 7 &ir Quality
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Managing PDF Files

As part of the Parts Database, Smartware Studio maintains a set of PDF files with product
information for the Parts. These files are referenced in the five PDF File fields and are
associated with the part as one or more of the following:

e Submittal

e Installation
e Reference

e Programming

e Other

Downloading PDFs and Part Images for Smartware Master Parts

When you start the Parts Database Manager, you will be shown the Dashboard if there
are new or additional PDF files or part images to be downloaded from Smartware to your
company server. Go to the PDF FILES AND PART IMAGES tab of the Dashboard to manage

these downloads.

sl Parts Database Manager - Dashbgard _

(o @]

Parts Database Manager - Dashboard

Smartware
Master
Database

Your Server

Users'
Workstations

Parts PDF Files and Part Images | Other Distributable Files

The documentation (submittal cut sheets, installation instructions, images) for the parts in the
database are available for download from Smartware’s server.

The Version refers to the last time Smartware added new files. There are a substantial number
of files (@bout 2 GB) so downloading them can take some time.

Available Version:

43 7/6/2015

Download the Latest PDFs and Images to Your Server \I’

*You can also add PDFs for any parts you add to the database. Click the Manage PDFs button
for more detail and management tools

Once on your server, the PDF files will automatically be offered as a download to each user
when they have a fast connection to your server.

Once a day, when the user starts up while conected to yourfile server with a good
connection, they wil be asked if they want to download any new or updated PDF files from
your server.

Click the Manage PDFs button for more detall and management tools

Cument Version:

43 7/6/2015

Manage PDFs...

e To get the latest PDF and Image files from Smartware, click the arrow next to
DOWNLOAD THE LATEST PDFS AND IMAGES TO YOUR SERVER.

e Depending on how many files there are, this could take some time. Consider
doing the initial download during off hours or possibly overnight.
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Where the PDF Files are Stored on Your Server
The files are stored on the file server in a sub-directory of your shared folder, such as:

\\OurServer\Smartware Studio Data\Resources\PDF Files\
There are two sub-folders in this folder

e Smartware, which contains the latest PDF files for the Smartware Master database
parts. These are downloaded here when you synchronize the PDF Files.

e Company, which is where you should copy PDF files for any parts you add to
your Company’s database. You can create subfolders to help you organize the
PDF files if you wish.

You can easily access these folders from the Manage PDF Files tool:

e From the Dashboard’s PDF Files page, click MANAGE PDFs
e Alternatively, you can select DATA TABLES—>PDF FILES

Ew Database Manager - PDF Files

POF Folder on Company Server

All the PDF files for the parts in the Parts Databaze are stored on your Company Server.
There are two subfolders:

fSmarbware - Thiz iz folder into which the latest PDF files for the Smartware database are automatically copied when you synchronize and update.
ACompany - This iz the folder into which you should copy PDF files for the parts you add to the databaze. “ou can include subfolders to help organize the PDF files if pou wish.

‘wihen your users download PDF files from wour Company Server, all the files in both folders and any sub-folders will be copied to the user's local PDF folder.

Fiefer to the Setup and Administration Guide for more details.

Open Company PDF Folder...

Pushing Updated POFs to User's Workstations

Each time the user starts up while conected to vour file server with a good connection, they will be asked if they want to download any new or updated PDF files from your server.

Thiz PDF “ersion Mumber tells the workstation's when there are new files. It iz increased automatically when new PDF files are downloaded onto your server from the Smartware
Server. You should updated it by hand if you add your own PDFs for your own parts.

PDF ersion Number: 2 04/27/2012

e Click the OrEN ComMPANY PDF FOLDER to browse to the root PDF folder.

Publishing PDFs to Users

For any users who want them, Smartware Studio should be configured to download the
PDFs from the server to their workstation. Assuming it’s configured to, when the
workstation starts up it checks the server to see if there are any new PDFs and offers to
download them. The workstation uses the PDF Version Number to determine if there are
new files available.
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e This version number is specific to your Company. You should update this version
number (by clicking the UPDATE button) after you add new PDFs. It will be
updated automatically when you complete a download of new PDFs from the
Smartware Master server.

To check if PDFs are automatically updated on a workstation:

e Go to Tools=>Check for Updates and click the Options button.
e Inthe Always Download and Update the following list, check PDF Files.

User Parts
Users can create their own parts to use in certain features, such as the Estimating Module.

e When browsing parts to add to a System, there is a tab called My PARTs which
shows their User Parts and allows them to manage them.

e User Parts can also be managed by selecting TooLs = PARTS > MANAGE MY
PARTS

User Parts contain less information than full-fledged database parts, but enough for them
to be used within the system. Therefore, users can add such parts quickly.

Submitting and Approving User Parts

If a user thinks a part should be available to all users in the Company, they can submit
them to the Database Administrator.

e To submit a User Part, select it in the list and either click the SUBMIT FOR
APPROVAL button or right-click and choose the SUBMIT FOR APPROVAL menu
item.

e Parts can also be unsubmitted and resubmitted as needed.

The Parts Database Administrator can choose which submitted parts to import into the
main database.

¢ In the Parts Database Manager, select DATA TABLES—>USER PARTS FOR
APPROVAL

This will show you a list of all the submitted parts pending approval. From here you can
choose to reject the part or import the part.
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e When you import the part, you will be required to fill in additional fields (such as
the Manufacturer or Vendor) or create other records (such as a discount
multiplier).

e The new part will be available to all users (including the one who created it) the
next time the database is published for Smartware Studio users.

Being Notified of User Parts Awaiting Approval

If you are a Part Database administrator and want to receive an email when a user
submits a part for approval:

e In the Parts Database Manager, select OPTIONS—> OPTIONS
e Check the Subscribe to User Parts Submitted for Approval

ﬂ Parts Database Manager Options >

[] Custom Timeout for synchronizing tables with Smartware Parts Database

100 2 | seconds

Email Motifications

Subscribe to User Parts Submitted for Approval
[] Subscribe to Part Images Submitted for Approvval
[ 5Subscribe to Librares Submitted for Approval

oK Cancel

e This feature requires that the Studio Windows Service and the Notifications
service be installed and configured. Refer to the next chapter for more details.
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Part Packages

The Parts Database includes a feature that allows you to group multiple parts together
into a Part Package. A package can contain parts, extra labor items and point data for a
system, and can be added to an Estimate system as a unit.

e To manage the Part Packages, select DATA TABLES—>PART PACKAGES

mPartPackages E@
= Properties - 1.0. Smartstructure BACnet
Parts | Foints | Labor | Comments
-4 Enterprise Cost per System:  $5,796.69 kems: 13
=2 Company
T-11.0. Smartstructure BACnet | Show Columns: ] Labor Factors Poirtt Counts
-~ 1.01. Network-Jace
..l 1.1. Smartware Pangaea Bom Part Mumber Manufacturer Gty Not Typical Bom Tag Description
8 111 Bectca nontorng gy ST e e, 110 i o
-~ 1.2. AHU BACnet VAV style SXWPS24VX10001 | €| Schneider Electric PS-24V Power Supply 24 VAC/VDC
-~ 1.31. VAV BACnet SXWSCABLE10001 Schneider Blectric | 1.00 |:| SCable, 1.5m, straight
i 1.32 VAVION SXWSCABLE10002 Schneider Blectic | 1.00 0 SCable, 1.5m, angle
: E 13; U:g x:m¥§ Egﬁna SXWSWWORKDD002 Schneider Blectic | 1.00 = WorkStation Software Professional. includes Programming & Grag
5 151 UH AND CUH Baonet SXWTBPSW110001 Schneider Blectric | 1.00 = TB-PS-W1 Term Base Pwr Sup W1
8 152 UH AND CUH -Local SXWTBASW110001 Schneider Electric | 1.00 17 TB-AS-W1 Tem Base AS W1
.8 1.61. Duct rehest BACnet SXWSWESXX00001 Schneider Blectic | 1.00 = Enterprise Server, maintenance first year included
8 1.62. Duct reheat LON BMS Printer 1.00 [ BMS Printer
il 1.7 Humidfier BMS Laptap 1.00 [l BMS Laptap
-~ 1.8. RTU-Packaged Control BMS Workstation 1.00 al BMS Workstation
1 ? 13 Steam Boiler System SXWSWWORKDD0O1 Schneider Blectic | 0.00 = WorkStation Std,1 user, maintenance first year included
] E ;? ::"I?uf; :dlilﬁ?%el T-208 &4 Veris Industries 1.00 I TRANSFORMER 96 VA 120P-24VS UL RECOGN.
- 2.2. Convector with SefCortained vavie
8 Johnsor-UV-BACnet
-l PNEUMATIC PANEL KIT
A2 User
< 1L r

You will see the packages shown in three folders: Enterprise, Company and User.

e To add a package, right-click on the appropriate folder and select NEw PACKAGE.
e Right-click on a package in the folders to edit, duplicate or delete the package.

e When you edit or create a package, you can populate the Parts List, along with the
Points and Labor lists.

Though they once were, the Part Packages are not stored in the database.

e They are stored as individual files with a .stpkg extension.

e They are distributed to company users with regular updates, and do not require the
Parts Database Manager to publish the parts database to update the packages.

e They can be organized into folders. Right-click on any folder and select OPEN
FOLDER to view the folder and package files in Windows Explorer.

e They can be created by and shared between individual users for their own use.

The Company packages, which are distributed to all users automatically, are stored in the
server folder in the Resources\Parts Packages\Company folder.

e You can copy and paste individual files into this folder freely.
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e You can create sub-folders to organize packages by right-clicking on a folder and
select NEw FOLDER.

o Users will see the folder structure when browsing for packages.
e All the package files and folders are copied to the user’s machine during updates.

Packages are stored on each workstation in the [Application Data]\Part Packages folder.

e There are separate sub-folders for User and Company.

e User created packages are stored in the User folder and are only available on that
workstation.

e The Company folder is a copy of the Resources\Parts Packages\Company folder
from the server. Any files added to the user’s version of the Company folder will
be overwritten or removed.

The Package selector in an Estimate’s System node shows the packages and separates the
User’s packages from the Company’s packages.

e The user can edit their own packages by going to TOOLS>PARTS> MANAGE MY
PACKAGES.

Updating Packages

When a Package is added to an Estimate, the price and other properties are automatically
updated to the latest values from the Parts Database. If all the parts are in the database,
you do not have to do any additional maintenance of the packages

You can also do a Find and Replace on various properties (such as custom price) of the
Parts in one or more packages.

e When managing company or user packages, right-click on a package or folder and
select FIND AND REPLACE PARTS.

Service Equipment and Tasks

There are additional tables for importing and managing a list of types of Service
Equipment and common maintenance Tasks for each. These tables are described in the
Service Estimating User’s Guide.
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12. The Studio Windows Service

The Studio Windows Service is an additional component that can be installed and run on
a server to provide additional features of Studio that require some server intervention or
outgoing emails, including:

e The Email Forwarding Service allows you to create a set of incoming mail
address based on a sub-domain that automatically route onto the Email tab of a
specific folder in a specific project (e.g., AbcSchools@studio.ourcompany.com).

o This feature requires the installation, setup and configuration of a separate
incoming SMTP server, as described later in this chapter.

e The File Notification Service allows your users to “subscribe” to changes to files
or folders in any project with an immediate, daily or weekly notification.

e The Password Monitoring Service allows an administrator to be notified when
any user views, adds or changes a password stored on a Network Tree device.

e The Task Notification Service sends various types of notifications about Tasks
from the Management Module.

e The Cloud Accounts Service allows you to set up a constant synchronization of
files and folders between Studio and a Cloud Account, such as Box.

e The Web Service creates a portal for the Mobile App and other devices outside the
network to communicate with Studio.

Installing the Studio Windows Service

The Studio Windows Service must be installed on a server that can access the other
server elements, specifically:

e The Shared Folder and the Studio SQL Server.

e If using the Email Forwarding Service, it must also have access to the mail drop
folder of the incoming SMTP server.

o Do not plan to install the incoming SMTP server on a machine already
handling email, such as an Exchange Server.

Note: The machine on which the Windows Service runs needs to have access to the
Site.ini file in its Config folder. This happens automatically if the machine was used to
set up the server, or if the machine was ever licensed as a workstation. If necessary, you
can license and unlicensed the machine to get the Site.ini file.
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The general steps to configure the service are:

e Create a new domain user to be used by the service (optional)
e Install and configure the service, including the outgoing SMTP server.

e If using the Email Forwarding Service, install and configure the separate
incoming SMTP server.

Create a Domain User for the Service (Optional)

It is highly recommended that you create a new domain user (e.g.,
SmartwareStudioServiceUser) specifically for the service. The account should have a
strong password that never changes, and must have full read/write access to the
following:

e The root of the shared folder for Smartware Studio on your file server (refer to the
ADMIN = SERVER CONFIGURATION AND TOOLS - FILE AND PROJECTS tab).

e The directory where you will install the Smartware Studio service (C:\Program
Files\Smartware Technologies\Smartware Studio by default)

e If using the Email Forwarding System, the mail root folder for the SMTP Server
(e.g. C:\inetpub\mailroot in 11S)

You will also need to add the Log on as a Service right to the user account.

e Refer to http://technet.microsoft.com/en-us/library/cc739424(\WS.10).aspx

Install the Service
The Studio Windows Service is installed through Smartware Studio itself.

e Ifit’s not already, install Smartware Studio on the server where you will run the
service, using the same procedures as you would any workstation. Refer to the
earlier chapter as necessary. You do not need to license the workstation to use the
Windows Service Administration tools.

e Launch Smartware Studio.
o In many cases, it will be best to RUN AS ADMINISTRATOR.
e From the ADMIN menu select WINDOWS SERVICE.
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e (Go to the SERVICE CONTROL tab.

m Windows Service Configuration

Mobile App  Task Scheduler
Service Control ' Outgoing Email  Email Forwarding  Motfications  Password Monitoring  Cloud Accounts  Web Service

You can configure the settings for the service from any workstation, but the changes do not take effect unless you Stop and
Restart the Service on the machine on which its running.

Service Last Responded from Machine: |

Service Last Responded at: |

I you are Instaling and Running the Service on this Machine

To manage the Service from here, you must be Running as an Administrator. Even if you're logged in under an
account that is part of the local Administrators group, you may still need to have launched Smartware Studic

explicity ‘As Administrator’.
Install/Uninstall

Install Uninstall

Local System account

This account:

Actions

Start Stop Restart

You can also Start and Stop the Service from the Windows Services tool.

0K Cancel Apphy

e Click the INSTALL button to install the service.

e If you are using a specific domain account for running the service, select THIS

ACCOUNT under LOG ON As and enter the account name and password.

After all other configuration in this chapter has been completed, you can click the START

button to start the service. Once installed, the service should automatically restart any
time Windows is restarted (Startup Type is automatic).

Manually Controlling and Configuring the Service through Windows
If you need to access the Service configuration directly from Windows:

From the Control Panel, select Administrative Tools, then Services; or search
Windows for “Services”
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e Scroll down the list until you find Smartware Studio Service. Right-click on the
Service and select Properties.

0 o )

B} Component Servces

%. File Action View Window Help
e @Dz EE »unw

“/ Services (Local)

Actions

Status  Startup Type | Senvices (Local)
Manual More Actions
Disabled

Stated  Automatic

Started  Manual More Actions.
Manual

Smartware Studio Service

Start the service
Smartware Studio Service

~r

er.. Started  Automatic

ente.. Started ut

ipes.. Started
ar... Started

A
Au
Au
M
M,

", Extended f Stondard

Opens the properties dialog box for the current selection.

Configure an Outgoing SMTP Server

Each of the services sends outgoing emails:

e The Password Monitoring and File Notification services use outgoing emails for
their notifications to the user.

e The Email Forwarding Service sends error messages to a configured
administrator in cases where it cannot route the incoming email.

e The Service itself sends a daily Status Report to an administrator to confirm the
service is running properly.

o The Windows Service will also send separate emails to any user
configured to receive Status Reports when an updated version of
Smartware Studio needs to be installed on the machine running the
service.

To send these emails, the service will need access to an Outgoing SMTP Server.

e Many ISPs make an outgoing SMTP server available over the network (e.g.,
mail.twc.com). Consult your ISP or network provider for details.

e Thisis NOT the same as the incoming SMTP Server used by the Email Forward
Service, as described later in this chapter.

e Some email providers, such as Gmail or Hotmail, allow the accounts to be used as
outgoing SMTP servers. Click the LoAD PRESET button for more details.
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To configure the Outgoing SMTP Server:

e Go to the OUTGOING EMAIL tab of the Windows Service Configuration dialog.

r B
m Windows Service Configuration [EIEJ l&]

Service Control | Outgoing Email | Email Forwarding | File Motifications I Password Monitoring I Cloud Accnunts|

Show Outgoing Emails from Email Address:  Studio Emails @ourcompany.com -
* Required - but may be ovemidden by some SMTP services, such as Hotmail

SMTP Settings

SMTP Server Address:  smtp twc.com

SMTP Timeout (seconds): 180 =

[] Advanced Settings

25 Enable 55L
Send Test Email
Email Address: Send Test Email I
—

Status Email Settings

Send Emors and Status Reportsto: | admin@ourcompany.com
Run Status Report at:  12:00:00 PM o

and again every |24 = hours

ok | [ Canesl |[ Aopy |
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@) Windows Service Cenfiguration X

Mobile App  Task Scheduler Perdormance Metrics
Service Control  Outgoing Emall  Email Forwarding  Netfications  Password Monitoring — Cloud Accounts  Web Service

Show Qutgoing Emails from Email Address: | StudioServiceOnDCO1@smartwaretech.com

* Required - but may be overidden by some SMTP services, such as Hotmail

SMTP Settings

SMTP Server Address: |sm1p.twc.:om Load Preset...

SMTP Timeout (seconds). 180 &

[ Advanced Settings

25 = Enable S5L:

Send Test Email

From: | |

Ta: | | Send Test Email

Attachment: | | Browse

Emor and Status Report Emails

Send Errors and Status Reports to: ‘itadmins@smartwaretech com

Minutes between duplicate Emor Messages: 60 =

Run Status Report at:  [12:00:00 PM &

and again every (24 |&| hours

OK Cancel Apply

e Enter a ‘From’ address to use on these emails (e.g.,
StudioEmails@ourcompany.com).

e Under SMTP SETTINGS, enter the SMTP Server Address.
o If necessary, specify a custom Timeout

o When using a Gmail or Hotmail account, you will need to specify the
Advanced Settings per that provider.

Testing the Outgoing SMTP Server

Once configured, you should test the Outgoing SMTP Server by entering an Email
Address to send to and clicking the SEND TEST EMAIL button. You should also try this
with an attachment of various sizes to confirm that the Outgoing SMTP Server allows
attachments.

Configure Status Emails

You should also specify a list of one or more administrative users to receive the daily
status report that indicates the service is running properly.

e In the Status Email Settings box, enter one or more email addresses, separated by
semi-colons.

e You can also choose the time and frequency of these status reports.
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The Email Forwarding Service

The Email Forwarding Service allows a user to send Smartware Studio an email from any
email client (such as Microsoft Outlook) and have that email appear in Smartware Studio
in a specific folder in a specific project. For example, a user could send an email to
WilsonCSD@studio.yourcompany.com, and have that email appear in a correspondence
folder of the Wilson CSD project.

Overview of the Email Forwarding Service
The service works with two elements:

e An Incoming SMTP Mail Server on any of your servers, which accepts the
incoming mail from the internet and saves the messages to a known location on
your network.

e The Studio Windows Service, which server polls the SMTP server’s inbox and
transfers the messages into the appropriate Smartware Studio project.

In addition, you will want to create a sub-domain record for the incoming email.

Note: Setting up and configuring these elements requires a detailed knowledge of
Windows and Windows Server administration. You should not attempt these
configurations without first consulting your IT Administrator.

In deciding which server or servers on which to install these services, consider the
following:

e To avoid conflicts, the SMTP Server should never be installed on a Microsoft
Exchange Server or any other server running an application with email
functionality.

e The Smartware Windows Service will need full access to the SMTP Server’s mail
drop folder (e.g. C:\inetpub\mailroot\drop in 1IS). It will also need full access to
the Smartware Studio shared folder on the file system and the Studio SQL Server
database.

Setting up an Incoming SMTP Server

You can choose any incoming SMTP Server that saves the incoming email as standard
.eml files into a folder on your network.

e While we will help where we can, Smartware cannot guarantee that we can help
set up any particular SMTP server in any particular network configuration.
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e Refer to the later section in this chapter, Example: Setting up an Incoming SMTP
Server, for examples of setting up 11S and an incoming SMTP Server

Configure the Email Forwarding Service
Once installed, there are a few steps to configure the service:

e In the Windows Service Configuration dialog, go to the EMAIL FORWARDING tab.

[ Windows Service Configuration &0 | O Ps

Service Control I Qutgoing Email | Email Forwarding | File Notifications I Password Monitoring | Cloud Accountsl

Security Settings

Maximum Emails To Process In 24 Hour Period: |50 £ Maximum Email Size: |21 = MB

Folders to Poll

Path
[ C:\Inetpubimailroot\Drop

m Edit Domain Mapping lEEI D'EJJ @
Servers
Acct # Ci N Alizs Suff Domai
ompany Name izs Suffic lomain Company Name: [SmartEdge v]
10533 Smartware Technologies sw studio .acme.com
10536 SmartEdge studio .acme.com Acct & 10536
Domain:  studio.acme com
Aias Suffic
] 1l G
Add.. ] [ Edit... ] [ Delete I [ Generate E-Mail Mailing List from Folder Aliases I
ok [ ) (o]

e Inthe Folders to Poll section, click the ADD button and select the location of the
SMTP Server’s mail drop folder (e.g., C:\inetpub\mailroot\drop in IIS)

e In the Servers section, click the AbD button, chose the company name and enter
the sub-domain name

Managing Multiple Servers
If you have an enterprise account with multiple servers, each server will appear in the
ComMpPANY NAME drop-down.

e You can assign distinct sub-domains to each server or use a single account to
handle email for multiple servers. In this case, you may want to use a distinct

Alias Suffix for each server.
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e In the example above, email sent to Customer@studio.acme.com would route to
the SmartEdge server (10536), while email sent to

Customer.sw@studio.acme.com would route to the Smartware Technologies
server.

o In both cases, it would seek to route the email to a folder with an alias of
“Customer”.

Specifying an Email Alias for a Folder

Any folder in any project in Smartware Studio can be configured with an email address to
receive emails through the service.

e All the email addresses will end with the sub-domain name you created during the
configuration (e.g., @studio.yourcompany.com).

To create a new email address, specify the EMAIL FORWARDING ALIAS property of the
folder.

e With the project checked out, create and select the folder in the project tree.
e On the right side, select the PROPERTIES tab
e On the Details sub-tab, fill in the EMAIL FORWARDING ALIAS

m Acme Company - Smartware Studio

File  Edit View Tools ManagementData Admin  Developer Help

3 | @ Back Forward 2@ =
35 Project View bl Properties - Comespondence
ot | (L] Aeme Company Fles  Emails Tasks Propeties Pemissions
% o :j Details  System
2 =8
Y L€ Warehouse Update Name:
E Description: | |
=
7% Mode Path: |Ac:me Company“Comespondence |
=
z Email Forwarding Alias: Acme
Full Email Forwarding Address: |Acme@studio.y0urt:omparﬁf.com |

e The full email address for this folder will be Acme@studio.ourcompany.com, as
shown in the properties window (for easy copying and pasting into emails).

e When an Alias is specified on a folder, an envelope icon appears on the icon (as
shown).

The Alias can be formatted to include other properties by enclosing them in angle
brackets as field codes. For example, the alias
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<ProjectNumber>.<Name>

will substitute in those values when calculating the Alias, such as

AcmeCompany.Correspondence@studio.ourcompany.com

e Spaces and other invalid characters are removed from the values when creating
the email alias.

e This feature is especially useful in template projects that are duplicated to create
new projects, as the values will automatically be updated to those from the new
project.

e To see the names of the available properties, select VIEwW->PROPERTY NAMES and
browser the Properties tabs. The Property Name will be shown in brackets

Emailing to a Project

Once an alias is created, you can send email from any mail client (Outlook, Hotmail, etc.)
by using the full alias (Acme@studio.ourcompany.com) in the To, Cc or Bcc line.

The service will poll the SMTP’s inbox folder every 30 seconds or so and copy incoming
emails to the appropriate project and folder.

e Once a project is open on a workstation, you will not see any new emails that
come in until after your close and reopen the project.

Generating an Email Import List

Smartware Studio can generate a list of all the aliased folders in all your projects so you
can import it into an address book, such as a global contact list in Microsoft Outlook.

e Refer to the documentation for Outlook or your other mail client for more details
on importing contacts.

To generate the Email list:

e From the Windows Service Configuration dialog, select the Email Forwarding
tab.

e Click the GENERATE EMAIL MAILING LIST FROM FOLDER ALIASES button.

A CSV file will be generated and opened in Microsoft Excel. Save this file appropriately
and follow the instructions for importing into your mail client.
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The Notifications Service

The Notifications Service allows users to “subscribe” to Files and Folders in a project and
receive an email when files have been changed or added. It also handles some other
administrator level notifications, such as when a part has been submitted by a user for
approval by a Part Database Administrator.

Subscribing to File Notifications
The user manages their own subscriptions:

e To subscribe to changes to a file or folder, right-click on the file or folder in an
open server project and select SUBSCRIBE TO FILE NOTIFICATIONS.

e Right-click again to select UNSUBSCRIBE TO FILE NOTIFICATIONS.

The user can also maintain their subscription by selecting VIEW—>FILE SUBSCRIPTIONS:

m File Subscription Manager EIEJ IilﬂléJ

To subscribe to a file or folder right click on the file or folder that you would like to subscribe to and click " Subscribe To File Motifications™.

File Motification Options
@ Send File Notfications Immediately
7 Send File Notifications Daiby
") Send File Notifications Weekhy
() Tum Off File Notifications

Subscriptions

Subscription Type  Project Name Folder Mame File: Name

Folder Wilzon Town Hall  Service

File Wilson Town Hall Comespondence  WTH Control Drawings pdf

e The user can choose how often to receive notifications and unsubscribe to folders
without opening the associated projects.

e Refer to the Smartware Studio User’s Guide for more detail on subscribing to
notifications.
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Enabling the File Notifications Service
To enable File Notifications, you must do two things:

e In the Studio Windows Service configuration dialog, go to the File Notifications
(Notifications in later versions of Studio) tab and check the server or servers for
which you want to send notifications.

Windows Service Configuration *

Mabile App  Task Scheduler Performance Metrics
Service Contral  Outgoing Email  Email Forwarding  Notffications  Password Monitoring  Cloud Accounts  Web Service

Servers For File Motifications

| Smartware Technologies (Corporate) |

e In the ADMIN->SERVER CONFIGURATION AND TooOLS dialog, go to the Files and
Projects tab and check the Enable File Subscriptions checkbox.

Server Configuration and Tools X

Ppplication Updates  Files and Projects  Device Passwords  SQL Server Database
File Server

The File Server path is the folder on your network when Smartware Studio stores the server versions of all project files, along with
configuration data.

File Server Path:
[\\FsD1\Data\BCS Smartware Studio

Mave

Server Fle Management Tools

View the amount and sizes of the files stored on the server, purge older versions of server files and purge files that have been
marked as deleted

Manage Server Files... Search Files... File Download History.. Server Fle Update Utility

Enable File Subscriptions (requires Windows Service to be installed and running) @

Server Project Maintenance Tools

View the list of Server Projects to recover or permanently purge deleted projects.

Manage Server Projects... Verify Estimate Calculations

Close
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Administrator Notifications

If you are a Part Database administrator and want to receive an email when a user
submits a part, image or library for approval:

e In the Parts Database Manager, select OPTIONS = OPTIONS
e Check the notifications to subscribe to

ﬂ Parts Database Manager Options >

[] Custom Timeout for synchronizing tables with Smartware Parts Database

100 2 | seconds

Email Motifications

Subscrbe to User Parts Submitted for Approval
[] Subscribe to Part Images Submitted for Approval
[ Subscribe to Libraries Submitted for Approval

0K Cancel

The Password Monitoring Service

The Password Monitoring service can send an administrator an email every time a
Password record stored on a Device in the Network Tree is viewed or changed.

To configure this service:
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In the Studio Windows Service configuration dialog, go to the Password

[ ]
Monitoring tab and check the server or servers for which you want to send
notifications.
f m Windows Service Configuration — lIEIﬂ _JEB @1
| Service Control | Outgoing Email | Email Forwarding | File Motifications | Password Monitonng | Cloud Accounts
You can tell the service to send an email every time a Device Password is viewed or changed.
Servers
[7] Smartware Technologies
SmartEdge
Email Frequency
@ Immediatety
(©) Every 24hoursat  |12:00:00 AM |
Send Email To:  admin@smartwaretech.com
Subject Line:  Password action has occumed
[ Only Notify about Passwords flagged as ‘Priority’
Send One Email Per Password Action
ok | [ Canesl |[ Aopy |
e Specify the Email Frequency and a semicolon separated list of email recipients, as

well as the other options.

The Device Password Log Report
There is also a tool for searching and generating reports of which users accessed which

passwords.

e Go to ADMIN=>SERVER CONFIGURATION AND TooOLS and select the DeVICE

PASSWORDS tab.
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Other Services

There are other services that can be configured for the Windows Service. These are
described in later chapters and other Guides.

e Cloud Accounts are discussed in Chapter 15.
e The Smartware Studio Mobile Application is discussed in Chapter 16.
e The Task Scheduler is discussed in the Management Module Guide.

Example: Setting up an Incoming SMTP Server

This section will give you examples of setting up an incoming SMTP Server for use with
the Email Forwarding Service.

e This example is for illustration purposes only. We do not warrant that this
method will work in all scenarios or all versions of Windows, and we can only
support such setup to the best of our abilities.

Note: Setting up and configuring these elements requires a detailed knowledge of
Windows and Windows Server administration. You should not attempt these
configurations without first consulting your IT Administrator.

The sole purpose of this SMTP Server is to receive mail on behalf of Smartware Studio.
It should be explicitly configured not to forward or relay mail to reduce the chance that
any malware could use it maliciously.

The general steps are:

e On your DNS server, create an A record for the sub-domain (e.g.,
studio.yourcompany.com) and point it to that IP address.

e Install the SMTP Server software. The example that follows uses Windows IS,
but other SMTP servers should work as well.

e Configure the SMTP Server to recognize your sub-domain.
e Configure the SMTP relays to only allow mail from the SMTP server itself.

Some examples follow in the next sub-sections.

Example: Creating a DNS Record for Subdomain in Windows Server

e Refer to http://technet.microsoft.com/en-us/library/cc779029.aspx
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Example: Installing an 11S SMTP Server — Windows Server 2008 R2
To begin the installation of an 11S SMTP Server:

e From the START menu, choose RUN, enter “servermanager.msc” in the OPEN
dialogue box and click OK.

e Right-click on FEATURES and click ADD FEATURE.

File —Action View Help
e Al 7]

i’.‘: Server Manager (WEB01)
# 5 > Roles

e
[

Add Features i') View the status of features installed on this server and add or remove features.
Remove Features ~ly’

® g wind _View 5

G Sevi pefrech
L)
B & Local  Help
O ousers |
| Groups
[# &3 Storage

~ Features Summary

v Features: 5 of 42 installed

e Use the ADD FEATURES WI1zARD to select SMTP Server on the SELECT FEATURES
Page

Add Features Wizard [ ]

=
i{% Select Features

LS

Features Select one or more Features to install on this server,
‘Web Server (IIS) Features: Description:
Role Services T Simple TCPJIP Services 3 SMTP Server supports the transfer of
Sup— e-mail messages between e-mail
Confirmation (B2 =1TP Server systems.,
b &[] SNMP Services
Togress O Storage Manager for SANs
Results

["] subsystem for UNIX-based Applications

] Telnet Client

] Telnet Server

] TFTP Client

[ Windows Biometric Framework

["] windows Internal Database

] windows PowersShell Integrated Scripting Environment (1¢

alled)

1 ®

] Windows ctivation Service
1 [[] windows Server Backup Features
] windows Server Migration Tools

[ Windows System Resource Manager
[] windows TIFF IFileer

[] WinRM II5 Extension

E WINS Server

[] wireless LAN Service

[ %P Viewer i
4 | »

More about features

&

;;,w;,u;| Next > I Install Cancel
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e You may see a dialogue box like the one below stating that certain role services
and features are required for SMTP:

Add Features Wizard E3
Add role services and features required for SMTP Server?
WY=
~  You cannot install SMTP Server unless the required role services and features are also installed.
Role Services: Description:
= Web Server (IIS) Web Server [IIS] provides a reliable,
= Management Tools manageable, and scalable Web application
= infrastructure.
[# IS & Management Compatibility

= Web Server

[# Health and Diagnostics
- Remote Server Administration Tools
= Feature Administration Tools
SMTP Server Tools

0|

Add Required Role Services I Cancel

(i) Why are these role services and features required?

i

e Click ADD REQUIRED ROLE SERVICES and you will return to the previous section;
click NEXT.

e Inthe WEB SERVER (IIS) section, click NEXT to proceed to the ROLE SERVICES

section:

3
_:Eﬁ'; Web Server (IIS)
L&

Features Introduction to Web Server (IIS)

‘Web servers are computers that have specific software that allows them to accept requests from client
computers and return responses to those requests. Web servers let you share information over the Internet, or
through intranets and extranets. The Web Server role includes Internet Information Services (I1S) 7.0, a unified
. Web platform that integrates 115 7.0, ASP.MET, and Windows Communication Foundation. IIS 7.0 also features
Confirmation enhanced security, simplified diagnostics, and delegated administration.

Role Services

Progress

Things to Note
Results

Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web server
traffic, especially when there are multiple roles on this computer.

The default installation for the Web Server (IIS) role includes the installation of role services that enable
you ko serve static content, make minor customizations (such as default documents and HTTP errors),
monitor and log server activity, and configure static content compression,

Additional Information

Overview of Web Server (115}

Overview of Available Role Services in IIS 7.0
115 ChecKlists

Common Administrative Tasks in IS
Overview of WSRM

< Previous I [ext > I Inistal| Cancel
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e The RoLE SERVICES should be pre-populated — 1S 6 Management
Compatibility should be selected, and below it, 11S 6 Metabase Compatibility
and IS 6 Management Console should also be checked. Click NEXT to continue:

Add Features Wizard [ ¥}

N

=
,:lgaa Select Role Services
5

Features Select the role services to install For Web Server (11S):

Web Server (I15) Role services: Description:

‘Web Server provides support for
HTML Web sites and optional support
for ASP.NET, ASP, and Web server
extensions. You can use the Web

Role Services [ 115 Client Certificate Map

JRL Autl 3

ping Authentication ;I
lled)

Confirmation

e ) Server to host an internal or external
Results = [@ Performanc Web site or to provide an environment
Static Content for developers to create Web-based
ol applications.

|: Dynamic Content Compression
= & Management Tools (Installed)
115 Management Console (Installed)
["] 115 Management Scripts and Tools
[] Management Service
= [E 115 6 Management Compatibility
[V] 115 6 Metabase Compatibility
[[] 115 & WMI Compatibiiy
[] 115 6 Scripting Tools
E 1IS 6 Management Console
=[] FTP Server
[ FTP Service
[ FTP Extensibility
[] 115 Hostable Web Core

More about role services

< Previous | Mext > I Install Cancel

¢ Inthe CONFIRMATION section, click INSTALL.
e Inthe RESULTS section, click CLOSE to complete the installation.

Example: Configuring an 11S SMTP Server — Windows Server 2008 R2
To configure the 11S SMTP Server:

e From the START menu, choose RUN, enter “inetmgr6 ” in the OPEN dialogue box
and click OK.

e Expand the item for the Computer in the tree
e Expand the item for the SMTP Server in tree
e Click on DOMAINS

e In the domain name list, right click and choose RENAME to rename the domain to
match your email sub-domain (e.g. studio.yourcompany.com)
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To prevent this server from relaying spam, you will need to turn off relay and only allow
it for the SMTP Server.

e Right-click on SMTP VIRTUAL SERVER and select PROPERTIES

( Internet Information Services (IIS) 6.0 Manager

‘"g File  Action View Window Help

&8 |mlE a8y i

?g Internet Information Services Computer I Local I Yersion I Status
(= 58 WEB01 (local computer) % IWEBD!1 (local computer) Yes L5 Y7.5

Start

€ CurrentSess  2toP
Pause

New »

New Window from Here

Rename

e Go to the Access tab and click the RELAY button.

[SMTP ¥irtual Server #1] Properties EHE

General Access | Mes&agesl Deliveryl LDAP Houtingl Security|

—Access control

Edit the authentication methods for this T ey
rezoUrce.

— Secure communication

TLS iz not available without a certificate.

I Requie TLS encoption

r— Connection contral
Grant or deny access to this resouce using 2

: Connection...
IP addreszses or Internet domain names.

— Relay restrictions

Grant or deny permiszions to relay e-mail Fielay
thraugh this SE TP wirtual server.

0K Cancel | Apply | Help |

Smartware Studio - Setup and Administration Guide Page 161



The Studio Windows Service

On the Relay Restrictions dialog:

e Ensure that the ONLY THE LIST BELOW radio button is checked.

e Click the AbD button and enter in the IP address localhost, (127.0.0.1); click OK.
This will only permit the server itself to relay mail.

Relay Restrictions E3

Select which computer may relay through this virtual server:

" Dnly the list below
" All except the list below

Computers:
Access ] |P Address (Mask) / Domain Name
@" Granted 127.0.01
Add... I Remove ]

V' Allow all computers which successfully authenticate to relay, regardless
of the list above.

0K I Cancel Help
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13. Enterprise Management and Reports

This chapter discusses a set of reports that incorporate data from multiple projects across

your server, as well as features designed to managing multiple servers in an Enterprise
environment.

e While we refer to the reports described here as Enterprise Reports, even a single-
server organization can run them. Other features, such as Remote Login, will only
apply to true multi-server enterprise configurations.

Enterprise Reports

To run administrative reports for your single server or Enterprise environment, select the
ADMIN—>ENTERPRISE MANAGEMENT AND REPORTS menu command.

[@) Enterprice Management and Reports - m} *
Selected Account # Company Name Server Path Select Al
10533 | Smartware Technologies \\Fe011Data‘\Data‘.Smartware Technologies\Smartware Studio Server Unselect Al

Reports  File Distrbution  Management Module  Server Ltilities  Output Log

Reports to Generate: Options Scan Projects for Statistice
O CIDL!d Accou!'d Shar.es Show Reports Scan Nodes
[] Desian Drawings using MFL
[] Licenses Save Reparts Scan Paint Stats Files Recalculate Weights
[[] MFL Usage - By MFL. Praject Count, File Coi [ Generate FDF Reports
[[] MFL Usage - By MFL, Project, File Show Detalled Wamings Log from Scan
[[] MFL Usage - By MFL, Project, File Count [ Run Reparts Individually
[[] MFL Usage - By Project, MFL Court, File Coi
[ MFL Usage - By Project, ML, File [ Send Repors to Prnter
[[] MFL Usage - By Project, MFL, File Count [] save Excel Reports to CSV
% grfgjc:dPsatr:igncg [ Show File Extensions Clear Node Scan Dates Clear Point Stats Scan Dates
[] Projects Options
[] Users Run Selected Reports
Enterprice Report Timeout: |30 =
Files to Ignore...
View Data Sources.. Open Report Template Folder Use Flexcel Use Flexword

Close

e From here you can select and run one or more reports representing data across the
server and its projects.

e For Enterprise environments, you can select some or all of the servers to query.
The resulting report will include data merged from those servers.
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e These reports are stored in your [ApplicationData]\Reports\Enterprise folder.

o Click the OPEN REPORT TEMPLATE FOLDER link to view the folder’s
contents.

e You can copy these templates and customize the copies to make your own reports.
Refer to Smartware Studio - Reporting Guide for more detail.

The Project Statistics Report

The Project Statistics report requires that additional information be gathered from
projects. Before running this report, click the SCAN NODES button to update this data.
Depending on the number of projects, this may take some time.

This report includes:

e For Estimates, the Contract Amount and Gross Margin (as percent and dollars).

e For Designer nodes, the number of Designer Visio drawing files and the child
node count.

On occasion, as noted in the Release Notes, new calculated fields may be added to the
report. In those cases, if you have previously scanned nodes you will want to click the
CLEAR LAST ScAN DATE button before doing the next scan of nodes to rescan all projects
and get the new information.

Point Statistics

Point Statistics files are a special case where the report named Point Statistics is run for a
Designer or Estimate Project and named with the phrase ‘Point Statistics’ in the file
name. These reports have a specific format that include counts of engineering points by
point type, which can be scanned separately into the Project Statistics data.

e You must run and save the Point Statistics report in each Designer or Estimate
project for which you want these statistics.

e The format of the report should not be changed after it is generated, though you
can fill in additional values manually into the existing format.

e The file must be named as described above.

If you are using these Point Statistics files, you can click the SCAN POINT STATS FILES
button after you run the SCAN NODES button to update the Point Statistics.
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Designer Drawings using MFLs

The Designer Drawings using MFLs report helps you locate Designer drawings that are
copied from or based on system drawings contained in a Multi-File Library.

In some cases, there may be file names that you use for testing or otherwise want to be
ignored in these reports. You can provide a list of file names to ignore by clicking the
FILES TO IGNORE button:

Report of Designer Drawings From MFL >

File Names To Ignore for ‘Design Drawings using MFLs" Report:

000-Table of Contents.vsd ~
001-Boston Installation Standards vsd

Air Flow Schedule vsd

Architecture vsd

Automation Cverview vsd

Cable Spec.vsd

Cable Specifications.vsd

Damper Schedule.vsd

Detail Drawing.vsd

Floor Plan wsd

Floor Plans .vsd

Floomplan.vsd

Floorplans wvsd

Flow Meter Schedule vsd v

You can use * and ? wildcard characters (e.g., "AHU™)

Cancs

e You can use the * and ? wildcard characters (e.g., VAV*.vsd)

Configuring a Multi-Server Enterprise

In most cases, an organization will have a single server to store all their projects. In
larger organizations, especially those where offices are geographically separated, it may
be useful to have multiple independent servers, each with their own configurations and
sets of projects. In these cases, it is possible to associate these servers as an Enterprise or
Account Family and manage them as a whole.

e An Account Family must be created in the Smartware License database by our
support team. Please contact us to discuss the pros and cons of specific
configurations and how to set them up.

Account Family Administrators

One or more users in your company must be designated as an Account Family
Administrator. These people will have administrative access to each server, as well as to
the shared Enterprise configuration.
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Account Family Administrators must be set up by our support team.

Remote Users

Each user is associated with a single home server, but it is likely that some of them will
need to access other servers in the Enterprise. Each user that needs to access a specific
server will need to be registered as a Remote User of that server.

An administrator of a server can give remote access to any other user on another
server, as well as remote access to a server in a different enterprise account
family.

To give a user remote access to multiple servers, they will need to be added as a
Remote User to each of those servers individually.

To register a Remote User, go the Account Manager on that server (ADMIN—>USERS AND
LICENSES).

Page 166

There will be an additional tab for Remote Users, showing any users currently
configured as Remote Users.

Click ADD REMOTE USER to select a user from any of the other servers in the
Account Family and make them a Remote User of this server.

Alternatively, you can also add a user to multiple remote servers and user groups
at the same time by right-clicking on a user within the USERS tab and selecting
CHANGE REMOTE ACCESS.

Refer to the section Adding and Managing Users in the earlier chapter
Administering Smartware Studio for more details on the Account Manager.
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Remote Login

Once configured as a Remote User, a user can log into a remote server by selecting
FILE®>REMOTE LOGIN:

ﬂRemoteLogIn lEDlEE\J l‘:'|E||i:h]1
Select a Server Account to connect to:
Acct & Company Name Can Log In
Sl o Teswoiges T
10605 | Smartware Test Server
l Create Shortcut for Account J I Log In ‘ I Close I

e When you log into a remote server, a new instance of Smartware Studio will open
and point to that server. You will only see the projects and files for that server.

e Certain configuration tools are not available when remotely logged in.

¢ You must have appropriate connectivity to the remote server’s file and SQL
servers before you do the remote login. This may entail establishing a VPN
connection.

Enterprise Features

There are a number of features specific to an Enterprise configuration. Most deal with
distributing resource and configurations files from a central location (the Enterprise
Distribution Folder) to each of the servers in the Enterprise, thus keeping them in sync
and avoiding the need to update each server individually.

e For more details about distributing templates and files, refer to the next chapter,
Libraries, Templates and Distributions.

The Enterprise Distribution Folder

This folder should be located on a server that is accessible by the Family Administrator,
as it is where files are copied from when these tools are used by the Admin.

e You will need to provide the path of this folder to our support team to enter into
our account database.
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This folder can contain a number of sub-folders, most of which mimic the structure of the
Resources folder on each of the individual server’s Shared Folders. These folders can
include:

e Custom Templates
e Databases

e DS Stencils

e Estimating/Estimate Models
e My Documents

e Part Packages

e Reports/Design

e Reports/Estimate

e Reports/Enterprise
e Schedule Templates
e System Library

Distributing Enterprise Files
To distribute the Enterprise files to one or more servers, go to the File Distribution tab:

File Distribution | Cutput Log

‘You can force the latest copies of the Entemprise Resources to be copied onto each server, where they will be distributed to all users.
The files will be copied from the Enterprise Distribution Folder. Open Distribution Folder...

Also Copy M5l to Account Servers

Alzo Copy Cached Parts Database (PzCache.mdb) from this Workstation to Account Servers

lgnore the Part Packages Folder {otherwise it is deleted and redownloaded from scratch)

Copy Files

e Click OPEN DISTRIBUTION FOLDER to access the folder in Windows Explorer to
create the various sub-folders and copy in the files to distribute.

e When you click the Copy FILES button, the files in the Enterprise Distribution
folder will be copied to the corresponding Resources folder on the selected
servers.

e Details about the copying can be viewed on the Output Log tab.

e Refer to the next chapter, Libraries, Templates and Distributions, for more details
about how files are distributed and how to recall old files.
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Other Enterprise Features

As described in the next chapter, some of the special distributions and customizations
allow for a specific Enterprise version to be created that is merged with any server-
specific customizations. These features include:

e Enterprise Custom Templates Menu (Enterprise Custom Templates.xml)
e Enterprise Designer Shape Dictionary (Enterprise DS Shape Dictionary.xIs)

e Enterprise ‘My Documents’
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14. Libraries, Templates and
Distributions

This chapter discusses some of the features that allow you to incorporate custom
templates and libraries into the Studio environment to be used by the various modules.

The Resource Folders

Most of the features covered in this chapter refer to the Resource Folders on the users’
workstations and your file server.

The Resource Folder Locations

For most workstations, the user’s Resources are stored in:
C:\ProgramData\Smartware Studio\
For the server, the Resources folder is:

\WOurServer\Smartware Studio\Resources\

This assumes that your server folder is \\OurServer\Smartware Studio\

e You can access the Resource folder on a workstation from
TooLsS>OPTIONS=> LOCAL FILES

Adding Custom Resource Files
There are a few simple rules for customizing resource files:

e The resource folders contain files that are installed and updated with Smartware
Studio.

o You should not modify the files that Studio installs, as these files will be
removed or overwritten during an updated install.

o To customize a file, duplicate it in the folder and rename the copy to be
your custom version.

e If users copy files into the folders on their workstation, only they will be able to
use them.

e If an administrator copies files into the folders on the server, they will be copied
to the corresponding folder on all users’ workstations when the Background
Updater is next run on their machine.
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o Refer to the later subsection on the Background Updater for more detail.

The Resource Folders
The following folders are used to hold specific resources:

/Custom Templates

e Can contain template files (Word, Excel, Visio, etc.) to be used with custom
‘New’ menu items

o Refer to the section, Customizing the ‘New’ Files Menu, later in this
chapter for more detail.

e Can contain files for controlling the Designer right-click add-shape menu:
o User DS Shape Dictionary.xls and Company DS Shape Dictionary.xls
o Refer to the Designer Module User’s Guide for more detail.

/Databases
e Contains PzCache.mdb, the caches version of the Parts database.

/Distributables

e Contains optional files distributed by Schneider Electric and downloaded by the
Parts Database Manager.

e Refer to the later section on Schneider Electric Distributables for more detail.

/DS Stencils
e Can contain custom Visio stencil files (.vss) for use with Designer

o These stencils will be copied in the users’ My Documents\My Shapes
folder

o Refer to the Designer Module User’s Guide for more detail.

/Estimate Models (Workstation)
e Can contain Estimate Model Template files (.EstModel)
e This folder is /Estimating/Model Templates on the Server
e Refer to the Estimating Module User’s Guide for more detail.

/My Documents (Server)

e Can contain folders or files that you want copied into all user’s My Documents
folders/

o Refer to the later subsection, My Documents Distributions, in this chapter
for more detail.

/Part Images
e Can contain custom image files for use in the Designer module shapes.

Page 172 Smartware Studio - Setup and Administration Guide



Libraries, Templates and Distributions

/Part Packages
e Can contain custom Part Package (.stpkg) files for use with the Estimate module.
e Refer to the earlier chapter on the Parts Database Manager for more detail.

/Reports/*

e Can contain custom reports for the various modules, stored in the corresponding
sub-folders: Design, Estimate and Enterprise.

e Refer to the separate Smartware Studio Reporting Guide for more details.

/Schedule Templates
e Can contain custom Schedule Template files (.stsch)

e Contains corresponding schedule report templates that can be stored in like-
named sub-folders (e.g., \Schedule Templates\Valve Schedule)

/System Library (Server)
e Can contain Multi-File Library (MFL) files (.zip)
e Can also contain older single-file library Designer module library drawings (.vsd)

e These files are copied to the __System Library folder in the user’s Local Files
folder.

e You can access these folders from the ADMIN=> LIBRARIES, TEMPLATES AND
STANDARDS tool

o Refer to the later section on Multi-File Libraries and the Designer Module User’s
Guide for more detail.

Updating and Recalling Distributed Files

If you add a file to one of the Resource folders on the server, it will eventually be copied
to the corresponding folder on each workstation.

e If you need to update the file, simply copy the updated version into the same
folder on the server.

o The new version must have a later timestamp to trigger the update on the
workstations.

e If you want a file or folder deleted from all the workstations, you can create a
recall.txt file in that folder.

o Create a text file named recall.txt in any distribution folder on the server.

o Inthisfile, list the names of the older versions of files or folders (one per
line) that were distributed that you want removed from the corresponding
folder on each workstation.
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Designer Module Templates

As described in the Designer Module User’s Guide, each user can create and specify
custom versions of the various template documents (Blank Drawing, Table of Contents,

etc.).

e Custom versions of the templates should be copied into the Custom Templates
resource folder.

e To specify company-wide templates that users can or cannot override, select the
ADMIN—>LIBRARIES, TEMPLATES AND STANDARDS menu item and go to the
Template Files tab.

m Libraries, Templates and Standards G0 | CIa =aRE X

| System Libmryl Template Files | Software Tags | Other Distributable Files

Template File Locations

Custom Templates for the Company are stored in the Resources\Custom Templates folder on the server. These files are automatically
copied onto each workstation

Custom Templates for this workstation are stored in the [Applcation Datal\Custom Templates folder.

The default templates (which you can copy to create custom templates) are stored on this workstation in the [Program Files['Templates
folder.

Designer Module Template Files

When using the Designer Module, the user can insert blank files of differert types. By default. each user can create and specify their own choices for the
templates. Here you can speficy the defaults for these templates and whether the user has the option of overiding these choices.

Users select their own templates individually

@ The template files below are auto-selected on each Workstation Users can overmide these selections
Blank Drawing: SmartEdge Blank Drawing.ved Valve Schedule: SmartEdge Valve Schedulexls =
Table of Conterts: SmartEdge Table of Contents.y Air Flow Schedule:  SmartEdge Air Flow Station Sct =
Valve Legend:  <Default> - Damper Schedule:  SmartEdge Damper Schedulex
Device Details:  «Default> -

OK Cancel

My Documents Distributions

You can create a folder on your Company (and Enterprise) server that will distribute any
types of folders and files to your end-users’ My Documents folders.

e This feature can be used for files that are unrelated to Studio itself, such as
standard company forms.

To distribute files to the user’s My Documents folder:

e Copy the files and folders to be distributed to the My Documents resource folder
on your Company Server.

o You can access this folder easily from the ADMIN—> LIBRARIES,
TEMPLATES AND STANDARDS tool on the Other Distributable Files tab.

Page 174 Smartware Studio - Setup and Administration Guide



Libraries, Templates and Distributions

e For multi-server Enterprises, copy the files and folders to the Enterprise Folder’s
My Documents folder.
o You can access this folder easily from the ADMIN->ENTERPRISE
MANAGEMENT AND REPORTS tool on the File Distribution tab.
e Users will not receive these files by default and must opt-into receiving them.
o On the workstation, go to TooLs—> CHECK FOR UPDATES and click the
OPTIONS button.
o Check the box next to Company ‘My Documents’ Files.
e The files are downloaded as part of the Background Updater, which normally runs
with the first launch of Studio each day.
o The TooLs—>CHECK FOR UPDATES tool can force the download at any
time.

o The Recall.txt feature referenced earlier in this chapter is available to
remove folders and files at both company and enterprise levels.

Checking for Updates

All of the updating of resources and files on a workstation is handled by the Updater.

e To have a workstation check for and download any available updates, select
TooLs—> CHECK FOR UPDATES.

rﬁ Smartware Studio Updates lEE‘ | E‘EJ [ = |ﬂh|ﬁ

Licensing . Your license has been updated.
Application Update . There were no updates avaiable.
Parts Database . There were no updates available.
Smartware Part Updates Check O There are updates available from Smartware.
Company Resource Files . There were no updates avaiable.

Part Information PDFs . There were no new PDFs to download.

Details

- There are updates to the Distributable Files available for download a
As a Parts Database Administrator, you can download these updates by selecting Admin-=Parts
Diatabase Manager.

| When running in the background, close this Updater automatically if there are no updates

| Check for Updates || Options.... |

e When you open the form, the checks will start immediately. If any of the items
require attention or interaction, their bullets will be yellow or red.
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The Background Updater

In general, the first time Studio is launched during the day it will start up a separate
instance to do these checks in the background.

e The Background Updater will show as an icon in the lower-right corner of the
screen (in the Windows Notification area, sometimes called the System Tray). If
you double-click or right-click on that icon, you can open the Updater window.

e More often than not, no action is required by the user.

e To change the options for when the Updater will automatically close or if you
prefer it to show or hide notifications from the system tray:

o Access the settings from TooLs = CHECK FOR UPDATES - OPTIONS
o Or from TooLs = OPTIONS = LOCAL FILES = DOWNLOAD OPTIONS

Close the updater after all tasks have finished

) Always
() K there are no updates
(@) Mever

[] Hide Studio Updater Tray lcon Notfications

To manually check for updates later in the day, simply select TooLs—> CHECK FOR
UPDATES.
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Download Options
The workstation can be configured to include or exclude certain downloads.

e To set the options, choose TooLs—>CHECK FOR UPDATES and click the OpPTIONS
button.

@ Download Options X

Always Download and Update the following:

PDF Files Close the updater after all tasks have finished
Company Multi-File Library Files
[] Company "My Documents’ Files () Mways

[[] Schneider Electric Multi-File Library Files
[] Schneider Blectric Design360 Stencils

[] Schneider Blectric Prometheus Files ®) Never
[] Insidel@ Multi-File Library Files

() I there are no updates

[] Hide Studio Updater Tray lcon Notffications
Also download these Schneider Bectric Installable Folders:

[] SmartStnodure Standard ATE -b3.2ip
[] Smant Struseure Application Component Library zip

These folders will be installed into a folder called
Schneider Blectric in your My Documents folder.

0K Cancel

Multi-File Libraries

Multi-File Libraries (MFLs) are essentially zip files that contain a set of related
documents, often for a single system such as an Air Handling Unit. These files might
include Designer drawings, estimated system nodes, sequence documents, and graphic
images.

e Refer to the chapter in the Smartware Studio User’s Guide for full information on
creating and using MFLs.

Distributing MFLs

As described earlier, MFLs are stored in the System Library resource folder on the server
and copied to the __System Library folder in the user’s Local Files folder.

To publish a library to all users in an organization:

e Get the MFL from the __ System Library folder of the workstation on which it was
created.

e Copy it to the Resources/System Library folder on the Server.
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Each workstation can control which MFLs they receive by going to TooLS—>CHECK FOR
UPDATES and clicking the OPTIONS button.

Submitting and Approving User Created MFLs

Users who create their own MFLs can submit them to be reviewed and approved by an
administrator.

Users can create and edit the libraries from TooLS=> LIBRARIES=> MANAGE MULTI-FILE
LIBRARIES.

e They should right-click on the Library to submit and select SUBMIT LIBRARY FOR
APPROVAL.

e This will copy the Library onto a temporary folder on the server ([SERVER
FOLDER]\Resources\Review\System Library).

Administrators can then go to the Parts Database (ADMIN->PARTS DATABASE) and select
DATA TABLES—>SYSTEM LIBRARIES FOR APPROVAL.

e This shows a list of all the libraries pending approval.

e The Administrator can view and edit the Library, its properties and its contained
files.

e When the Library has been reviewed, the Administrator can right-click on the
library and select APPROVE LIBRARY Or REJECT LIBRARY.

e If approved, the library is copied into the Company's main Library folder, and it
will be downloaded onto users' machines during the next update. If either
approved or rejected, it is removed from the Review folder.

If you have configured the Studio Windows Service, Administrators can request to be
notified when an MFL has been submitted for approval:

e These notifications can be enabled by going to ADMIN->PARTS DATABASE then
selecting OPTIONS—> OPTIONS.

Schneider Electric MFLs

Schneider Electric makes available to its partners a set of MFLs containing files for use
with its product lines. These libraries can be downloaded onto your server for
distribution to users as well. Refer to the next section, Schneider Electric Distributables,
for more detail.
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Schneider Electric Distributables

In addition to all the part data and product information PDFs, Schneider Electric has three
types of additional resources that they make available to their partners:

e Multi-File Libraries
e Custom Designer Stencils
e Other Files

These files are distributed in two steps:

e The files are optionally downloaded to the Company server through the Parts
Database Manager.

e Users can opt-in to having these files copied onto their workstations

Downloading the Distributables to the Company Server
To download the Schneider Distributables to your server:

e Open the Parts Database Manager by selecting ADMIN->PARTS DATABASE.

o If'the dashboard doesn’t come up automatically, select
FILE-> DASHBOARD.

e Go to the Other Distributable Files tab
e Click the arrow button to get the latest files

m Parts Database Manager - Dashboard EIEJ &J

Parts Database Manager - Dashboard
Parts | PDF Files and Part Images Other Distributable Files'

These addttional resource files are available from Schneider Electric. You can choose to
Sma rtwa re download them to your server and make them available to your users. Mutti-File Library Designer Stencils Other Files
Master 7/29/2M5 8/25/2015 6/10/2014
Database

Synchronize Your Company's Database with Smariware's *

These files are copied to your Compary Server. When a user's workstation checks for
updates on a daily basis {or explicitly through the Tools—>Check for Updates command), amy ; . .
new files on the server will be copied to their Workstation Muti-File: Library Designer Stencils Other Files

Your Server 7/29/2015 3/24/2015 6/10/2014

Once a day when the user starts up while conected to your file server with 3 good connection,
they will be asked if they want to download any new or updated files from your server.

Users'
- They can choose which sets of files to install by selecting Tools—>Check for Updates and
Workstations | wviewingthe options

Status
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The files will be downloaded into sub-folders on the Company Server in the
Resources/Distributables folder, specifically:

Resources/Distributables/SE/MFL
Resources/Distributables/SE/Stencil
Resources/Distributables/SE/Other

These folders may contain other sub-folders. The structure of the folders will be
recreated on the users’ workstations.

Downloading the Distributables to a Workstation

To opt-in to receiving these files on a workstation, go to TOoLS—>CHECK FOR UPDATES
and click the OPTIONS button:
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ﬂ Download Options

[ESHIE==>"=)

AMways Download and Update the following:

PDF Files
Company Multi-File Library Files

Schneider Electric Design3&0 Stencils
Company My Documents’ Files

Schneider Electric Mutti-File Library Filas

Also download these Schneider Electric Installable Folders:

[ Smart Stnodure Standard ATE - b3.zip

Smart Stnocure Application Component Library.zip

My Documents folder.

These folders will be installed into a folder called Schneider Electric in your

l

oK || Concel |

To receive Schneider MFLs and/or Designer stencils, check the appropriate boxes
in the upper list.

To receive one or more of the Other Installable Folders, check the boxes in the

lower list.
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e MFL files will be copied to the user’s __System Library folder in their Local Files

folder.

e Stencil files will be copied the user’s My Documents/My Shapes folder, which is

where Visio looks for custom stencils

e The Other files will be copied into sub-folders in the user’s My

Documents/Schneider Electric folder.

The files in an Installable Folder are downloaded onto the server as a zip file but

expanded into folders and files on the user’s workstation. A copy of the zip file is also

kept on the user’s workstation and is used as a reference to compare to any updated

versions to properly synchronize the folder.

Customizing the ‘New’ Files Menu

The NEw menu is available when a user right-clicks on a folder or in the empty area of a
folder’s Files tab. This menu contains a list of blank documents that you can insert into

your project.

View Icons

Select All

New b|

Insert Files from Multi-File Library...
Insert Drawing from Single-File Library...

|

&)

Designer Drawing

Table of Contents
Detail Drawing

Floorplan Template

Project Builder Spreadsheet

Project Builder Drawing
WorkPlace Tech 5.x Application

Microsoft Word Document
Microsoft Excel Workbook
Text Document

Request for Authorization

&

Company Letterhead

Reports

e The default list of blank template files will vary depending on the type of folder.
For example, Microsoft Word documents can be inserted anywhere, but Designer
Drawings can only be added to a Designer Systems folder.
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You can add your own documents to this menu and can make this list available to all
users.

e This process requires some manual file manipulation in Notepad or another text
editor.

You will need to create a text file called Custom Templates.xml which lists the entries for
the NEw menu. The format of this file should be similar to the following example (we
suggest you cut and paste from here):

<?xml version="1.0" encoding="utf-8" 2>
<TemplateFiles>
<TemplateFile>
<Description>Our Letterhead</Description>
<FileName>Acme Letterhead.doc</FileName>
<DefaultFileName>New Letter.doc</DefaultFileName>
<MenuPath>Form Letters</MenuPath>
<MenuSection>Custom</MenuSection>
</TemplateFile>
<TemplateFile>
<Description>Our Legend Page</Description>
<FileName>Acme Legend.vsd</FileName>
<DefaultFileName>Acme Legend.vsd</DefaultFileName>
<MenuSection>Systems</MenuSection>
<FileType>Designer Suite Drawing</FileType>
</TemplateFile>
</TemplateFiles>

The file is essentially a list of <Temp1aterile> records. For each one, you should
specify:

Description What it says on the NEw menu

FileName The actual name of your template file

DefaultFileName The initial name that will be given to the file the
user creates when they select it from the New
menu.

MenuSection An indicator as to the section of the menu in which

the file should be listed.

The following properties are optional:

MenuPath If specified, the item will appear as a sub-item on a
pop-up menu, and MenuPath will be the text for the
menu. You can create multiple levels of sub-menus
by using a slash between levels (e.g.,

“Letters/Form Letters”)
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SeparatorBefore If the value is “True”, it indicates that there should
be a separator line in the menu before the entry.
The separator will be on the last level of a multi-
level menu.

AddSeparator You can also create an explicit separator outside of
any of the defined templates. Create a
<TemplateFile> record that includes only the
MenuPath and AddSeparator properties, and a
separator will be added to the menu tree after any
existing menu items defined at that level:

<TemplateFile>
<MenuPath>Our Menu/Forms</MenuPath>
<AddSeparator>True</AddSeparator>
</TemplateFile>

FileType An indicator as to what the specific type of file is
(mostly for Visio files, which can be more than one
type)

OnlyAllowOnNodeTypes  Specifies a comma-separated list of node types that
should show this template file (and therefore not
show it on all others). If this tag is omitted, the
template is available for all node types.

<OnlyAllowOnNodeTypes>Folder, System</OnlyAllo ..

OnlyAllowOnNodesNamed Specifies a comma-separated list of names for the
nodes that should show this template (and therefore
not show it on all others). Wildcard characters
(*and ?) are allowed.

<OnlyAllowOnNodesNamed>Sales*</OnlyAllowOnN ..

FillinProjectFields If the value is “True”, it indicates that this
document should be processed as a Mail Merge
template. Refer to the next sub-section for more
details.

QualityRecord If the value is “True”, it indicates that the copy of
the file created in the folder should have the
QualityRecord property set to true.

The valid values for MenuSection are:

Blanks The same section as the default blank Word, Excel and
Text documents

Custom A separate section at the bottom of the menu

Systems The same section as Designer Drawings (and only

shown when in a Designer Systems Folder)
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Schedules The same section as Designer Schedules (and only
shown when in a Designer Schedules Folder)

The FileType is only needed for Designer-specific file types, and can be: Designer Suite
Drawing, Designer Suite Valve Schedule, Designer Suite Air Flow Schedule, etc.

The Custom Templates.xml file and the template files should be stored in the Custom
Templates resource folder on the workstation (and server, to distribute to all users).

e Refer to the TooLs—>OPTIONS Template Files tab and the ADMIN— LIBRARIES,
TEMPLATES AND STANDARDS Template Files tab for more detail on these folder
locations

Mail Merge Documents

By default, when the user selects an item from the menu Studio makes a copy of the
template file and puts it into the selected folder. For Word and Excel files, menu items
can also indicate that the template contains Field Code Tags that should be replaced with
the appropriate values from the current project.

To indicate that a template should be processed, include the following in its entry:

< FillInProjectFields>True</ FillInProjectFields>

e The entry <ProcessTemplate> can also be used to mean the same thing.

The Field Code Tags can be placed almost anywhere in a Word document or any cell in
the Excel worksheet, and should be of the form <PropertyName>, as in <ProjectName>
or <ProjectNumber>.

e In Excel files, tags are only found if they are the only value in a cell.

e The list of PropertyName values correspond to the properties shown on the
Properties tab of the first Project Root Node (Customer Site, Job Folder, Estimate
or Designer Project) encountered when going up the project tree from the selected
folder.

o You can view the actual property names by selecting VIEW—>PROPERTY
NAMES, which will show them in brackets on the Properties tab.

e For generated Word documents, the user will have an option to UPDATE VALUES
IN REPORT when they right-click on the file.
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Designer and Estimate Reports

Another option for the NEw menu is to create entries that run reports for the current (or
other) Estimate or Designer project. This essentially becomes a shortcut for running the
reports on the corresponding Reports tab of that project.

To make the entry run reports (instead of copying a template file), include the
<RunReport> element with a value of “True”, then include any of the options shown in
the example:

<TemplateFile>
<Description>Reports-All Projects and Reports</Description>
<MenuPath>My Reports Menu</MenuPath>
<MenuSection>Custom</MenuSection>

<RunReport>True</RunReport>

<EstimateReports>All</EstimateReports>
<DesignerReports>All</DesignerReports>
<ShowAllProjectsOnMenu>True</ShowAllProjectsOnMenu>
<ShowReportListOnMenu>True</ShowReportListOnMenu>
<ShowReportSelector>True</ShowReportSelector>
<SaveAsDocument>True</SaveAsDocument>
<SaveAsPdf>True</SaveAsPdf>

</TemplateFile>

e The Description, MenuPath and MenuSection elements work the same as with
Template files.

e The EstimateReports, DesignerReports, and EstimateGroupReports elements can
be “ALL” or the name of one or more reports, separated by semi-colons

<EstimateReports>Estimate Summary.xls</EstimateReports>

e If ShowAllProjectsOnMenu is “True”, the menu will contain a separate sub-menu
item for each Designer and/or Estimate node in the main project. If it’s “False” or
left out, the menu item will only show up if the selected node is part of a Designer
and/or Estimate project.

e If ShowReportListOnMenu is “True”, the menu (or each project sub-menu item)
will contain a separate sub-menu item for each available report (based on the
EstimateReports, DesignerReports, EstimateGroupReports settings. If
ShowReportListOnMenu is “False” or left out, selecting the menu item (or the
project sub-menu item) will run all the specified reports.

e If ShowReportSelector is “True”, an additional menu item will be added to the top
of the report list sub-menu that brings up a form that allows the user to select any
of the appropriate reports to run.

e |f SaveAsDocument is “True”, the file will be saved as an Excel or Word
document.

e |f SaveAsPdf is “True”, the file will be converted to and saved as a PDF file.
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Enterprise Version of the ‘New’ Menu

In addition to the Custom Templates.xml file, entries can also be stored in a separate file
called Enterprise Custom Templates.xml. The format for the two files is the same, and
the entries are merged together into a single menu.

e This can also be used to create a Company version for distribution while allowing
users to create their own version of Custom Templates.xml.

e Refer to the previous chapter on Enterprise Management and Reports for details
on the Enterprise folder.
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15. Cloud Accounts

Studio allows you to use certain cloud-based storage systems to act as an intermediary for
sharing files with users outside of the Studio environment.

e This feature requires the creation of accounts on third party services. Smartware
does not specifically endorse the use of these services and makes no warranty as
to their effectiveness or security.

Currently the only Cloud Service for which a driver has been created in Box. Others may
be available in the future.

How Studio Integrates with a Cloud Account
The basic structure is:

e A distinct cloud account is created to act as the interface between other accounts
and Studio.

e Certain credentials and access keys are created on the cloud account side and
entered into Studio in the ADMIN->CLOUD ACCOUNTS tool.

e The Studio Windows Service is configured with information on how to email
invitations to users, when necessary.

e The users can right-click on a folder or file and select SHARE WITH->BoX (or
whatever the cloud account is named).

o They will have an option to invite other users to share the file or folder.

e The Studio Windows Service will copy the file or files to the cloud account and
send out the invitations.

e The Studio Windows Service will then continue to poll both the Studio database
and the cloud account periodically looking for changes to any shared files or
folders. As changes are found, files are copied in either direction to keep them
synchronized.

For more detail, please contact our technical support team.
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Configuring a Box Cloud Account
The steps to using Box include:

Create and configure a new Box account to use as the "backbone" of the
synchronization. Files will be copied there from Studio and shared to other Box
users.

Enter the Box Account in Studio's Cloud Account list.

Configure the Studio Windows Service to process the Cloud Account
synchronizations.

Note: Some of these Setup steps require that you be running Smartware Studio as an
Administrator. Even if you are a local administrator, you may not be running with full
privileges, so you should launch Smartware Studio by right-clicking on the icon and
selecting RUN AS ADMINISTRATOR.

Setup and Configure a Box Developer Account

You will start by creating a free Box Developer Account, then configure it for access by
Smartware Studio. These directions are correct as of the time of this writing but could
change if the Box web site is updated over time.

Go to http://developers.box.com, click the SIGN UP link, and enter the necessary
information to create an account.

Once logged in, click the CREATE NEW APP button.

Choose the ENTERPRISE INTEGRATION option, and then click NEXT.
Select STANDARD OAUTH 2.0 (USER AUTHENTICATION) and click NEXT.
Specify a Name for your App, and click CREATE APp.

On the next screen, click VIEW YOUR APP.

This should bring up the Configuration page.
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Scroll to the section labeled OAUTH 2.0 REDIRECT URI

Enter the following as the URI: http://localhost:12520/ProcessBoxResult
OAuth 2.0 Redirect URI Redirect URI
The redirect URI is the URL within your http:/localhost: 12520/ProcessBoxResult

application that will receive OAuth 2.0
credentials

Click SAVE CHANGES.
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Register the Box Account with Smartware Studio

Note: This next feature requires that you be running Smartware Studio as an
Administrator. Even if you are a local administrator, you may not be running with full
privileges, so you should launch Smartware Studio by right-clicking on the icon and
selecting RUN AS ADMINISTRATOR.

To register the Box Account:

e Go to ADMIN->CLOUD AccounTs, which will bring up the Cloud Accounts list.

@) Cloud Accounts an = - [m] X

Add Accaurt... Manage Users.

ID Account Type User Name Cloud Accourt ID Password Account Name Authorized

Brport to Excel

e Click the ADD ACCouNT button. This will bring up the following form:

Add Cloud fccount B0 [0 b e

Account Mame: || |

Accourt Type: | Box b

Support Email: | |

Cliert Id: | |

Client Secret: | |

Click here to see the Box Developer Page

Cancel

e Account Name can be whatever you would like to call the Box account.
e Support Email is the email address used to create the Box account.
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e Client ID and Client Secret are two long alphanumeric values that are displayed
on the Configuration of the Box web site under the OAuth2.0 Credentials

¢# MyUniqueApp | Box Dev X
< C ) | 8 Secure | https://app.box.com/developers/console/app/362818/configuration

Imported From IE | | Dashboards s Bookmarks [) Studio CoreWeb G Google Nl Vahoo W Wikipedia [3 Cameras [J Vaspian [Y StartPage 7 iPortal20 () Lonnie Webex o S

©# box Developers

08 My ] .
g8 My Apps Configuration

Configure the authentication and permissions for your app to begin using the Box APIs. Check out our Getting Started Guide for a walkthrough of these £

quration

& Webhooks
& Integrations
©= App Gallery OAuth 2.0 Credentials Client ID
Credentials for using OAuth 2.0 as your 2rfi73mjgomxkkfvubgnick1fyolBss coPY

Authentication type.

& 3D
DHELE Client Secret
F] API Docs
. RUAIHNTESSpINLOTAINSK6616JGZHSIF copy
&3 Support

Reset

When you click Save, Studio will attempt to authorize the Box account:

&l Authorize Cloud Account oy

By clicking on the OK button an authorization message will be sent to your Box account.
The response from Box will be displayed below.

A successful message is required for you to begin sharing files on Box.You must be running Studio as an Administrator to Authorize the Box
Account

Process:

ox | [
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e Click OK and a browser window will pop up asking you for the Box account
login information.

[E) customer Log In ® o+ - O X
6 9 O E] ‘app.box.com/api/oauth2/authorize?response_type=codeéclient_id=26mon4dy6o2rghhbéiwdp613da80n2141zaredit j} S :/_ ﬁ A
<

=

Log in to grant access to Box

4 jdoe2@smartwaretech.com

Use Single Sign On (SS0)

Forgot password

By granting Studio Box access to Box, you are agreeing to Box's Terms of Service and Privacy Policy

e Enter the Box Account credentials and click Authorize.
e On the next screen, click Grant Access to Box.

3 Box Authentication Suct % -+ -
& — O | localhost:12520/ProcessBoxResult/?state=aca2fa056e0e42eaB06fde679b8bbdeb&icode=ab: * | = W

Studio has successfully been linked with your Box account
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e You should see a web page that says Studio has successfully been linked with
your Box account. When you close the page, you should see a message similar to
this one:

5] Autharize Cloud Account x

By clicking on the OK button an authorization message will be sent to your Box account.
The response from Bax will be displayed below.

A successful message is required for you to begin sharing files on Beoc.You must be running Studio as an Administrator to Authorize the Box
Account

Process:

Sending Authorize command to Box for account using schox 1 @smarntwaretech.com as the Support Email
The authonzation process was successful.
*You may begin to share files on this Box accourt.

Configuring the Cloud Account Service

The Studio Windows Service monitors the Box Account and the Smartware Studio
database, copying files back and forth as needed to keep them in sync.

e You will need to have the Studio service installed and running. For more
information, refer to Chapter 12, The Studio Windows Service, earlier in this
Guide.

e These steps require restarting the Windows Service, so you should run Studio
from the machine where the Windows Service is running.
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To configure the Cloud Account in the Windows Service:

e Go to ADMIN->WINDOWS SERVICE and go to the Cloud Accounts tab.

Windows Service Configuration o} = X

Mobile App  Task Scheduler
Service Control - Outgoing Email  Email Forwarding  Motifications  Password Monitoring  Cloud Accounts  Web Service

Servers

SmartEdge

Invitations

Send Invitation From: |smartwaretech.test@hotmail.com |

Invitation Subject Line: |Inv'rtati0n |

Invitation Body: | Take a look at this file

Palling
The Service Must Be Restarted For Changes To Take Effect

Poll For Changes Every |15 = Minutes

Ok Cancel Apply

e Select the Server (or Servers) that you want to the cloud service to monitor.

e Inthe Invitations section, enter the information for when users are invited to share
a file or folder:

o The Send Invitation From should be a valid email address to use in the
From field of the invitation email.

e You can set how often the service will check for changes. It is recommended that
you do it no more often than every 15 minutes or longer, as changes to files on
box are unlikely to occur that frequently and Box places limitations on the
number of times the service can contact their site through the API per day.

o You can adjust this value as necessary in the future. If you do, you must
restart the Studio Windows Service for it to take effect.
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To save your changes and start the polling:

e Click the AppPLY button to save the changes to the settings.
e Go to the Service Control tab and click the Restart button to restart the service.

Sharing Files with a Cloud Account through Studio

Once the Cloud Account is set up and configured, users will be able to initiate the sharing
of a file or folder.

To initiate the sharing:

e Right click on a file or folder and select:
SHARE WITH->[BOX]: [APPLICATION NAME]

o Boxand AppLicATION NAME will vary depending on the Cloud Services
you've setup.
e You can specify an automatic Expiration Date for the share. On that date the

shared file will be removed from the backbone account. The file on the Studio
server will not be removed or modified in any way.

3 oud Share
Add Cloud Sh, O *

Expiration Date: |[#] 11/ 8/2017 [@+

Collaborators

Invite: Studio User Invite Outside User

Email Member Number Cloud Account Cloud Account ... Cloud Account ..

o [

You can choose to invite someone else to share the file or folder:

e Click INVITE STUDIO USER to choose from any of the users in the system,
including remote users.

e Click INvITE OUTSIDE USER to specify a non-user's email address. They will need
to create a personal account on Box.com in order to do so.
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Cloud Account Reports

You can generate an administrative report of all the files and folders being shared through
Cloud Accounts.

e Select ADMIN->ENTERPRISE MANAGEMENT AND REPORTS.
e Check the Cloud Account Shares report.
e Click RUN SELECTED REPORTS.
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16. Smartware Studio Mobile Application

The Smartware Studio Mobile Application ("Studio Mobile™) enables users to access
Smartware Studio Projects and Files from their mobile devices.

e The App is available for iOS and Android devices

e |t can be downloaded at no cost from the App and Play stores, but it must be
separately licensed (for a small monthly license fee).
e At this time, files can only be viewed on the device.
o In the future, it may be possible to edit files downloaded from Studio
using a Cloud Service such as Box.

o Depending on the type of file, another mobile app may be required to view
the file.

Since Studio Mobile must communicate with the database and file system on your
network, additional configuration must be performed before any users can utilize the app.

e The Studio Windows Service, detailed in Chapter 12 of this Guide, is used to
communicate with the devices outside your network and transmits the project
information and files to the device.

e Since the device must communicate with the server, you will likely need to open a
port in your firewall to allow this traffic.

e You will also need to create a sub-domain A record to point to the IP address of
the machine running the Studio Windows Service. This is a specific security
requirement of iOS and Android.

The next sections describe these steps in more detail

Note: These Setup steps require that you be running Smartware Studio as an
Administrator. Even if you are a local administrator, you may not be running with full
privileges, so you should launch Smartware Studio by right-clicking on the icon and
selecting RUN AS ADMINISTRATOR.

Configuring the Studio Web Service

To configure the Studio Web Service for the Mobile Application:

1. If you haven't done so already, install and start the Studio Windows Service on
your server, as detailed in Chapter 11: The Studio Windows Service, of this
Guide.
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2. Create a sub-domain A record and point it to the IP address of the machine
running the Studio Windows Service.

o An example might be studiomboile.ourcompany.com
o This record must be public and private.

3. Select ADMIN->WINDOWS SERVICE to open the Windows Service Configuration
tool.

4. Go to the Web Service tab

m Windows Service Configuration x

Mobile App  Task Scheduler
Service Control  Outgoing Email  Email Forwarding  Motfications  Password Monitoring - Cloud Accourts  Web Service

These setting appfy to both the mobile app and the task scheduler. K you are using the mobile app then this address specified
must be public in order for the mobile app to be able to reach t. All communication with baoth the task scheduler, and the
mobile app are done through HTTPS.

Mobile Web Service IP Address: |studiomobi|a.Durcompany.com |

Mobile Web Service Port: | 22211

Mohbile Web Service Root: | |

o Inthe Mobile Web Service IP Address field, enter the IP address of the
machine running the Windows Service, or the DNS name that points to it.

= To use the iOS version of the App, you must use a DNS name.
This is an i0OS security requirement.

o Inthe Mobile Web Service Port field, enter the port you want to use.

= The choice of port is arbitrary, as long as it's not already in use on
the machine.

= We recommend avoiding ports that are associated with other
common applications (e.g., 80, 25, 1433). We've chosen 22211 as
a default.

o You can generally leave the Mobile Web Service Root field empty.

= |t can be used to specify a root path for the Web Service. For
example, if the value was NewRoot, then the URL for the Web
Service would be studiomobile.ourcompany.com:22211/NewRoot

5. Go to the Mobile App tab and check the server (or servers) which should be
reachable from the Mobile App.

6. From the Service Control tab, APpPLY your changes and RESTART the Service.
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Testing the Connection

At this point you can (optionally) do a quick check to make sure the Windows Service is
responding on the port.

e Open a Command Prompt (type CMD in the Windows search bar) and enter the
following command:

netstat —-ano | findstr <Port Number>

e In our example, that would be:

netstat —-ano | findstr 22211

If the service is running properly, you should see one or two lines like this:

E® Command Prompt

C:\»netstat -ano findstr 22211
TCP 6.8 22211 8.8.8.8:8 LISTENING

[::]:@ LISTENING

Creating a Self-Signed SSL Certificate

The mobile platforms require that communications be secure, on an https connection to a
named address with an SSL certificate.

e The rest of this section discusses how to create and install a self-signed SSL
certificate, which has no cost and requires no outside authentication agency.

e If you have other certificates and know how to install them, you should be able to
use those instead.

Starting 11S
Start by opening IIS:

e For Windows Server 2008 and higher, Go to Server Manager and start the
Internet Information Services (11S) Manager.

e For Windows 10, type 'lIS" into the search bar and see if it finds Internet
Information Services (11S) Manager.

o If not, search for 'Programs’ or open the Control Panel and get to the
Programs and Features tool.

o Click the link for TURN WINDOWS FEATURES ON OR OFF.
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o Check the 11S MANAGEMENT CONSOLE checkbox in the folders for
Internet Information Services / Web Management Tools / 11S Management
Console

|5 Windows Features — [m| X

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled box means that enly part
of the feature is turned on.

[] | NET Framework 3.5 {includes .NET 2.0 and 3.0) A
[®]| | NET Framewaork 4.6 Advanced Services

Active Directory Lightweight Directory Services

Containers

Data Center Bridging

Device Lockdown

B ®
ROoodog

Hyper-V
Internet Explorer 11
Internet Information Services
[ | FTP Server
= @] | Web Management Tools
[ | 156 Management Compatibility

[1 | 15 Management Scripts and Tools

[ | 15 Management Service
O | World Wide Web Services
Internet Information Services Hostable Web Core

ul
m

Legacy Components
Media Features

[l Microsoft Message Queue (MSMQ) Server
Microsoft Print to PDF
[/ | MultiPoint Connector
P Y - W S S e

CEHCEI

Generating the Certificate
To generate the Self-Signed Certificate in IIS:

1. Under Connections in the left tab, select the server.

W Intemet Information Services (I5) Manager - o X
- _ T
3 » DESKTOP-PIAJABR » 1] £l ‘ﬂ‘ e

File View Help

Connections .
Ggl DESKTOP-PIAJABR Home

3] DESKTOP-PIAJABR (DESKTOP-PIAJABR\SCOHN)

Filter: v ¥ Go ~(ShowAll | Groupby: Area -E-

[=] Features View |2 Content View

2. Double-click on the Server Certificates icon in the center.
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3. Onthe right side, click Create Self-Signed Certificate.

Create Self-Signed Certificate ?
i.IL' Specify Friendly Name

Specify a file name for the certificate request. This information can be sent to a certificate authority for
signing:

Specify a friendly name for the certificate:

|Studio Mobile Certificate

Select a certificate store for the new certificate:

Personal ~

o For the Friendly Name, you can enter 'Studio Mobile Certificate', or any

identifying name you wish.
For the Certificate Store, select Personal
Click OK to create the certificate

4. Double click the Certificate you just created to bring up its properties.

5. Select the Details tab.

@3 server Certificates

Pia ]
R IDESKTOP-PIAIABRISCOMN) | e this festure to request and manage certifcates that the Web serves

Filter:

Nam
Studic Mobile Cerbficate

6. Select the Thumbprint property, then highlight the value in the lower box (the full

set of pairs of hexadecimal digits) and copy it to the clipboard.
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7. From Smartware Studio, go to ADMIN->WINDOWS SERVER and select the Web
Service tab.

8. Inthe section labeled Creating a Self-Signed Certificate in 1S, paste the
CERTIFICATE THUMBPRINT Value into the textbox. The COMMAND LINE TO RUN
box will be filled in. Click Copy to Clipboard to grab the entire command line.

Creating a Self-Signed Certfficate in 1S

This utility is referenced in the Setup & Administration Guide. Paste the Cedificate Thumbprint” data into the textbox to
generate the command line to un in a Command windows. Be sure to Run As Administrator.

Certificate Thumbprint: |88 76 32 55 54 2c cb 13 7b a6 62 bd 4d 13 28 d9bf G f6fe |

Command Lineto Run:  |netsh http add sslcert ipport=0.0.0.0: 22211 | Copy to Clipboard
certhash=88763259542cch 1aThabbebd4d 1a28d SbfGif Gie

9. Ifit's running, stop the Studio Windows Service.

10. Launch a Windows Command Prompt (and RUN AS ADMINISTRATOR), and paste
the command line into it and run it.

11. Restart the Studio Windows Service.

12. If everything is correct, you should see a message stating that the SSL certificate
was added successfully

BN Administrator: Command Prompt

Certificate Generation Problems
Here are some know troubleshooting steps.

Error 1312

SSL Certificate add failed, Error: 1312
A specified logon session does not exist. It may already have been

terminated.

This might be because the certificate is in the Web Hosting store, instead of the Personal
store.

e Create another self-signed certificate and use the thumbprint of the new one to try
again.
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Install the Notifications Certificate

For Mobile App Notifications to work on i0OS devices, another SSL certificate needs to
be installed on the server. This certificate is included in the Studio install files. It is valid
for one year and will need to be updated (from a later version of Studio) before it expires.

Installing the Certificate
1. Open up the Microsoft Management Console by either (a) clicking START>RUN

and typing mmc.exe; (b) right-clicking Start, selecting RUN, and typing mmc.exe;
or (c) by opening up a Command Prompt and typing mmc.exe.
2. Select FILE-> ADD/REMOVE SNAP-IN

3. Select Certificates, then click ADD

Add or Remove Snap-ins Bl @ X

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Smap-n Vendor - " Console Root Edit Extensions...
=] ActiveX Control Microsoft Cor... Remove
Aumorizaﬁon Manager Microsoft Cor... -
_ﬁ}J Microsoft Cor...
. Component Services  Microsoft Cor... Move Up
ﬁ Computer Managem... Microsoft Cor...
H'.‘Dewce Manager Microsoft Cor... Add >
e Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
| Folder Microsoft Cor...
__’ Group Policy Object ... Microsoft Cor...
§3Hyper-\" Manager Microsoft Cor...
(SPinternet Informatio...  Microsoft Cor...
.g IP Security Monitor Microsoft Cor... e Advanced...
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Cancel
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4. Select Computer Account, then click NEXT.

Certificates snap-in &L (= *

This snap-n will always manage cerificates for:

() My user account
() Service accourt

(®) Computer account

< Back Next = Cancel

5. Select Local Computer, then click FiNIsH. Click OK on the Add or Remove
Snap-ins window.

6. Expand the Certificates node, then expand Personal, and click on the Certificates
folder underneath.

7. Right click the Certificates folder, select All Tasks, then click IMPORT to start the
Certificate Import Wizard.

t# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to & certificate store.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Mext.

Cancel
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8. Click NEXT to start the import.

9. Click the BRowsE button and navigate to [Program Files x86]\Smartware
Studio\Service\Certificates\APNSWSM_Production.p12, then click NEXT.

X

€ &% Certificate Import Wizard

File to Import
Spedfy the file you want to import.

File name:
C:\BPNSWSM_Production.p12 Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Perzonal Information Exchange- PKCS #£12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7B)

Microsoft Serialized Certificate Store (.55T)

MNext Cancel

10. Enter the password SWMOBILES562 (case sensitive) and click NEXT.

€ L¥ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[[]Display Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[[]Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

Cance
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11. Select Place all certificates in the following store, then select the Personal
certificate store. Then click NEXT.

€ L% Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(0) Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

| Personal Browse...

Cance

12. Click FINISH.
13. Open a Command Prompt (in Admin mode) and type the following:

netsh http add sslcert ipport=0.0.0.0:2195
certhash=""0bea4d0e42d39b98cafdbfd72b18e3234fc3377b""
appid=""{1f7a21a9-7e30-4b61-a013-0f7f97955fc6}"

and hit ENTER. You should see a message stating “SSL certificate added
successfully.

14. In the same command prompt, type the following:

netsh http add sslcert ipport=0.0.0.0:2196
certhash=""0bea4d0e42d39b98cafdbfd72b18e3234fc3377b""
appid=""{1f7a21a9-7e30-4b61-a013-0f7f97955fc6}"

and hit ENTER. You should see a message stating “SSL certificate added
successfully.
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Open the Ports in the Firewall

Since the mobile devices will be contacting the Windows Service via http on the
specified port, any firewall devices between the machine running the Service and the
outside must be configured to allow traffic in both directions.

e You should contact your IT professional or department before making any
changes.

e There may be more than one firewall device or system in place that needs to be
configured.

e The ports that need to be open are as follows:
o The Web Service port you have chosen above; in this example, 22211
o 2195, 2196, 5223 for Apple’s APNS servers for notifications
o 5228, 5229, 5230 for Google’s GCM servers for notifications

Configuring Windows Firewall
If Windows Firewall is running, you can create the rules to open the port for traffic in
both directions.

1. From the Windows Control Panel, search for or find the Windows Firewall
settings (in the System and Security group).

@ Windaws Firewall
= <~ 4 @ > Control Panel 5 System and Security > Windows Firewall ~ & Search Control Panel P

Control Panel Home. Help protect your PC with Windows Firewall

Windouws Firewall ean help prevent hackers or malicious software from gaining access o your PC through the
ork,

Allow an app or festure Internet or a et
through Wi

al
® Chang ings l @ Private networks Connected

& Tum Windows Firewall on or
off Networks at home or work where you know and trust the people and devices on the network

& Restore defaults
& Advanced settings
Troubleshoot my network

On

Block all nections
of allowed apps

to apps that are not on the list

£ bescocom

Notify me when Windows Firewall blacks a new app

P @ ceestor public networks Not connected

Security and Maintenance

Network and Sharing Center

2. Click the link for Advanced Settings.
3. In the left panel, select Inbound Rules.
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4. Inthe right panel, click New Rule...

@ New Inbound Rule Wizard X
Rule Type
Select the type of firewall e to create:
Steps:
o Rule Type What type of rule would you like to create
@ Protocol and Ports
@ Action O Program
o Profie Rule that controls connections for a program
@ Name ® Port
Rule that controls connections for a TCP or UDF port
) Predefined:
Aldoyn Router
Rule that controls connections for a Windows experience.
O Custom
Custom rule.
< Back Neat > Cancel
5. Select the Port option, and click NEXT.
x

ﬁ Mew Inbound Rule Wizard

Protocol and Ports

Specify the protocols and ports to which this ule applies

Steps:
@ Rule Type Does this nule apply to TCP or UDP?
@ Protocel and Ports @ 1CP

@ Action ) UDP

@ Profile

@ Name

Does this rule apply to all local ports or speciic local ports?

O Al local ports

@ Specific local ports: [z2211
Example: 80, 443, 5000-5010

< Back Next > Cancel

6. Leave the TCP/UDP option set on TCP. Enter the Port Number of the Web
Service in the SPECIFIC LOCAL PORTS list.
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#P New Inbound Rule Wizard e
Action
Specify the action to be taken when a connection matches the conditions specified in the rule.
Steps:
@ Fule Type What action should be taken when a connection matches the specfied condtions?
@ Protocol and Ports
(® Allow the conneclion
> GaE This includes conneclions that ars protscted with IPssc s wel 35 thoss are nol
@ Profile
N () Allow the connection if it is secure
o feme This includes orly connections that have been authenticated by using IPsec. Connections
will be secured using the seftings in IPsec properties and rules in the Connection Securty
Rule node.
(O Block the connection
< Back Next > Cancel
X

Profile

Steps:
@ Rule Type
# Protocol and Ports
@ Action
@ Profile

@ Name

@ New Inbound Rule Wizard

Specify the profiles for which this rule applies.

When does this rule apply?

Domain
Applies when a computer is connected to its corporate domain.

Private
Applies when a computer is connected to a private network location, such as a home
or work place.

Public

Applies when a computer is connected to a public network location.

< Back Next > Cancel

9. Apply the rules to DoMAIN, PRIVATE and PuBLIC, unless otherwise necessary.
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10. Click NEXT.

@ New Inbound Rule Wizard X

Name

Specify the name and description of this rule

Steps:
Rule Type
Protocol and Ports
Action

Profile Lame:
Smatware Studio Mobile Inbourd

Name

Description {optional):
Smartware Studio Mobile Inbound

11. Enter a Name for the rule and click Finish.
12. Repeat Steps 3-11 to create a similar Outbound Rule.

Testing Communication through the Firewall

Once the firewall, Web Service and DNS record are configured, you can do a quick test
from another machine on the network.

e Open a Command Prompt (type CMD in the Windows search bar) and enter the
following command:

telnet <DNS> <Port Number>

e In our example, that would be:

telnet studiomboile.ourcompany.com 22211

e If it goes to a black screen, the service is configured properly and responding. If
the command hangs, then there is a communication issue with the server.

o If there is a communication issue, contact your IT department or reach out
to our technical support team.

Page 210 Smartware Studio - Setup and Administration Guide



Smartware Studio Mobile Application

Installing and Configuring the Mobile Application

Each device that uses the Mobile Application must be licensed, in a manner similar to the
Studio desktop.

Contact Smartware Technologies to purchase licenses for the Mobile Application

Existing desktop licenses should not be used to license Mobile Devices. Those
licenses will not enable any of the Mobile Application features.

Permitting the Mobile Applications

While each device must be licensed for each mobile application feature (Projects and
Schedule), the server must also be configured to globally enable them as well.

Select ADMIN—>PERMISSIONS

m Permissions Management

Enforce Project and Folder Permissions

+ When the Permissions are Tumed O, all users have full rights to all projects and files
* When the Pemmissions are Erforced, all restrictions are Erforced
+ Management Data pemissions are always enforced. regardless of this setting

Enforce Pemissions

Project-Level Pemissions

These permissions grant users the ability to take specific actions based on the different project
types. These pemmissions are global and affect all projects.

Edit Pemmissions by Project Type. I

You can also grant these pemissions on a per-project basis. Right-click on the project in the Open
Projsct list to accsss this feature

Folder-Level Pemission Sets
These permissions grant users the ability to add, edit or delete files in specfic folders in a project. A

Folder Permission Set specifies which users can take what actions. You can then "lock down" a
folder in & project by selecting a Permission Set from its Permission tab.

Edit Folder Pemmission Sets ...

This Uity will search for and assign a Pemission Set to all the folders in all the projects with a
specific name (g g., assign the "Salesman’ pemission set to all folders named "Sales)

Assign Folder Permission Sets ..

Restrict File Server Access to Specified Domain Account

This allows Smartware Studio to access the project files on the file server using
the specified domain account, preventing unauthorized access to sensitive files
on the file server using Windows Explorer.

Configure File Server User Account

Management Data Permissions

These pemmissions grant users the ability to view and edit the data from the
Management Module (& g., Contacts, Customers, Quotes, stc.)

Edit Permissions for Management Data.

Studio Mobile Applications
“You must enable or can disable the Studio Mobile Applications globally for each
server

Projects (Studio Mobile Core)
Scheduls

Check the boxes for the appropriate Mobile Applications to enable.

Smartware Studio - Setup and Administration Guide

Page 211



Cloud Accounts

Installing and Configuring the Mobile App on a Mobile Device

The Smartware Studio Mobile Application is available for download from the iOS App
Store or the Google Play store.

The first time the Mobile App is launched, the user will need to go into the Settings page
(available from the Login Page) to point to your server.

seeec Verizon T 2:57 PM 7 72%
< Back
App Settings Licensing
Address mobiletest.smartwaretech.com
Port 2221
Customer Acct # 12345

Display Stylized Node Paths

Show System Properties

Licensing

Version: 1.24

App Settings

e Fill in the Address and Port fields with the values configured in the Studio
Windows Service on the Web Server tab.

e Your company's Customer Account Number can be found as the first five digits of
your License Account Number, as shown in the FILE->PRODUCE LICENSE
REGISTRATION Screen.
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Licensing the Mobile Application
You will then need to license the application on the Mobile Device.

From the Settings Page, select the Licensing tab.

e Enter the Email Address and Password of the User, as well as the 9-digit
Passcode for the license account, the click Register License.

ssee0 \Verizon T 2:57 PM v 72% W
< Back
App Settings Licensing
User Doe, Jonathan
Email Address jdoe2@smartwaretech.com

Device CBE009D9-5ABA-4B78-8A40-075A896F

ID B578

Device Name Steven's iPhone
License Acct # 12345-76012
Next Expires 12/31/2030

Licensed Modules

Schedule

Proiects

The Mobile Applications

There are currently two features of the Mobile Application, each of which is licensed
separately.

Projects (Studio Mobile Core)

The Studio Mobile Core, also known as Projects, lets you browse the list of Studio
Projects and their folders.

e You can download and view many standard types of files (depending on the
availability of a compatible Mobile Application)

e You can view the properties of the nodes in the Project.
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Schedule

If you are using the Management Module to maintain a calendar of Service appointments,
Mobile App users can view their schedule using the Service application.

e Refer to the Management Module Guide for more information.
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